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1 Reason for Contribution

In the spirit of the ongoing gap analysis between the Device Management Requirements Document [DMRD] and the existing specifications, the role of the Smart Card in the provisioning process and the behaviour of the user agent are still left very much open.
In order to ensure a reliable device management experience, the behaviour of the Device Management User Agent (DM Agent) must be follow simple rules with regard to device management data present in the Smart Card. Better reliability and security stem from the fact that the Smart Card is harder to tamper with than the mobile device itself. Thus the level of trust that the Management Authority and Service providers have in the Smart Card is inherently good.
2 Summary of Contribution

Device management data stored in the Smart Card must have precedence over data in the device when accessed by the Device Manager User Agent (DM Agent).
3 Detailed Proposal

When a Smart Card is present in the mobile device and when the Smart Card holds device management objects, the Device Management User Agent must use the management objects from the Smart Card:

a) instead of those stored in the device if they have the same URI;
b) in addition to those stored in the device if they have a different address.

In effect, the management object tree from the Smart card blends onto that from the device. From the DM Agent's perspective all data appear as one management object tree.
4 Intellectual Property Rights Considerations

None

5 Recommendation

Orange recommends that the group's technical specifications comply with this proposal.
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