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1 Reason for Change

Current ProvCont provisioning mechanism fills today’s minimum needs in a standardized fashion. To enlarge the usability of the provisioning technology among the bearers and transport mechanisms like WLAN, GPRS and Ipv6 the ProvCont document needs to be updated with additional optional parameters proposed in this CR.

2 Impact on Backward Compatibility

No backwards compatibility impact. The additions are made following the ProvCont structure and are made optional.

3 Impact on Other Specifications

No impact on other specifications.

4 Intellectual Property Rights Considerations

Nokia may own patents or patent applications relating to technology described in a document which Nokia has contributed in connection with the OMA standard discussions.  In relation to that standard incorporating such technology, which is or may be adopted, Nokia hereby agrees to make licences available under applicable Nokia patents or patent claims on fair, reasonable and  non-discriminatory terms, to all members and non-members granting reciprocal terms, to the extent such patents are technically essential to comply with that standard.

5 Recommendation

OMA DM WG should incorporate these modifications to the ProvCont document and create a new release of Client Provisioning. 

6 Detailed Change Proposal

Changes to ProvCont are tracked below.

2.1 Normative References

	[3GPP24008]
	“3rd Generation Partnership Project; Technical Specification Group Core Network; Mobile radio interface layer 3 specification; Core Network Protocols - Stage 3; (Release 5)”, (3G TS 24.008 V5.9.0 (2003-09)), URL: http://www.3gpp.org/


3.3Abbreviations


	IBSS
	Independent Basic Service Sets)

	SSID
	Service Set Identifier


4.2 Overview of Data Model

The above XML DTD provides a flexible and extensible framework for parsing configuration parameters by means of PARM elements grouped by CHARACTERISTIC elements. The description of each of the possible PARM values and CHARACTERISTIC types is given in the following sections, while a short structural overview of the data model is given here.

The notation is such that bold underlines indicates parameters used for links, italic indicates parameters affected by external events, plus (+) indicates that the parameter can occur 1 or more times, star (*) indicates that the parameter can occur 0 or more times, question mark (?) indicates that the parameter can occur 0 or 1 times, empty ( ) indicates that the parameter is required within the scope of the encapsulating characteristic and that it can occur only once.

characteristic : PXLOGICAL *

{

    parm: PROXY-ID
    parm: PROXY-PW ?

    parm: PPGAUTH-TYPE ?

    parm: PROXY-PROVIDER-ID ?

    parm: NAME

    parm: DOMAIN *

    parm: TRUST ?

    parm: MASTER ?

    parm: STARTPAGE ?

    parm: BASAUTH-ID ?

    parm: BASAUTH-PW ?

    parm: WSP-VERSION ?

    parm: PUSHENABLED ?

    parm: PULLENABLED ?

    characteristic: PXAUTHINFO *

    {

        parm: PXAUTH-TYPE

        parm: PXAUTH-ID ?

        parm: PXAUTH-PW ?

    }

    characteristic: PORT *

    {

        parm: PORTNBR

        parm: SERVICE *

    }

    characteristic: PXPHYSICAL +

    {

        parm: PHYSICAL-PROXY-ID

        parm: DOMAIN *
        parm: PXADDR

        parm: PXADDRTYPE ?

        parm: PXADDR-FQDN ?

        parm: WSP-VERSION ?

        parm: PUSHENABLED ?

        parm: PULLENABLED ?

        parm: TO-NAPID +

        characteristic: PORT *

        {

            parm: PORTNBR

            parm: SERVICE *

        }

    }

}

characteristic: NAPDEF *

{

    parm: NAPID

    parm: BEARER *
characteristic: BEARERINFO *

{

parm: BEARER

parm: DIRECTION ?


}
    parm: NAME

    parm: INTERNET ?

    parm: NAP-ADDRESS

    parm: NAP-ADDRTYPE ?

    parm: DNS-ADDR *
characteristic: DNS-ADDRINFO *

{

parm: DNS-ADDR

parm: DNS-ADDRTYPE ?

parm: DNS-PRIORITY ?


}
    parm: CALLTYPE ?

    parm: LOCAL-ADDR ?

    parm: LOCAL-ADDRTYPE ?

    parm: LINKSPEED ?

    parm: DNLINKSPEED ?

    parm: LINGER ?

    parm: DELIVERY-ERR-SDU ?

    parm: DELIVERY-ORDER ?

    parm: TRAFFIC-CLASS ?

    parm: MAX-SDU-SIZE ?

    parm: MAX-BITRATE-UPLINK ?

    parm: MAX-BITRATE-DNLINK ?

    parm: RESIDUAL-BER ?

    parm: SDU-ERROR-RATIO ?

    parm: TRAFFIC-HANDL-PRIO ?

parm: SOURCE-STATISTICS-DESCRIPTOR ?


parm: SIGNALLING-INDICATION ?
    parm: TRANSFER-DELAY ?

    parm: GUARANTEED-BITRATE-UPLINK ?

    parm: GUARANTEED-BITRATE-DNLINK ?


parm: MAX-NUM-RETRY ?

    parm: FIRST-RETRY-TIMEOUT ?

    parm: REREG-THRESHOLD ?

    parm: T-BIT ?
parm: DEFGW ?

parm: NETWORKMASK ?

parm: USECB ?

parm: CBNBR ?

parm: PPPCOMP ?

parm: TO-LOGINSCRIPTID ?
parm: USEPTXTLOG ?

parm: GPRSPDP ?

parm: MODEMINIT ?

parm: IPADDRFROMSERVER ?

parm: IPDNSADDRFROMSERVER ?
parm: IPV6DNSADDRFROMSERVER ?

parm: IFNETWORKS ?

characteristic: WLAN *

{

parm: SSID ?

parm: NETWORKMODE ?

parm: SECURITYMODE ?

parm: WPAPRESHAREDKEY ?

characteristic: WEPKEY *

{

parm: LENGTH ?

parm: DATA ?



}

}
    characteristic: NAPAUTHINFO *

    {

        parm: AUTHTYPE

        parm: AUTHNAME ?

        parm: AUTHSECRET ?



 parm: AUTH-ENTITY *  

        parm: SPI ?  

    }

    characteristic: VALIDITY *

    {

        parm: COUNTRY ?

        parm: NETWORK ?

        parm: SID ?

        parm: SOC ?

        parm: VALIDUNTIL ?

    }

}

characteristic: LOGINSCRIPT *

{

parm: NAME ?

parm: LOGINTW ?

parm: LOGINSCRIPTTYPE ?

parm: LOGINSCRIPTDATA ?

parm: LOGINSCRIPTID
}

characteristic: BOOTSTRAP *

{

    parm: NAME ?

    parm: NETWORK *

    parm: COUNTRY ?

    parm: PROXY-ID *

    parm: PROVURL ?

    parm: CONTEXT-ALLOW ?

}

characteristic : CLIENTIDENTITY ?

{

    parm: CLIENT-ID

}
characteristic: VENDORCONFIG *

{

    parm: NAME

    parm: *

}

characteristic : APPLICATION *

{

    parm: APPID

    parm: PROVIDER-ID ?

    parm: NAME ?

    parm: AACCEPT ?

    parm: APROTOCOL ?

    parm: TO-PROXY *

    parm: TO-NAPID *

    parm: ADDR *

    characteristic : APPADDR *

    {

        parm: ADDR

        parm: ADDRTYPE ?

        characteristic: PORT *

        {

            parm: PORTNBR

            parm: SERVICE *

        }

    }

    characteristic : APPAUTH *

    {

        parm: AAUTHLEVEL ?

        parm: AAUTHTYPE ?

        parm: AAUTHNAME ?

        parm: AAUTHSECRET ?

        parm: AAUTHDATA ?

    }

    characteristic : RESOURCE *

    {

        parm: URI

        parm: NAME ?

        parm: AACCEPT ?

        parm: AAUTHTYPE ?

        parm: AAUTHNAME ?

        parm: AAUTHSECRET ?

        parm: AAUTHDATA ?

        parm: STARTPAGE ?

    }

}

characteristic : ACCESS *

{

    parm: RULE +

    parm: APPID *

    parm: PORTNBR *

    parm: DOMAIN *

    parm: TO-NAPID *

    parm: TO-PROXY *

}

4.4The WAP-PROVISIONINGDOC element

This element encapsulates all the provisioned information. It has the following attribute:

Attribute

version

An optional attribute that contains version information. The version for the current specification is the string "1.2". An ME MUST only use documents that either do not have this attribute or have a version number which matches the major version number of the provisioning content type that the ME understands.


Increase of the minor version number indicates that the changes introduced are backward compatible with the previous version(s), whereas increase of the major version number indicates introduction of non-backward compatible changes.

4.5The CHARACTERISTIC element

This element is used to group the provisioned information into logical units. It has a required type attribute, which can take on the following values:

Attributes

type

PXLOGICAL, PXPHYSICAL, PXAUTHINFO, PORT, NAPDEF, BEARERINFO, DNS-ADDRINFO, WLAN, WEPKEY, NAPAUTHINFO, VALIDITY, LOGINSCRIPT, BOOTSTRAP, CLIENTIDENTITY, VENDORCONFIG, APPLICATION, APPADDR, APPAUTH, RESOURCE, ACCESS.


A characteristic of a particular type can only accept certain parameters, and parameters defined in one characteristic can generally not be overwritten by another.

	Value
	Meaning

	PXLOGICAL
	Definition of a logical proxy

	PXPHYSICAL
	Definition of a physical proxy

	PXAUTHINFO
	Definition of authentication information within a logical proxy

	PORT
	Defines port bindings

	NAPDEF
	Definition of a Network Access Point

	BEARERINFO
	Definition of a Bearer Information

	DNS-ADDRINFO
	Definition of a DNS Address information

	WLAN
	Definition of a WLAN

	WEPKEY
	Definition of a WEPKEY within a WLAN

	NAPAUTHINFO
	Definition of authentication information within a network access point

	VALIDITY
	Defines country, network, and/or period of time where a certain NAPDEF is valid

	LOGINSCRIPT
	Definition of a login script

	BOOTSTRAP
	Defines parameters relevant for bootstrapping 

	CLIENTIDENTITY
	Defines the client-ID

	VENDORCONFIG
	Vendor specific configuration

	APPLICATION
	Definition of general application specific parameters

	APPADDR
	Definition of application address information

	APPAUTH
	Definition of application authentication information

	RESOURCE
	Definition of resources within an application

	ACCESS
	Definition of a set of access rules for the terminal


4.5.8 Characteristics of type BEARERINFO

A BEARERINFO characteristic is used when the network type and direction information is needed for the bearers. It may only occur within a NAPDEF characteristic.
4.5.9 Characteristics of type DNS-ADDRINFO
DNS-ADDRINFO characteristic is used in the situations when the detailed address information is needed for the DNS. It may only occur within a NAPDEF characteristic.
4.5.10 Characteristics of type WLAN
WLAN characteristic defines the parameters for Wireless Local Area Network connectivity. It may only occur within a NAPDEF characteristic.
4.5.11 Characteristics of type WEPKEY
WEPKEY characteristic defines the length and the data for the wepkey. It may only occur within the WLAN characteristic.
4.5.12 Characteristics of type LOGINSCRIPT
LOGINSCRIPT characteristic defines the login script information mainly for the network access point. It may only occur at the root of a provisioning document.
4.6.5 Parameters for NAPDEF characteristics

BEARER (0 or more entries)

The BEARER indicates which network type (in addition to address type) the definition is valid for. Client MUST support either the BEARER or BEARERINFO characteristic. If both are received and supported the information in BEARERINFO characteristic MUST be used.
	Value

	GSM-USSD

	GSM-SMS

	ANSI-136-GUTS

	IS-95-CDMA-SMS

	IS-95-CDMA-CSD

	IS-95-CDMA-PACKET

	ANSI-136-CSD

	ANSI-136-GPRS

	GSM-CSD

	GSM-GPRS

	AMPS-CDPD

	PDC-CSD

	PDC-PACKET

	IDEN-SMS

	IDEN-CSD

	IDEN-PACKET

	FLEX/REFLEX

	PHS-SMS

	PHS-CSD

	TETRA-SDS

	TETRA-PACKET

	ANSI-136-GHOST

	MOBITEX MPAK

	CDMA2000-1X-SIMPLE-IP

	CDMA2000-1X-MOBILE-IP

	3G-GSM

	WLAN


DNS-ADDR (0 or more entries)

The DNS-ADDR can store the address of a DNS server. If the client implements [WDNS] either the DNS-ADDR parameter or the DNS-ADDRINFO characteristics MUST be supported. If both are received and supported the information in DNS-ADDRINFO characteristic MUST be used. The address format MUST conform to the following table. It is the responsibility of the client to distinguish between the two address types.

	Address type
	Format of DNS-ADDR

	IPv4
	An IPv4 address [RFC791] represented in decimal format with dots as delimiters

	IPv6
	An IPv6 address [RFC2373] represented as hexadecimal numbers with colons as delimiters or as a combination of hexadecimal and decimal numbers with dots and colons as delimiters


SOURCE-STATISTICS-DESCRIPTOR (0 or 1 entries)

The SOURCE-STATISTICS-DESCRIPTOR parameter specifies characteristics of the source of submitted SDUs. Values are defined in [3GPP24008].

SIGNALLING-INDICATION (0 or 1 entries)

The SIGNALLING-INDICATION parameter defines if signalling indication is used. There are no values for this parameter. Presence of the parameter indicates that QoS of the PDP context is optimised for signalling. Parameter is omitted otherwise. This parameter is defined in [3GPP24008].
DEFGW (0 or 1 entries)

The DEFGW can store the Default Gateway information for IPv4 networks. An IPv4 address [RFC791] is represented in decimal format with dots as delimiters.
NETWORKMASK (0 or 1 entries)

The NETWORKMASK can store used Network/Subnet mask for IPv4 networks. An IPv4 address [RFC791] is represented in decimal format with dots as delimiters.
USECB (0 or 1 entries)

The USECB parameter defines if Callback is used. There are no values for this parameter. Presence of the parameter indicates that Callback is used. Parameter is omitted otherwise.

CBNBR (0 or 1 entries)

The CBNBR parameter is used to indicate Callback Number. CBNBR value is a phone number according to the E164 scheme [GENFORM]. If this parameter is omitted server number is used instead.
PPPCOMP (0 or 1 entries)

The PPPCOMP parameter defines if PPP compression is used. There are no values for this parameter. Presence of the parameter indicates that PPP compression is used. Parameter is omitted otherwise.

TO-LOGINSCRIPTID (0 or 1 entries)

This parameter refers to a login script with a matching LOGINSCRIPTID parameter. It is only possible to refer to login script defined within the same provisioning document. 
USEPTXTLOG (0 or 1 entries)

The USEPTXTLOG parameter defines if Plain Text Login is used. I.e. it defines whether the authentication information is sent in a clear text format to the recipient. There are no values for this parameter. Presence of the parameter indicates that Plain Text Login is used. Parameter is omitted otherwise.

GPRSPDP (0 or 1 entries)

The GPRSPDP parameter is used to indicate GPRS PDP Type.

	Value
	Content of GPRSPDP

	IPV4
	IPV4 in use

	IPV6
	IPV6 in use

	PPP
	PPP in use


MODEMINIT (0 or 1 entries)

The MODEMINIT parameter is used to indicate the modem initialisation parameters. MODEMINIT value is a string containing AT commands.
IPADDRFROMSERVER (0 or 1 entries)

The IPADDRFROMSERVER parameter defines whether to retrieve the IP address from server or not. There are no values for this parameter. Presence of the parameter indicates that IPADDRFROMSERVER is used. Parameter is omitted otherwise.

IPDNSADDRFROMSERVER (0 or 1 entries)

The IPDNSADDRFROMSERVER parameter defines whether to retrieve the IPv4 DNS addresses from server or not. There are no values for this parameter. Presence of the parameter indicates that IPDNSADDRFROMSERVER is used. Parameter is omitted otherwise.

IPV6DNSADDRFROMSERVER (0 or 1 entries)

The IPV6DNSADDRFROMSERVER parameter defines whether to retrieve the IPv6 DNS addresses from server or not. There are no values for this parameter. Presence of the parameter indicates that IPV6DNSADDRFROMSERVER is used. Parameter is omitted otherwise.

IFNETWORKS (0 or 1 entries)

The IFNETWORKS parameter indicates the comma-separated list of network protocols.

	Value
	Content of IFNETWORKS

	IPV4
	IPV4 in use

	IPV6
	IPV6 in use


4.6.6 Parameters for WLAN characteristics
The WLAN characteristic is only allowed to be used within NAPDEF characteristics. Note that the parameters listed below are described in the scope of this particular characteristic.

Names and values of parameters

SSID (0 or 1 entries)

The SSID parameter indicates a name of the WLAN network.

NETWORKMODE (0 or 1 entries)

The NETWORKMODE parameter indicates operation mode for the WLAN network.

	Value
	Content of NETWORKMODE

	INFRASTRUCTURE
	Infrastructure network

	ADHOC
	Ad hoc network (= IBSS network).


SECURITYMODE (0 or 1 entries)

The SECURITYMODE parameter indicates security mode for the WLAN network. If parameter is omitted, no security applied.
	Value
	Content of SECURITYMODE

	WEP 
	WEP security in use.

	8021X 
	802.1X security in use.

	WPA 
	Wi-Fi Protected Access security in use.

	WPA-PRESHARED-KEY
	Wi-Fi Protected Access security using prehared key in use.


WPAPRESHAREDKEY (0 or 1 entries)

The WPAPRESHAREDKEY parameter is used to deliver the pre-shared key. The data is encoded using Base64.
Note: This key is valid only if WPAAUTHMODE value is WPA-PRESHARED-KEY.

4.6.7Parameters for WEPKEY characteristics
The WEPKEY characteristic is only allowed to be used within WLAN characteristics. It can be used in the store the WEP key information. The maximum amount of keys is limited to 4. The order of the list indicates the priority of the individual WEP key. Client SHOULD use the first defined WEP key as a default key. However, client preferences MAY also be considered which might affect the priority order. Note that the parameters listed below are described in the scope of this particular characteristic.
LENGTH (0 or 1 entries)

The LENGTH parameter indicates the length of WEP key in bits.
DATA (0 or 1 entries)

The DATA parameter indicates the WEP key data. The data is encoded using Base64.
4.6.8 Parameters for BEARERINFO characteristics

The BEARERINFO characteristic can be used in the situations when the direction information is needed for the bearers. Note that the parameters listed below are described in the scope of this particular characteristic. Client MUST support either the BEARER or BEARERINFO characteristic. If both are received and supported the information in BEARERINFO characteristic MUST be used.
BEARER

The BEARER indicates which network type (in addition to address type) the definition is valid for. The WAP client MUST support this parameter if the client supports DIRECTION parameter. The parameter values are indicated in BEARER parameter under NAPDEF characteristic.
DIRECTION (0 or 1 entries)
The DIRECTION parameter indicates the direction for the BEARER parameter from the ME viewpoint.

	Value
	Explanation

	INCOMING
	Indicates that the bearer direction is to the ME.

	OUTGOING
	Indicates that the bearer direction is from the ME.


4.6.9Parameters for DNS-ADDRINFO characteristics

The DNS-ADDRINFO characteristic can be used in the situations when the more detailed address information is needed for the DNS. Note that the parameters listed below are described in the scope of this particular characteristic. If the client implements [WDNS] either the DNS-ADDR parameter or the DNS-ADDRINFO characteristics MUST be supported. If both are received and supported the information in DNS-ADDRINFO characteristic MUST be used.

DNS-ADDR 

The DNS-ADDR indicates the address of a DNS server. If this parameter is supported, at least two entries MUST be supported. The address format MUST conform to the following table.

	Address type
	Format of DNS-ADDR

	IPv4
	An IPv4 address [RFC791] represented in decimal format with dots as delimiters

	IPv6
	An IPv6 address [RFC2373] represented as hexadecimal numbers with colons as delimiters or as a combination of hexadecimal and decimal numbers with dots and colons as delimiters


DNS-ADDRTYPE (0 or 1 entries)

The DNS-ADDRTYPE is used to indicate the format of the address in the DNS-ADDR.
	Value
	Content of DNS-ADDRTYPE

	IPV4
	IPV4 in use

	IPV6
	IPV6 in use


DNS-PRIORITY (0 or 1 entries)

The DNS-PRIORITY can store the priority information for the DNS. Values are presented as integer starting from ‘1’ indicating the highest priority. Priority for IPv4 and IPv6 addresses are indicated separately.
4.6.10Parameters for LOGINSCRIPT characteristics

The LOGINSCRIPT characteristic can be used to provision the login script information usually for the Network Access Point. Note that the parameters listed below are described in the scope of this particular characteristic. 

NAME (0 or 1 entries)

The NAME indicates a logical, user readable, identity (property) of the script.
LOGINTW (0 or 1 entries)

The LOGINTW indicates the usage of Terminal Window. Presence of the parameter indicates that Terminal Window is used. Parameter is omitted otherwise.
LOGINSCRIPTTYPE (0 or 1 entries)

The LOGINSCRIPTTYPE parameter indicates the type information for the script.

LOGINSCRIPTDATA  (0 or 1 entries)

The LOGINSCRIPTDATA parameter contains  the actual login script data.

LOGINSCRIPTID
The LOGINSCRIPTID is used to link to the TO-LOGINSCRIPTID parameter of the LOGINSCRIPT characteristic. The LOGINSCRIPTID MUST be unique within its enclosed structure, i.e. within the configuration context.
5.1The Length of Parameter Fields

The parameter length definitions in the table below express a minimum requirement on the Provisioning Agent and for every supported parameter the minimum length MUST be supported. The Provisioning Server can assume that parameters with a length shorter or equal to the definitions will be accepted (and stored) by the device.

	Name
	Length
(byte)4

	AACCEPT
	16

	AAUTHNAME
	16

	AAUTHSECRET
	16

	ADDR
	64

	APPID
	16

	APROTOCOL
	16

	AUTHNAME
	16

	AUTHSECRET
	16

	BASAUTH-ID
	16

	BASAUTH-PW
	16

	CLIENT-ID
	32

	DATA
	63

	DNLINKSPEED
	6

	DNS-ADDR
	15 *)

	DOMAIN
	64

	LINGER
	4

	LINKSPEED
	6

	MODEMINIT
	50

	NAME
	16

	NAP-ADDRESS
	16 *) **)

	NAPID
	16

	PHYSICAL-PROXY-ID
	16

	PROVIDER-ID
	32

	PROVURL
	64

	PROXY-ID
	32 *)

	PROXY-PROVIDER-ID
	32 *)

	PROXY-PW
	16

	PXADDR
	40 *)

	PXADDR-FQDN
	64

	PXAUTH-ID
	16

	PXAUTH-PW
	16

	REREG-THRESHOLD
	2

	RULE
	16

	SSID
	32

	STARTPAGE
	64

	URI
	64

	VALIDUNTIL
	8

	WPAPRESHAREDKEY
	63


7.2Attribute Start Tokens

The following token codes represent the start of an attribute in code page zero (0) unless stated otherwise. All numbers are in hexadecimal.

7.2.1 Wap-provisioningdoc Attribute Start Tokens

	Attribute Name
	Attribute Value Prefix
	Token4

	version
	
	45

	version
	1.0
	46


7.2.2 Characteristic Attribute Start Tokens

	Attribute Name
	Attribute Value Prefix
	Token4

	Type
	
	50

	Type
	PXLOGICAL
	51

	Type
	PXPHYSICAL
	52

	Type
	PORT
	53

	Type
	VALIDITY
	54

	Type
	NAPDEF
	55

	Type
	BOOTSTRAP
	56

	Type
	VENDORCONFIG
	57

	Type
	CLIENTIDENTITY
	58

	Type
	PXAUTHINFO
	59

	Type
	NAPAUTHINFO
	5A

	Type
	ACCESS
	5B

	Type
	BEARERINFO
	5C

	Type
	DNS-ADDRINFO
	5D

	Type
	WLAN
	5E

	Type
	WEPKEY
	5F


The token codes in the following table represent tags in code page one (1). All numbers are in hexadecimal.

	Attribute Name
	Attribute Value Prefix
	Token4

	Type
	
	50

	Type
	PORT
	53

	Type
	CLIENTIDENTITY
	58

	Type
	APPLICATION
	55

	Type
	APPADDR
	56

	Type
	APPAUTH
	57

	Type
	RESOURCE
	59

	Type
	LOGINSCRIPT
	5A


7.2.3 Parm Attribute Start Tokens

	Attribute Name
	Attribute Value Prefix
	Token4

	Name
	
	5

	Value
	
	6

	Name
	NAME
	7

	Name
	NAP-ADDRESS
	8

	Name
	NAP-ADDRTYPE
	9

	Name
	CALLTYPE
	A

	Name
	VALIDUNTIL
	B

	Name
	AUTHTYPE
	C

	Name
	AUTHNAME
	D

	Name
	AUTHSECRET
	E

	Name
	LINGER
	F

	Name
	BEARER
	10

	Name
	NAPID
	11

	Name
	COUNTRY
	12

	Name
	NETWORK
	13

	Name
	INTERNET
	14

	Name
	PROXY-ID
	15

	Name
	PROXY-PROVIDER-ID
	16

	Name
	DOMAIN
	17

	Name
	PROVURL
	18

	Name
	PXAUTH-TYPE
	19

	Name
	PXAUTH-ID
	1A

	Name
	PXAUTH-PW
	1B

	Name
	STARTPAGE
	1C

	Name
	BASAUTH-ID
	1D

	Name
	BASAUTH-PW
	1E

	Name
	PUSHENABLED
	1F

	Name
	PXADDR
	20

	Name
	PXADDRTYPE
	21

	Name
	TO-NAPID
	22

	Name
	PORTNBR
	23

	Name
	SERVICE
	24

	Name
	LINKSPEED
	25

	Name
	DNLINKSPEED
	26

	Name
	LOCAL-ADDR
	27

	Name
	LOCAL-ADDRTYPE
	28

	Name
	CONTEXT-ALLOW
	29

	Name
	TRUST
	2A

	Name
	MASTER
	2B

	Name
	SID
	2C

	Name
	SOC
	2D

	Name
	WSP-VERSION
	2E

	Name
	PHYSICAL-PROXY-ID
	2F

	Name 
	CLIENT-ID
	30

	Name
	DELIVERY-ERR-SDU
	31

	Name
	DELIVERY-ORDER
	32

	Name
	TRAFFIC-CLASS
	33

	Name
	MAX-SDU-SIZE
	34

	Name
	MAX-BITRATE-UPLINK
	35

	Name
	MAX-BITRATE-DNLINK
	36

	Name
	RESIDUAL-BER
	37

	Name
	SDU-ERROR-RATIO
	38

	Name
	TRAFFIC-HANDL-PRIO
	39

	Name
	TRANSFER-DELAY
	3A

	Name
	GUARANTEED-BITRATE-UPLINK
	3B

	Name
	GUARANTEED-BITRATE-DNLINK
	3C

	Name
	PXADDR-FQDN
	3D

	Name
	PROXY-PW
	3E

	Name
	PPGAUTH-TYPE
	3F

	Name
	PULLENABLED
	47

	Name
	DNS-ADDR
	48

	Name
	MAX-NUM-RETRY
	49

	Name
	FIRST-RETRY-TIMEOUT
	4A

	Name
	REREG-THRESHOLD
	4B

	Name
	T-BIT
	4C

	Name
	AUTH-ENTITY
	4E

	Name
	SPI
	4F

	Name
	DIRECTION
	60

	Name
	DNS-ADDRTYPE
	61

	Name
	DNS-PRIORITY
	62

	Name
	SOURCE-STATISTICS-DESCRIPTOR
	63

	Name
	SIGNALLING-INDICATION
	64

	Name
	DEFGW
	65

	Name
	NETWORKMASK
	66

	Name
	USECB
	67

	Name
	CBNBR
	68

	Name
	PPPCOMP
	69

	Name
	TO-LOGINSCRIPTID
	6A

	Name
	USEPTXTLOG
	6B

	Name
	GPRSPDP
	6C

	Name
	MODEMINIT
	6D

	Name
	IPADDRFROMSERVER
	6E

	Name
	IPDNSADDRFROMSERVER
	6F

	Name
	IPV6ADDRFROMSERVER
	70

	Name
	IFNETWORKS
	71

	Name
	SSID
	72

	Name
	NETWORKMODE
	73

	Name
	SECURITYMODE
	74

	Name
	WPAPRESHAREDKEY
	75

	Name
	LENGTH
	76

	Name
	DATA
	77


The token codes in the following table represent tags in code page one (1). All numbers are in hexadecimal.

	Attribute Name
	Attribute Value Prefix
	Token4

	Name
	
	5

	Value
	
	6

	Name
	NAME
	7

	Name
	INTERNET
	14

	Name
	STARTPAGE
	1C

	Name
	TO-NAPID
	22

	Name
	PORTNBR
	23

	Name
	SERVICE
	24

	Name
	AACCEPT
	2E

	Name
	AAUTHDATA
	2F

	Name
	AAUTHLEVEL
	30

	Name
	AAUTHNAME
	31

	Name
	AAUTHSECRET
	32

	Name
	AAUTHTYPE
	33

	Name
	ADDR
	34

	Name
	ADDRTYPE
	35

	Name
	APPID
	36

	Name
	APROTOCOL
	37

	Name
	PROVIDER-ID
	38

	Name
	TO-PROXY
	39

	Name
	URI
	3A

	Name
	RULE
	3B

	Name
	LOGINTW
	3C

	Name
	LOGINSCRIPTTYPE
	3D

	Name
	LOGINSCRIPTDATA
	3E

	Name
	LOGINSCRIPTID
	3F


7.3.4BEARER Value

	Attribute Value
	Token4

	GSM-USSD 
	A2

	GSM-SMS
	A3

	ANSI-136-GUTS
	A4

	IS-95-CDMA-SMS
	A5

	IS-95-CDMA-CSD
	A6

	IS-95-CDMA-PACKET
	A7

	ANSI-136-CSD
	A8

	ANSI-136-GPRS
	A9

	GSM-CSD
	AA

	GSM-GPRS
	AB

	AMPS-CDPD
	AC

	PDC-CSD
	AD

	PDC-PACKET
	AE

	IDEN-SMS
	AF

	IDEN-CSD
	B0

	IDEN-PACKET
	B1

	FLEX/REFLEX
	B2

	PHS-SMS
	B3

	PHS-CSD
	B4

	TETRA-SDS
	B5

	TETRA-PACKET
	B6

	ANSI-136-GHOST
	B7

	MOBITEX-MPAK
	B8

	CDMA2000-1X-SIMPLE-IP
	B9

	CDMA2000-1X-MOBILE-IP
	BA

	3G-GSM
	BB

	WLAN
	BC


7.3.9 GPRSPDP Value

The following token codes represent attribute values in code page zero (0). All numbers are in hexadecimal.

	Attribute Value
	Token4

	IPV4
	85

	IPV6
	86

	PPP
	8F


7.3.10 NETWORKMODE Value

The following token codes represent attribute values in code page zero (0). All numbers are in hexadecimal.

	Attribute Value
	Token4

	INFRASTRUCTURE
	E2

	ADHOC
	E3


7.3.10 SECURITYMODE Value

The following token codes represent attribute values in code page zero (0). All numbers are in hexadecimal.

	Attribute Value
	Token4

	WEP
	E4

	8021X
	E5

	WPA
	E6

	WPA-PRESHARED-KEY
	E7


7.3.11 DIRECTION Value

The following token codes represent attribute values in code page zero (0). All numbers are in hexadecimal.

	Attribute Value
	Token4

	INCOMING
	E8

	OUTGOING
	E9


A.1.4. Characteristics

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CC-C-004
	Support for the characteristic NAPDEF
	Error! Reference source not found.
	M
	ProvCont-CND-C-002 OR ProvCont-CC-C-016

	ProvCont-CC-C-015
	Support for the characteristic ACCESS
	4.5.15
	M
	ProvUAB-UDP-C-010

	ProvCont-CC-C-016
	Support for the characteristic BEARERINFO
	4.5.8
	O
	ProvCont-CBI-C-001

	ProvCont-CC-C-017
	Support for the characteristic DNS-ADDRINFO
	4.5.9
	O
	ProvCont-CAI-C-001 AND ProvCont-CAI-C-002

	ProvCont-CC-C-018
	Support for the characteristic WLAN
	4.5.10
	O
	

	ProvCont-CC-C-019
	Support for the characteristic WEPKEY
	4.5.11
	O
	ProvCont-CWK-C-002

	ProvCont-CC-C-020
	Support for the characteristic LOGINSCRIPT
	4.5.12
	O
	ProvCont-CND-C-053


A.1.9. Characteristic NAPDEF

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CND-C-002
	Support for the parm BEARER
	0
	O
	ProvCont-CBS-C-001 OR
ProvCont-CBS-C-002 OR
ProvCont-CBS-C-003 OR
ProvCont-CBS-C-004 OR
ProvCont-CBS-C-005 OR
ProvCont-CBS-C-006 OR
ProvCont-CBS-C-007 OR
ProvCont-CBS-C-008 OR
ProvCont-CBS-C-009 OR
ProvCont-CBS-C-010 OR
ProvCont-CBS-C-011 OR
ProvCont-CBS-C-012 OR
ProvCont-CBS-C-013 OR
ProvCont-CBS-C-014 OR
ProvCont-CBS-C-015 OR
ProvCont-CBS-C-016 OR
ProvCont-CBS-C-017 OR
ProvCont-CBS-C-018 OR
ProvCont-CBS-C-019 OR
ProvCont-CBS-C-020 OR
ProvCont-CBS-C-021 OR
ProvCont-CBS-C-022 OR
ProvCont-CBS-C-023 OR

ProvCont-CBS-C-024 OR

ProvCont-CBS-C-025 OR ProvCont-CBS-C-026 OR ProvCont-CBS-C-027

	ProvCont-CND-C-046
	Support for the parmT-BIT
	0
	O
	

	ProvCont-CND-C-047
	Support for the parm SOURCE-STATISTICS-DESCRIPTOR
	4.6.5
	O
	

	ProvCont-CND-C-048
	Support for the parm DEFGW
	4.6.5
	O
	

	ProvCont-CND-C-049
	Support for the parm NETWORKMASK
	4.6.5
	O
	

	ProvCont-CND-C-050
	Support for the parm USECB
	4.6.5
	O
	

	ProvCont-CND-C-051
	Support for the parm CBNBR
	4.6.5
	O
	

	ProvCont-CND-C-052
	Support for the parm PPPCOMP
	4.6.5
	O
	

	ProvCont-CND-C-053
	Support for the parm TO-LOGINSCRIPTID
	4.6.5
	O
	

	ProvCont-CND-C-054
	Support for the parm USEPTXTLOG
	4.6.5
	O
	

	ProvCont-CND-C-055
	Support for the parm GPRSPDP
	4.6.5
	O
	ProvCont-CND-C-062 OR ProvCont-CND-C-063 OR ProvCont-CND-C-064

	ProvCont-CND-C-056
	Support for the parm MODEMINIT
	4.6.5
	O
	ProvCont-MLP-C-038

	ProvCont-CND-C-057
	Support for the parm IPADDRFROMSERVER
	4.6.5
	O
	

	ProvCont-CND-C-058
	Support for the parm IPDNSADDRFROMSERVER
	4.6.5
	O
	

	ProvCont-CND-C-059
	Support for the parm IPV6DNSADDRFROMSERVER
	4.6.5
	O
	

	ProvCont-CND-C-060
	Support for the parm IFNETWORKS
	4.6.5
	O
	

	ProvCont-CND-C-062
	Support for GPRSPDP value “IPV4”
	4.6.5
	O
	

	ProvCont-CND-C-063
	Support for GPRSPDP value “IPV6”
	4.6.5
	O
	

	ProvCont-CND-C-064
	Support for GPRSPDP value “PPP”
	4.6.5
	O
	


A.1.10. Bearers supported within NAPDEF characteristic

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CBS-C-025
	Support for BEARER value “CDMA2000-1X-MOBILE-IP”
	0
	O
	ProvCont-CNA-C-006 AND

ProvCont-CNA-C-007 AND 

ProvCont-CNA-C-008 AND

ProvCont-CNA-C-009 AND

ProvCont-CNA-C-0010 AND

ProvCont-MLP-C-033

	ProvCont-CBS-C-026
	Support for BEARER value “3G-GSM”
	4.6.5
	O
	

	ProvCont-CBS-C-027
	Support for BEARER value “WLAN”
	4.6.5
	O
	


A.1.21 Characteristic BEARERINFO

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CBI-C-001
	Support for the parm BEARER
	4.6.8
	O
	ProvCont-CBS-C-001 OR
ProvCont-CBS-C-002 OR
ProvCont-CBS-C-003 OR
ProvCont-CBS-C-004 OR
ProvCont-CBS-C-005 OR
ProvCont-CBS-C-006 OR
ProvCont-CBS-C-007 OR
ProvCont-CBS-C-008 OR
ProvCont-CBS-C-009 OR
ProvCont-CBS-C-010 OR
ProvCont-CBS-C-011 OR
ProvCont-CBS-C-012 OR
ProvCont-CBS-C-013 OR
ProvCont-CBS-C-014 OR
ProvCont-CBS-C-015 OR
ProvCont-CBS-C-016 OR
ProvCont-CBS-C-017 OR
ProvCont-CBS-C-018 OR
ProvCont-CBS-C-019 OR
ProvCont-CBS-C-020 OR
ProvCont-CBS-C-021 OR
ProvCont-CBS-C-022 OR
ProvCont-CBS-C-023 OR ProvCont-CBS-C-024 OR ProvCont-CBS-C-025 OR ProvCont-CBS-C-026 OR ProvCont-CBS-C-027

	ProvCont-CBI-C-002
	Support for the parm DIRECTION
	4.6.8
	O
	ProcCont-CBI-C-003 AND ProcCont-CBI-C-004

	ProcCont-CBI-C-003
	Support for DIRECTION value “INCOMING”
	4.6.8
	O
	

	ProcCont-CBI-C-004
	Support for DIRECTION value “OUTCOING”
	4.6.8
	O
	


A.1.22 Characteristic DNS-ADDRINFO

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CAI-C-001
	Support for the parm DNS-ADDR
	4.6.9
	O
	ProvCont-MLP-C-024

	ProvCont-CAI-C-002
	Support for the parm DNS-ADDRTYPE
	4.6.9
	O
	ProvCont-CAI-C-004 AND ProvCont-CAI-C-005

	ProvCont-CAI-C-003
	Support for the parm DNS-PRIORITY
	4.6.9
	O
	

	ProvCont-CAI-C-004
	Support for ADDRTYPE value “IPV4”
	4.6.9
	O
	

	ProvCont-CAI-C-005
	Support for ADDRTYPE value “IPV6”
	4.6.9
	O
	


A.1.23 Characteristic WLAN

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CW-C-001
	Support for the parm SSID
	4.6.6
	O
	ProvCont-MLP-C-035

	ProvCont-CW-C-002
	Support for the parm NETWORKMODE
	4.6.6
	O
	ProvCont-CW-C-005 OR ProvCont-CW-C-006

	ProvCont-CW-C-003
	Support for the parm SECURITYMODE
	4.6.6
	O
	ProvCont-CW-C-007 OR ProvCont-CW-C-008 OR ProvCont-CW-C-009 OR ProvCont-CW-C-010

	ProvCont-CW-C-004
	Support for the parm WPAPRESHAREDKEY
	4.6.6
	O
	ProvCont-MLP-C-036

	ProvCont-CW-C-005
	Support for NETWORKMODE value “INFRASTRUCTURE”
	4.6.6
	O
	

	ProvCont-CW-C-006
	Support for NETWORKMODE value “ADHOC”
	4.6.6
	O
	

	ProvCont-CW-C-007
	Support for SECURITYMODE value “WEP”
	4.6.6
	O
	

	ProvCont-CW-C-008
	Support for SECURITYMODE value “8021X”
	4.6.6
	O
	

	ProvCont-CW-C-009
	Support for SECURITYMODE value “WPA”
	4.6.6
	O
	

	ProvCont-CW-C-010
	Support for SECURITYMODE value “WPA-PRESHARED-KEY”
	4.6.6
	O
	


A.1.24 Characteristic WEPKEY

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CWK-C-001
	Support for the parm LENGTH
	4.6.7
	O
	

	ProvCont-CWK-C-002
	Support for the parm DATA
	4.6.7
	O
	ProvCont-MLP-C-037


A.1.25 Characteristic LOGINSCRIPT

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-CLS-C-001
	Support for the parm NAME
	4.6.10
	O
	

	ProvCont-CLS-C-002
	Support for the parm LOGINTW
	4.6.10
	O
	

	ProvCont-CLS-C-003
	Support for the parm LOGINSCRIPTTYPE
	4.6.10
	O
	

	ProvCont-CLS-C-004
	Support for the parm LOGINSCRIPTDATA
	4.6.10
	O
	

	ProvCont-CLS-C-005
	Support for the parm LOGINSCRIPTID
	4.6.10
	O
	


A.1.26Minimum Length of parameter fields

	Item
	Function
	Ref.
	Status
	Requirement

	ProvCont-MLP-C-034
	Support for minimum length of parm RULE
	5.1
	M
	

	ProvCont-MLP-C-035
	Support for minimum length of parm SSID
	5.1
	M
	

	ProvCont-MLP-C-036
	Support for minimum length of parm WPAPRESHAREDKEY
	5.1
	M
	

	ProvCont-MLP-C-037
	Support for minimum length of parm DATA
	5.1
	M
	

	ProvCont-MLP-C-038
	Support for minimum length of parm MODEMINIT
	5.1
	M
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