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1 Reason for Contribution

One of the deliverables called out in the Device Management Work Item Description [OMA-TP-2002-0023__OMA-REQ-2002-0049-DevMan.doc] is a “Gap analysis between the high-level requirements on device management and existing specifications.”  This contribution attempts to identify those gaps that make deployment of DM firmware update and software management solutions difficult, due to incomplete specifications, un-addressed issues, or unimplemented specifications.

2 Summary of Contribution

The Device Management Requirements, Version 1.0 July 24 2003 provides Informative and Normative requirements that comprises Software Management and Firmware Update Use-cases and requirements.   Although requirements on Confidentiality and Integrity have been specified that are relevant to these issues, the important issue of securely transferring content (firmware and software update packages) across to the DM server, or to a distribution network, has not been adequately addressed.  More importantly, manufacturers and software vendors who need to send update packages to numerous carriers have to adopt to a plethora of “proprietary packaging formats”, and the problem for the carriers is equally relevant.  

This contribution attempts to highlight Gaps that are primarily relevant to firmware updates and software management.

3 Detailed Proposal

OMA Requirements within the scope of the UPC Contribution

Reference: Device Management Requirements, Version 1.0 July 24 2003

	Software Originator
	The entity that creates, directly or through a third party, software and/or data targeted for use in a Device, Platform or Base Station. In the event that the software and/or data is controlled by a Regulatory Agency, the Software Originator is responsible for obtaining any Regulatory Agency license and Label.


The Non-Application Software Download Requirement

The OMA-DM requirements Document, in its section 5.5 Non-application Software Download identifies the need to ‘install corrected software in server’.  The following diagram, retrieved from the OMA-DM Requirement document, shows this requirement in the first step.  In the Normal flow of the Use-Case for non-application software download, the first step is described as follows:

1. Operator Management authority installs corrected software in server.
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Gap Noted:

However, the specifications that promote delivery of corrected software from multiple manufacturers to a carrier have not been addressed.  The problem that a carrier faces in terms of having to handle various ‘proprietary packaging’ of corrected software (also referred to as update packages) is one that has to be solved before firmware update (and other software update solutions) can be successfully deployed. 

The problem for a manufacturer is more acute as they will be creating corrected software for tens of carriers (possibly hundreds), and each carrier may ‘require a proprietary container’ or ‘proprietary packaging’ for transfer of corrected software.

Other Firmware Update and Software Management Related Requirement

The following requirements are considered relevant to the scope of the proposed firmware update and software management activities that come under the scope of OMA-DM.

6.3.4 Overall Device Management Server

22.  The Device Management Server MUST verify integrity of data prior to download to Device. (Use Case 5.4.1)


Gap Noted:

It is not clear how this requirement is being met.  Clearly, any content that is to be delivered to a device will have to be first verified as appropriate and checked for integrity before the DM Server can incorporate it into its repository.

23 The Device Management Server MUST be able to verify that software and/or data is from an approved Software Originator or agent thereof. (Use Case 5.5.1)

Gap Noted: Clear specifications need to be created or primarily designed to support this requirement.  For example, a container may be employed for the transfer of content, with individual update packages that are signed in a way that makes it possible to determine the software / firmware originator.  In addition, the entire container itself may be signed in order to enable the determination of its creator / originator at the Device Management server or in other servers.

29. The Device Management Server SHOULD be able to verify, either independently or with the help of a Trusted Authority, the validity of the Software Originator of the Software and/or Data to be downloaded. (Use Case 5.5.1)

Gap Noted: The specifications do not make it clear how this is to be achieved.  However, a container of content can be designed that is primarily aimed at supporting this requirement too.  Individual update packages in such a container may be signed in a way that makes it possible to determine the validity of the Software Originator.  In addition, the entire container of content itself may be signed in order to enable the determination of its creator / validity of the Software Originator at the Device Management server, or in other servers.

30. The Device Management Server SHOULD be able to verify that the downloaded Software and/or Data is targeted to a particular Device. (Use Case 5.5.1)

Gap Noted:

It is not clear from the existing specifications how this is to be achieved.

5.2.1.1 6.1.1.5 Confidentiality protection

3. The Data Link between the Software Originator (or agent) and the Device Management Server MAY maintain data confidentiality. (Use Case 5.5.1)

Gap Noted:  

It is not clear from the existing specifications how this is to be achieved.  One approach is to employ a container for content that is be encrypted to maintain confidentiality.  In addition, this container could support the transfer of individual update packages that are themselves either encrypted or otherwise made confidential.

5.2.1.2 6.1.1.4 Integrity protection

3. The Data Link between the Software Originator (or agent) and the Device Management Server MUST maintain data integrity. (Use Case 5.5.1)

Gap Noted: 

It is not clear from the existing specifications how this is to be achieved.

The previously mentioned container could supports data integrity checks. Without necessarily having to specify data link solutions, it should be possible to specify that any mechanism employed is expected to provide for data integrity.  

4. The inventory SHALL be secure from alteration when sent by the appropriate integrity protection. (Use Case 5.3.1)

Gap Observed: 

It is not clear how the INVENTORY is installed into the network in the first place. Thus, it is not clear how this requirements is to be achieved.

The previously mentioned container for content can support data integrity checks. The contents transferred via the container may have associated signatures (and metadata) that can be used to verify its integrity, if necessary. The DM server / repository will be responsible to ensure that the inventory is secure from alteration.    

5. The downloaded software SHALL be secure from alteration by the appropriate integrity protection. (Use Case 5.3.1)

Gap Observed: 

It is not clear how the downloaded software is to be made secure from alteration, or how such downloaded software is made available for distribution in the first place.

Pursuing the concept of the previously mentioned generic container for content, such a container may be designed to  support transferring associated signatures and metadata for the content, that can be used to verify that the downloaded software is unaltered. The contents thus transferred via the container will have associated signatures (and metadata) that can be used to verify its integrity at the device, if necessary. The server / repository will be responsible for the communication of signatures, etc. to the device, when such verification is required.    

Other Relevant Sections in the OMA-DM Requirements document

The Section 4.0, Introduction, mentions that ‘Cost-effective administration of configuration and software data on the Management Authority’s side’ is also covered by the OMA-DM Req. document.  It also states that ‘Integration of new software (downloaded or otherwise) into the existing Device Management framework‘ is to be covered.  Unfortunately, administration of configuration and software data and integration of new software seems to have been barely touched upon and not adequately covered by the existing requirements.  For example, mechanisms to load update packages for firmware updates are neither mentioned nor recognized as a problem in the existing OMA-DM Requirements.

Section 6.3.4.3 on Interface to External, an item numbered 3 deals with transfer of data:

3. Device Management Server SHALL provide an interface that allows the Management Authority to initiate the transfer of (updated) configuration data. (UC 5.2.1)

Gap Noted:

It does not specify in what container, selecting what format, such transfer of data needs to occur.

Proposed Clarifications to Existing Requirements

The Normal flow of section 5.3 (Software Management) and 5.5 (Non-Application Software) needs to be enhanced with a Step 0 that would explicitly address the issue of the interaction of a Software Originator with a Carrier Network or distribution environment.
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Step 0:

Software Originator should communicate the content, employing appropriate security (over a secure transport possibly or employing other mechanisms).

Proposed Enhancements to Existing Requirements

The important issue of specifying a container for transferring content to (the network) make Device Management possible, especially as it relates to firmware update solutions and software management solutions, has to be adequately addressed.

A contribution to address this shortcoming will be made in the near future.

4 Intellectual Property Rights Considerations

Bitfone may own patents or patent applications relating to technology described in this contribution.  In relation to any OMA standard group incorporating such technology, Bitfone hereby agrees to make licences available under applicable Bitfone patents or patent claims on fair, reasonable and non-discriminatory terms, to all members and non-members granting reciprocal terms, to the extent such patents are technically essential to comply with the associated standard.

5 Recommendation

We recommend that the Device Management Working Group consider this as a gap analysis from the perspective of firmware updates and software management.  This contribution, along with similar contributions from other companies, can be used to plan the DM work activities for the next Enabler release.  
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