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1 Reason for Change

The contribution OMA-DM-2004-0224-OMA-DM-attacks describes attacks related to OMA DM. The draft DM 1.2 specifications are still vulnerable to attack. This CR specifies the location of bootstrap information stored on smartcards. It is more secure to bootstrap DM clients from smartcards than use over the air bootstrapping mechanisms.

2 Impact on Backward Compatibility

No impact – applies to DM V1.2 only.

3 Impact on Other Specifications

An additional CR will be required to PROVBOOT to include the UICC and R-UIM.

A new OID for a DM Boostrap data object needs to be defined.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the following change is accepted in order to reduce the vulnerability to <provide a description of the intended actions to be taken by the group>

6 Detailed Change Proposal

2.1 
Normative References
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5.7.1 Bootstrap via CP

The CP bootstrap mechanism is defined in [ProvBoot]. This section contains additional statements.

If the Device supports OMA CP, and if bootstrap data is stored on the smartcard within a CP document as defined in [PROVSC], then the device MUST use this data unless DM_Bootstrap information is also available on the smart card. The DM_Bootstrap information MUST be used in preference to Client Provisioning information when both are available on the smart card.
The device SHOULD check that the bootstrap data for all DM servers previously bootstrapped from the smartcard are still available from the smartcard when the device is switched on; if not, the account information for these DM Servers should be removed from the object tree.
5.7.2.4 Smartcards

While not a transport, per se, smartcards allow for a very secure delivery of bootstrap information.

Smartcard is a generic name for a set of specific specifications: [GSM11.11], [TS151.011], [TS102.221], [TS131.102], [C.S0023-B_v1.0]. 

Bootstrap data MAY be stored on the smartcard. If bootstrap data is stored on the smartcard within EF DM_Bootstrap as defined in appendix D, then the data MUST be used to bootstrap the DM client.
The device SHOULD check that the bootstrap data for all DM servers previously bootstrapped from the smartcard are still available from the smartcard when the device is switched on; if not, the account information for these DM Servers should be removed from the object tree.
Appendix D.
Storage of DM bootstrap data on the Smart card (Normative)

We can sort out three main types of smart cards used for wireless telecom networks, characterised by their physical and logical characteristics:

· SIM smart cards platforms [TS151.011]

· UICC smart cards platforms [TS102.221]

· R-UIM smart cards platform [C.S0023-B_v1.0]
This section aims at specifying the storage mechanism of DM bootstrap data on such smart card platform type. 

Further in the document, no reference will be made to the R-UIM. For this smart card platform just refer to the rules defined for the SIM.

D.1

File structure

The information format is based on [PKCS#15] specification. The bootstrap data are located under the PKCS#15 directory allowing the card issuer to decide the identifiers and the file locations. The smart card operations that are relevant for the bootstrap operation include:

· Application selection

· Cardholder verification

· File access (select file, read, write)
The [PKCS#15] specification defines a set of files. Within the PKCS#15 application, the starting point to access these files is the Object Directory File (ODF). The EF(ODF) contains pointers to other directory files. These directory files contain information on different types of objects (authentication objects (PIN), data objects, etc).  For the purpose of DM bootstrap, EF (ODF) MUST contain the record describing the DODF-bootstrap. The EF(ODF) is described in section D.4.1 and [PKCS#15].

EF(ODF) contains pointers to one or more Data Object Directory Files (DODF). Each DODF is regarded as the directory of data objects known to the PKCS#15 application. For the purposes of DM bootstrap, EF(DODF-bootstrap) contains pointer to the bootstrapping data object, namely DM_Bootstrap File. The EF(DODF-bootstrap) is described in section D.4.2 and [PKCS#15].

The provisioning files are stored as PKCS#15 opaque data objects. 

The support of DM smart card bootstrap data will be indicated to the ME’s user agent, by the presence in the EF DIR (see [TS102 221]) of an application template as defined here after. 

The recommended format of EF(DIR) is a linear fixed record in order to be in line with  [TS102 221]. 

EF (DIR) MUST contain the application template used for a PKCS#15 application as defined in [PKCS15]. Application template MUST consist of Application identifier (tag 0x4F) and Path (tag 0x51) information. 

The EF(ODF) and EF(DODF-bootstrap) MUST be used by the ME to determine the path of the DM_Bootstrap file.

UICC smart card platforms can support two modes of activation: 2G and 3G. UICC smart card platform activated in a 2G mode has the logical characteristics of the SIM smart card platform [TS151.011]. In that case, smart card operation for accessing DM bootstrap data conform to the ones defined for the SIM as specified in section D.2.

UICC smart card platform activated in a 3G mode has the physical en logical characteristics according to [TS102.221]. In that case, smart card operations for accessing DM bootstrap data are specified in section D.3. 

D.2

Bootstrap data on SIM or UICC activated in 2G mode

D.2.1
Access to the file structure

To select the PKCS15 application, the ME MUST evaluate the PKCS#15 application template present in the EF (DIR), then the ME MUST use the indirect selection method as defined in [TS151.011] to select the application.

D.2.2
Files Overview

The file structure for the DM bootstrap data within the SIM smart card is described below.
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Figure 1: File structure for DM bootstrap data on SIM smart card or 2G UICC

D.2.3
Access Method

SIM commands Read Binary and Update Binary, as defined in [TS151.011], are used to access bootstrap data.

D.2.4
Access Conditions

The ME is informed of the access conditions of the bootstrap file by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure.

In the case where one of the above mentioned flag is set, cardholder verification is required. The ME implicitly knows that the CHV1 must be verified as defined in [TS151.011].

Access conditions for files are proposed in the section D.4.

D.2.5
Requirements on the SIM or 2G UICC

To support the DM smart card bootstrap on the SIM or 2G UICC, the ME MUST perform the following steps:

· Read EF (DIR) to evaluate the PKCS#15 application template and find the file identifier (and path of the PKCS#15 DF),

· Select PKCS#15 DF (indirect selection), as defined in [TS151.011],

· Read ODF,

· Read DODF-bootstrap to locate the DM_Bootstrap file,

· Read the bootstrap file

D.3
Bootstrap data on UICC activated in 3G mode

D.3.1
Access to the file structure

To select the PKCS#15 application, the ME:

· MUST evaluate the PKCS#15 application template – i.e. PKCS#15 AID - present in the EF (DIR), 

· MUST open a logical channel using MANAGE CHANNEL command as specified in [TS102 221],

· MUST select the PKCS#15 ADF using the PKCS#15 AID as parameter of the SELECT command, using direct application selection as defined in [TS102.221].

DM_Bootstrap file will be located under the PKCS#15 ADF. 
D.3.2
Files Overview
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Figure 2: File structure for DM bootstrap data on 3G UICC

D.3.3
Access Method

UICC commands Read Binary and Update Binary, as defined in [TS102 221], are used to access bootstrap data.

D.2.4
Access Conditions
The ME is informed of the access conditions of provisioning files by evaluating the “private” and “modifiable” flags in the corresponding DODF-bootstrap files structure.

In the case where one of the above mentioned flag is set, cardholder verification is required. The ME must evaluate the PIN references that must be verified as defined in [TS102.221] i.e. evaluate the FCP

Access conditions for files are proposed in section D.4.

D.2.5
Requirements on the 3G UICC

To support the DM smart card bootstrap on the 3G UICC, the ME MUST perform the following steps:

· Select PKCS#15 file structure as specified in D.3.1.

· Read ODF to locate the DODF-bootstrap,

· Read DODF-bootstrap to locate the DM_Bootstrap file,

· Read the bootstrap file

D.4
Files Description

All files defined are binary files as defined in [TS102.221]. These files are read and updated using commands related to the application they belong to.

D.4.1
Object Directory File, EF ODF

The mandatory Object Directory File (ODF) ([PKCS#15], section 5.5.1) contains pointers to other EFs, each one containing a directory of PKCS#15 objects of a particular class (e.g. DODF-bootstrap). The File ID is specified in [PKCS#15]. The card issuer decides the file size. The EF (ODF) can be read but it MUST NOT be modifiable by the user.

In the case of SIM or UICC, the EF (ODF) is described below:

	Identifier: default 0x5031, see [PKCS#15]
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:


READ
                             ALW


UPDATE
              ADM


INVALIDATE
              ADM


REHABILITATE
ADM



	Description

	See [PKCS#15]


D.4.2
Bootstrap Data Object Directory File, EF DODF-bootstrap

This Data Object Directory File provisioning contains directories of provisioning data objects ([PKCS#15], section 6.7) known to the PKCS#15 application.

The File ID is described in the EF (ODF). The file size depends on the number of provisioning objects stored in the smart card. Thus, the card issuer decides the file size.

	Identifier: See ODF
	Structure: Binary
	Mandatory

	File size: decided by the card issuer 
	Update activity: low

	Access Conditions:


READ
              ALW 

                                           or CHV1 (SIM, See section D.2)

or Universal / application / Local  PIN (UICC, See section D.3)


UPDATE
                ADM


INVALIDATE
                ADM 


REHABILITATE                ADM



	Description

	See hereafter and [PKCS#15]


The EF (DODF-bootstrap) MUST contain information on provisioning objects:

· Readable label describing the provisioning document (CommonObjectAttributes.label). The ME could display this label to the user. 

· Flags indicating whether the provisioning document is private (i.e., is protected with a PIN) and/or modifiable (CommonObjectAttributes.flags). The card issuer decides whether or not a file is private (it does not need to be if it does not contain any sensitive information)
· Object identifier indicating a DMboostrap object and the type of the provisioning object (CommonDataObjectAttributes.applicationOID)
· Pointer to the contents of the provisioning document (Path.path)

The EF(DODF-bootstrap) MUST contain the types of provisioning documents (indicated using object identifiers) to be used by the ME. The Bootstrap type is described hereafter.

A dedicated OID is required and defined for each provisioning file:

· Bootstrap OID = { joint-isu-itu-t(2) identified-organizations(23) wap(43) DMbootstrap(TBD) DM_Bootstrap(1)}
The ME MUST use the OID to distinguish the DODF-bootstrap from any other DODF. The EF(DODF-bootstrap) can be read but it MUST NOT be modifiable by the user. 

D.4.3
EF DM_Bootstrap

Only the card issuer can modify EF DM_Bootstrap 

Setting all bytes to ‘FF’ initialises EF DM_Bootstrap.

	Identifier: See DODF
	Structure: Binary
	Optional

	File size: decided by the card issuer
	Update activity: low

	Access Conditions:


READ                  ALW

or CHV1 (SIM, See section D.2)

or Universal / application / Local  PIN (UICC, See section D.3)


UPDATE
                 ADM


INVALIDATE
                 ADM


REHABILITATE
   ADM



	Description

	Contains a DM bootstrap message (See  [DMBOOT])


The contents of the bootstrap message are separately defined in [DMBOOT].










NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20040917]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 9)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20040917]

_1167828428.doc






MF ‘3F00’







DF-







Telecom







‘7F10’







EFDIR







‘2F00’







DF-GSM







‘7F20’







DF







PKCS#15







EF ODF







EF DODF-







 bootstrap















EF







 DM_Bootstrap
















_1167830048.doc


MF







‘3F00’







DF-







Telecom







‘7F10’







EFDIR







‘2F00’







ADF







USIM







ADF







PKCS#15







EF ODF







EF DODF-







bootstrap















EF







 DM_Bootstrap
















