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1 Reason for Change

The wording in section 5.4.6 Smartcard does not make it clear that bootstrap data on the smartcard should not be read by the device if the smartcard has been rejected by the device e.g. because of a SIM-locking mechanism. The proposed text clarifies this issue. Note this change also provides some protection against rogue (U)SIMs (with invalid IMSI/Ki) which will also be rejected by the device.

2 Impact on Backward Compatibility

n/a
3 Impact on Other Specifications

Perhaps similar text should be applied to OMA-TS-CP-ProvSC-V1_2_0-20050131.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the following change is accepted.

6 Detailed Change Proposal

5.4.6
Smartcard

If the Device supports a smartcard, the DM Client MUST support detection, retrieval, and processing of bootstrap data from the smartcard as described in Appendix D. The DM Client MAY include configurable security policy to disable smartcard bootstrap functions. If the smartcard bootstrap function is enabled and the smartcard has not been rejected by the device (for example, because of a SIM-locking mechanism), the DM Client SHALL retrieve bootstrap data from the smartcard when the device is switched on and apply it to the device configuration.

The device SHOULD check that the bootstrap data for all DM servers previously bootstrapped from the smartcard are still available from the smartcard when the device is switched on; if not, the account information for any DM Servers that were previously bootstrapped from the smartcard but are no longer stored on the smartcard SHOULD be removed from the device management configuration.
B.1
SCR for Bootstrap Client

	Item
	Function
	Reference
	Status
	Requirement

	DM-BOOT-C-001
	Support for OMA Client Provisioning Profile
	Section 5.3
	O
	ProvBoot:ProvBoot-B-C-001 AND DM-BOOT-C-003

	DM-BOOT-C-002
	Support for OMA Device Management Profile
	Section 5.4
	O
	

	DM-BOOT-C-003
	Provisioning Content granted Get, Replace and Delete ACL rights to ServerID in w7.
	Section 5.3.4
	O
	

	DM-BOOT-C-004
	Support for OMA Client Provisioning Profile AND OMA Device Management
	Section 5.3.6
	O
	DM-BOOT-C-005

	DM-BOOT-C-005
	Map w7, NAPDEF (if supported) and PROXY (if supported) to management tree.
	Section 5.3.6
	O
	

	DM-BOOT-C-006
	Device supports a Smartcard.
	Section 5.4.6
	O
	DM-BOOT-C-007

	DM-BOOT-C-007
	DM Client is capable of detecting, retrieving, and processing DM Profile bootstrap data from the Smartcard.
	Section 5.4.6
	O
	

	DM-BOOT-C-008
	Smartcard bootstrap function is enabled by DM client and the smartcard has not been rejected by the device.
	Section 5.4.6
	O
	DM-BOOT-C-009

	DM-BOOT-C-009
	Device retrieves bootstrap data from the Smartcard and applies it to the device configuration.
	Section 5.4.6
	O
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