Doc# OMA-DM-2005-0085R04-CR-Further-Security-SCR-Table-updates[image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-2005-0085R04-CR-Further-Security-SCR-Table-updates
Change Request



Change Request

	Title:
	Further Security SCR Table updates
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	OMA-DM

	Doc to Change:
	OMA-TS-DM-Security-V1_2_0-20050216-D

	Submission Date:
	<01 Mar 2005>

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Greg Buzzard, Tom London, Shahid Shoaib, InnoPath Software, 
{gbuzzard, tlondon, sshoaib} @innopath.com 

	Replaces:
	n/a


1 Reason for Change

Subsequent to discussions at the Paris interim meeting (on March 1, 2005)  we noted that (i) certain security protocol text needs to be moved from [DMPRO] and merged into the DM-Security document, and (ii) client SCR table needs to be updated to reflect intended protocol usage. .

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DM is recommended to review and approve the proposed changes.
6 Detailed Change Proposal
5.3 Authentication

Both OMA DM Protocol [DMPRO] client and server MUST be authenticated to each other. Authentication can be performed at different layers.. OMA DM servers MUST support both client and server authentication at the transport layer. OMA DM servers MUST request client authentication at the transport layer when transport layer security is requested by the OMA DM client during session establishment. Some clients may not support transport-layer client authentication. Servers MUST authenticate such clients at the application layer. If the transport layer does not have a sufficiently strong authentication feature, OMA DM Protocol layer authentication MUST be used. 
Either the client or the server MAY send credentials to each other or challenge the other to send them.  

OMA DM clients that do not support client authentication at the transport layer MUST support OMA DM syncml:auth-md5 type authentication. OMA DM clients that support mutual authentication at the transport layer MAY support OMA DM authentication mechanisms such as the syncml:auth-md5 type.The DM server MAY still issue a MD5 challenge when transport layer mutual authentication has already been completed but the session MUST be terminated if the client does not respond with the requested authentication type. The provisioning of credentials/certificates for transport layer authentication is beyond the scope of OMA DM Security. 
It is assumed that OMA DM Protocol  will often be used on top of a transport protocol that offers session layer authentication so that authentication credentials are exchanged only at the beginning of the session (like in TLS or WTLS). If the transport layer is not able to provide session authentication, however, each request and response MUST be authenticated.
The following text was taken out of [DMPRO] and merged with this document:

Both OMA DM Protocol client and server MUST be authenticated to each other. Authentication can be performed at different levels, however. If the transport level has a built-in authentication mechanism then OMA DM Protocol-level authentication MAY be omitted. If the transport level does not have a sufficiently strong authentication feature, OMA DM Protocol-level authentication MUST be used.

Generation and maintenance of client and server credentials are out of scope of the OMA DM Protocol specification.

It is assumed that OMA DM Protocol will often be used on top of a transport protocol that offers session-level authentication so that authentication credentials are exchanged only at the beginning of the session (like in TLS or WTLS). If the transport level is not able to provide session authentication, however, each request MUST be authenticated.
Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.2 SCR for DM Client

	Item
	Function
	Reference
	Status
	Requirement

	DM-SEC-C-001
	Client must authenticate itself to a server 
	Section 5.3 
	M
	DM-SEC-C-003 OR (DM-SEC-C-007 AND DM-SEC-C-008)

	DM-SEC-C-002
	Client must authenticate a server 
	Section 5.3  
	M
	DM-SEC-C-003 OR (DM-SEC-C-007 AND DM-SEC-C-008)

	DM-SEC-C-003
	Support for transport layer authentication
	Section 5.3
	O
	

	DM-SEC-C-004
	Support for HTTP transport 
	Section 5.5.1.1
	O
	DM-SEC-C-015 OR DM-SEC-C-16

	DM-SEC-C-005
	Send credentials to server
	Section 5.3
	O
	

	DM-SEC-C-006
	Challenge Server
	Section 5.3
	O
	

	DM-SEC-C-007
	Support for application layer authentication
	Section 5.3
	O
	DM-SEC-C-009 AND DM-SEC-C-0011

	DM-SEC-C-008
	Support for OMA DM syncml:auth-md5 type authentication
	Section 5.3
	O
	

	DM-SEC-C-009
	Support for OMA DM syncml:auth-md5 type authentication in conjunction with transport layer authentication
	Section 5.3
	O
	

	DM-SEC-C-010
	Accept challenges from server that has not yet been successfully authenticated
	Section 5.3.4
	O
	

	DM-SEC-C-011
	Integrity checking  using HMAC-MD5
	Section 5.4
	O
	DM-SEC-C-012 AND DM-SEC-C-013

	DM-SEC-C-012
	Inserting  HMAC in  transport 
	Section 5.4.3
	O
	

	DM-SEC-C-013
	Using HMAC for all subsequent messages
	Section 5.4.3
	O
	

	DM-SEC-C-014
	Identifying that the server is using TLS1.0 or SSL3.0
	Section 5.5.1.1
	O
	

	DM-SEC-C-015
	Support for TLS
	Section 5.5.1.1
	O
	DM-SEC-C-017

	DM-SEC-C-016
	Support for SSL 3.0
	Section 5.5.1.1
	O
	DM-SEC-C-018

	DM-SEC-C-017
	Supporting at least one of the cipher suites TLS_RSA_WITH_AES_128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-C-018
	Support for at least one of  SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 5.5.1.1
	O
	

	DM-SEC-C-019
	Bootstrap Security for Bootstrap via DM Profile
	Section 5.7.2.2
	O
	DM-SEC-C-020 OR DM-SEC-C-021

	DM-SEC-C-020
	Transport neutral security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	DM-SEC-C-022 OR DM-SEC-C-023 OR DM-SEC-C-024

	DM-SEC-C-021
	Transport layer security for Bootstrap via DM Profile
	Section 5.7.2.2.
	O
	 

	DM-SEC-C-022
	Use of NETWORKID and USERPIN when Bootstrapping via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-C-023
	Support of NETWORKID in Bootstrap via DM Profile
	Section 5.7.2.3
	O
	 

	DM-SEC-C-024
	Support of USERPIN in Bootstrap via DM Profile
	Section 5.7.2.3
	O
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