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1 Reason for Change

The server identifier uses different names in our specifications. This CR will update the spec to be consistent with the name we have defined in the TND specification. TND specification also specifies Server Identifier in the definition list.

· DM-TND only uses Server Identifier correctly

· DM-Security uses “Server ID” in most definition and “Server Identifier” once.

· DM-StdObj uses ProviderID with the description that this is a Server Identifier. It should be preferable to use ServerID in the node and use current correct mapping in appendix F to OMA CP Provider ID.

The StdObj Appendix F does not have any Informative/Normative and then it is Normative, this Appendix specify how to map OMA CP bootstrap to DM-StdObj and should be Informative since it is not mandatory to support OMA CP. In the future whole appendix F could be moved to DM-Bootstrap.

2 Impact on Backward Compatibility

None. 

3 Impact on Other Specifications

Both CR’s “CR-StdObj-Server-Identifier” and “CR-Security-Server-Identifier” are related so they should be agreed together.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommend that this should be included in DM 1.2 release either, during or as a result of the consistency review or, after the consistency.

6 Detailed Change Proposal

5.1 Credentials

Four examples of suitable credentials exchanged between Devices and Device Management servers are shown in the following list.

1. Server Identifier (this is a unique ID that identifies the Device Management Server, [DMTND]), a password – to be coupled with Server Identifier, and a nonce – to allow for prevention of replay attacks where hashing algorithms are used with static data.

2. A username that identifies the Device to the Device Management Server, a password – to be coupled with username, and a nonce – to allow for prevention of replay attacks where hashing algorithms are used with static data.

3. A certificate, as specified in [WAP-219-TLS]

4. A network, transport or server specific mechanism, for example, WAP.

For the purpose of Server to Device authentication, if a Server Identifier, password and nonce are used, the Server MUST use a different password for each client it serves, in order that a client (which possesses a shared secret based on this password) cannot pose effectively as this Server in a interaction with another client.

5.2.1.1 The Access Control List

The Access Control List allows a hierarchical assignment of Access Rights based upon Device Management Server Identifier’s (Unique identifiers for the Device Management Servers, [DMTND]). A detailed description of the ACL can be found in [DMTND].
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