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1 Overview

OMA Device Management (DM) Working Group develops specifications for mobile device provisioning and management purposes. Currently OMA has defined two technologies OMA Client Provisioning v1.1 and OMA Device Management v.1.1.2 to enable these functions. 

Currently OMA DM WG has specified or is specifying solutions to provision and manage multiple wireless bearers such as 3GPP Packet Switched Data, 3GPP Circuit Switched Data, 3GPP2 CDMA Packet Data etc. To grow the coverage of the different bearers OMA DM WG would also like to specify service configuration parameters that can be used to provision and manage WLAN service settings in the mobile device with OMA Client Provisioning and OMA Device Management specifications. To make this happen OMA DM has identified some WLAN service configuration parameters from different specifications and hopes that the organizations that are involved with WLAN related specifications or provisioning of those service configuration parameters could review and comment the need for listed parameters and potentially suggest new ones. 

2 Proposal

OMA DM Working Group has identified the parameters mentioned below from the following specifications that could be used for managing WLAN settings for mobile device provisioning and management purposes:

	[802.1X]
	IEEE Std 802.1X-2001. IEEE, http://www.ieee.org/

	[WISPR]
	Best Current Practices for Wireless Internet Service Provider (WISP) Roaming, Wi-Fi Alliance – Wireless ISP Roaming (WISPr). Wi-Fi Alliance, http://www.wi-fialliance.org/

	[WLAN]
	ANSI/IEEE Std 802.11, 1999 Edition. IEEE, http://www.ieee.org/

	[WPA]
	Wi-Fi Protected Access (WPA) Version 2.0. Wi-Fi Alliance, http://www.wi-fialliance.org/


PRI-SSID
The PRI-SSID [WLAN] parameter indicates the primary SSID (name) of the WLAN network. Client supporting this parameter MUST be capable on receiving minimum 48 bytes long SSID. A WLAN network identified by a SSID can contain several physical access points identified by the MAC address (BSSID).
PRI-U-SSID
Used PRI-U-SSID [WLAN] is the used primary SSID. It is associating to the network instead of PRI-SSID.  For example use “Homerun1X” instead of “Homerun”, when scanning discovers “Homerun”.
PRI-H-SSID

The PRI-H-SSID [WLAN] parameter indicates that the SSID is hidden. If the parameter is omitted then the SSID is not hidden and if it is included it is hidden. Direct scan is used to check if a hidden SSID is available. Direct scanning is not normally used because it is slower than normal active or passive scanning. 
NETMODE
The NETMODE parameter indicates operation mode for the WLAN network. Please refer to [WLAN] for details. The default value is INFRA. If the parameter is not set or if the parameter is omitted, then the default value is used. Possible values are indicated in table below:
	Value
	Content of NETWORKMODE

	INFRA
	Infrastructure network

	ADHOC
	Ad hoc network (= IBSS network).


SECMODE
The SECMODE [WLAN] parameter indicates security mode for the WLAN network. If parameter is omitted, no security is applied. Possible values are indicated in table below:
	Value
	Content of SECURITYMODE

	WEP 
	WEP security in use. Please refer to [WLAN] for details.

	8021X 
	802.1X security in use. This means the pre-WPA legacy 802.1x operation, which uses dynamic WEP keys and 802.1x/EAP authentication. Please refer to [802.1X] for details.

	WPA 
	Wi-Fi Protected Access security in use. This mode also supports WPA2. Please refer to [WPA] for details.

	WPA-PRESHARED-KEY
	Wi-Fi Protected Access security using pre-shared key in use. This mode also supports WPA2. Please refer to [WPA] for details.

	WPA2
	Wi-Fi Protected Access 2 security in use. In this mode only AES cipher is allowed. WPA usage is prohibited. Please refer to [WPA] for details.

	WPA2-PRESHARED-KEY
	Wi-Fi Protected Access security using pre-shared key in use. In this mode only CCMP cipher is allowed. WPA usage is prohibited. Please refer to [WPA] for details.


WPA-PRES-KEY-ASC

The WPA-PRES-KEY-ASC [WPA] parameter is used to deliver the ASCII form pre-shared key. Client supporting this parameter MUST be capable on receiving 8-63 characters long shared key. Note: This key is valid only if SECMODE value is WPA-PRESHARED-KEY or WPA2-PRESHARED-KEY.

WPA-PRES-KEY-HEX

The WPA-PRES-KEY-HEX [WPA] parameter is used to deliver the hexadecimal form pre-shared key. Client supporting this parameter MUST be capable on receiving 32 bytes long shared key. The key is Base64 encoded. Note: This key is valid only if SECMODE value is WPA-PRESHARED-KEY or WPA2-PRESHARED-KEY.
WEPKEYIND

The WEPKEYIND [WPA] indicates which of the WEPKEY’s should be the default key (0-3). Note: The keys specified in WEPKEY characteristic are not taken into use if SECMODE value inside WLAN characteristic is not set to WEP. 

WEPAUTHMODE

The WEPAUTHMODE [WPA] indicates WEP authentication mode. Possible values are indicated in the table below:

	Value
	Content of SECURITYMODE

	OPEN
	Authentication Mode in use is open.

	SHARED 
	Shared Authentication Mode in use.


WLANHAND

The WLANHAND parameter indicates if handover from this access point to another access point with the same SSID is allowed. Inclusion means allowed and not included means not allowed. So this parameter doesn’t specify whether handovers within the same SSID are allowed or not.
EDIT-SET

The EDIT-SET parameter protects editing of the settings by a password. If the EDIT-SET is omitted user is NOT allowed to edit the WLAN settings. If the EDIT-SET is included the following logic is applied:
· password included but empty = all settings are editable without the user to enter any password

· password included = all settings are editable in case user has entered the password
VIEW-SET
The VIEW-SET parameter protects viewing of the settings by a password. The applied logic is identical to chapter parameter EDIT-SET.
FORW-SET

The FORW-SET parameter protects forwarding of the settings by a password. The applied logic is identical to parameter EDIT-SET.
SEC-SSID Parameters
A list of secondary SSIDs parameters. Secondary SSID’s must have the same WLAN configurations as the primary SSID.
S-SSID
The S-SSID [WLAN] holds the SSID of a single secondary SSID.

S-U-SSID

Just as the primary SSID (PRI-SSID) can include a used SSID (PRI-U-SSID), then also the secondary SSID’s can as well hold a used SSID. Please refer to parameter PRI-U-SSID for details.
EAP Parameters
Parameters for EAP authentication methods: 
EAP-TYPE
The EAP Type [802.1X] specifies the type of the actual method.

	Value
	Content of EAPMODE

	EAP-SIM
	EAP-SIM method is used.

	EAP-AKA 
	EAP-AKA method is used.

	EAP-TLS 
	EAP-TLS method is used.

	EAP-PEAP
	EAP-PEAP method is used

	EAP-TTLS
	EAP-TTLS method is used.

	EAP-LEAP
	EAP-LEAP method is used.

	EAP-MSCHAPV2
	EAP-MSCHAPV2 method is used

	EAP-GTC
	EAP-GTC method is used


USERNAME
The USERNAME parameter specifies the user’s identity. If this is not specified then the type itself decides what it sends as the username. For example EAP-TLS might get the username from the user’s certificate. If necessary it can also be asked from the user during authentication. The format of the parameter is ASCII and maximum length 255 characters.

PASSWORD
PASSWORD is the password that is used in EAP Authentication. The format of the parameter is ASCII and maximum length 255 characters.

REALM

The REALM parameter specifies the override realm that is sent in the EAP identity response packet. The identity response is: “USERNAME@REALM”.

USE-PSEUD

If USE-PSEUD [802.1X] is “1” then pseudonyms may be used in EAP-SIM and EAP-AKA authentication. If this is “0” or missing pseudonyms are not used.

MAXAUTHS

MAXAUTHS [802.1X] specifies how many times re-authentication can be executed, before full authentication must be done in EAP-SIM and EAP-AKA. The re-authentication is much faster than full authentication and therefore this parameter is relevant. If this is “0” or missing fast re-authentications are not done.

ENCAPS

ENCAPS [802.1X] methods can run another EAP methods encapsulated in secure tunnel. This parameter specifies for which encapsulating EAP type these settings in this characteristic are associated. Possible EAP methods are EAP-PEAP and EAP-TTLS. For example if the value of this parameter is “EAP-PEAP” then these settings are meant for EAP-PEAP encapsulation. If this parameter is missing or empty then these settings are for EAP-SIM that is run without encapsulation. Only one set of each type of settings can be included.

VER-SER-REALM

VER-SER-REALM [802.1X], if set to “1”, specifies that the realm of the server’s certificate is checked. How this is done is implementation specific, one way is to compare the realm with user certificate’s realm. If these don’t match then connection is not established. If this is omitted or “0” server realm is not checked.

CLIENT-AUTH

In EAP-TLS client authentication is not mandatory. CLIENT-AUTH, if set to “1”, specifies that the client requires the server to perform client authentication. If this parameter is omitted or “0”, then the connection is successful even if client authentication is not performed.

SES-VAL-TIME

SES-VAL-TIME [802.1X] specifies (in minutes) how long the authentication session is valid. During this time EAP-TLS, EAP-TTLS and EAP-PEAP authentication can do faster session resumes instead of full authentications. If this is omitted or “0” full authentication is always executed.

CIP-SUIT

CIP-SUIT [802.1X] specifies an allowed cipher suite. Their id numbers that are specified in identifies the cipher suites. Multiple cipher suites can be allowed. Please refer to RFC2246 chapter A.5 for the values.

PEAP-V0

PEAP-V0 [802.1X], if set to “1”, allows EAP-PEAP version 0 to be used. If omitted or “0” PEAP version 0 usage is disallowed.

PEAP-V1

PEAP-V1 [802.1X], if set to “1”, allows EAP-PEAP version 1 to be used. If omitted or “0” PEAP version 1 usage is disallowed.

PEAP-V2

PEAP-V2 [802.1X], if set to “1”, allows EAP-PEAP version 2 to be used. If omitted or “0” PEAP version 2 usage is disallowed.
CERT Parameters
For those EAP types, that use certificates, the allowed user certificates need to be specified.:
ISS-NAME

ISS-NAME [802.1X] is the Distinguished Name of the certificate’s issuer in human readable ASCII form (for example “/C=US/O=Some organization/CN=Some common name”).
SUB-NAME

SUB-NAME [802.1X] specifies the Distinguished Name of the certificate’s subject in human readable ASCII form (for example  “/C=US/O=Some organization/CN=Some common name”).
CERT-TYPE

This specifies the type of the certificate:

	Value
	Content of CERT-TYPE

	USER
	User certificate.

	CA
	CA certificate.


SER-NUM

This specifies the serial number of the certificate. This is Base64 encoded.

SUB-KEY-ID 

SUB-KEY-ID [802.1X] specifies the subject key id of a certificate. This is Base64 encoded.

THUMBPRINT 

THUMBPRINT [802.1X] specifies the thumbprint of the certificate. This is Base64 encoded.

WEPKEY Parameters
This characteristic defines the length and the data for the WEPKEY [WPA]: The maximum amount of keys is limited to 4. Client SHOULD use the first defined WEP key as a default key, unless the WEPKEYIND is included. However, client preferences MAY also be considered which might affect the priority order. 
LENGTH
The LENGTH parameter indicates the length of WEP key in bits.

INDEX

Specifies the index of the WEP key (0-3).

DATA

The DATA parameter indicates the WEP key data. The data is encoded using Base64.
3 Requested Action(s)

OMA DM WG kindly requests the experts on WLAN service configuration related parameters to review the listed WLAN service configuration parameters for mobile device provisioning and management purposes and give feedback on parameter details and potentially suggest new parameters if needed. 

Please note that the next OMA DM face-to-face meetings are in Santa Clara on 10th-11th of May and in San Diego on 13th-15th of June.

4 Conclusion

OMA DM WG look forward to have successful cooperation on mobile device provisioning and management area. 
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