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1 Reason for Change

During the OMA-DM meeting held in Singapore the Consistency Review Report OMA-CONRR-DM-V1_2_0-20050406-D was discussed and the following remark # 33 was presented to the group:

“During bootstrap from smart card, if the location of the Add command is occupied in the management tree then the device will not be bootstrapped. This is an inconsistency/interoperability problem, if DM Bootstrap is supported the specification mandates a way of bootstrapping from smartcard. But without the "./Inbox" support it is not guaranteed to work.”

Contribution OMA-DM-2005-0191-LATE-Bootstrap-Inbox-Use was discussed and agreed and the latest version of the Consistency Review Report OMA-CONRR-DM-V1_2_0-20050414-D reflects this change. Nevertheless, support of the “./Inbox” introduces a security risk due to the fact that the current wording of the Standardized Objects document [STDOBJ], section 5.3.4, does not give any notion of “temporal storage area to be cleared after use” or “volatile optional node” for the case of the “./Inbox”. In this way, the door is left open to implementations of the “./Inbox” as a persistent node having, as a side effect, a useless exposure of bootstrapped data in the device.

The following case is included for consideration:

a) A device is turned on and procedure to read / use the Bootstrap data stored in a Smart Card is performed

b) If the location of the Add command is occupied then the /inbox is used

c) The battery is unexpectedly removed from the device and the Smart Card is changed

d) The device is turned on again

In that case and independently of the first “./Inbox” content (if it has been used or not) the risks are:

· The first Smart Card information remains in the “./Inbox”
· The data from the new card is not used

The present contribution avoids these risks.

2 Impact on Backward Compatibility

There is no impact or backward compatibility issue.

3 Impact on Other Specifications

No other specifications are impacted by this modification.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Recommendation is to introduce the changes of this proposal into the Standardized Objects document before the DM v1.2 enabler release.

6 Detailed Change Proposal

7. The Inbox URI

Management object identifier: org.openmobilealliance.dm/1.0/Inbox

In some circumstances a Management Object’s URI is not the preferred addressing method and the management object identifier is enough information for the device to resolve a suitable location for that Management Object. In that case the URI: “./Inbox” is a reserved location for this purpose. 

For example a device’s DDF description may indicate if that device is supporting the “./Inbox” concept. In that definition it is possible to define the only access type “Add”. Then a server may send a Management Object to that device with the URI: “./Inbox” and then the device should use the management object identifier to resolve the correct location in the management tree to add that Management Object. In this case the server can not Get that object from the URI: “./Inbox” after it is added. The client’s ACL for “./Inbox” may also set access rights so only some servers are allowed to use this feature. 
DM Clients MUST NOT permit a Get operation on the “./Inbox”. A DM Client SHALL return the status code “Command not allowed” (405) in response to a Get which targets “./Inbox” or any direct or indirect child node of “./Inbox”.

Independently of the current content “./Inbox” during bootstrap, the “./Inbox” MUST refer to the Smart Card currently available in the device.
The following figure shows an overview of the Inbox URI:
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Figure 1. The Inbox URI

The node has the following meaning:

Inbox
An optional, interior node. 
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