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1 Reason for Change

This CR includes a completely new Use Cases in the DM_SC RD, allowing the Network Operator to bootstrap information directly to the device, taking advantage of a trusted relationship based on the existence of a cryptographic mechanism shared by the Network Operator and the smart card (noted SC).
The main changes between this CR and the previous one are some minor editorial changes plus the replacement of Smart Card instead of SIM Card.
2 Impact on Backward Compatibility

None

3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

OMA-DM is recommended to review and approve the proposed changes and include it in the DM_SC RD.
6 Detailed Change Proposal
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5.1.2 Short Description

Olivier buys a new handset in a retail store. The handset is not customised for any network and he wants to use it with his Network Operator Smart Card.

Olivier inserts his Smart Card, and the Network detects that there is a new device, so it sends a Packet with all the relevant bootstrap information, with a signature (made by the shared cryptographic mechanism), that is compared to the signature (made by the shared cryptographic mechanism) of the SC for security.

After that operation, the device is bootstrapped.  

5.1.3 Actors

· User
· Device
· Network Operator
· Management Authority
Actor Specific Issues

· User: The User wants to be able to connect to the network and to the different applications and services when he inserts a SC on a new device.
· Network Operator: The Management Authority is interested in providing their subscribers with the bootstrap information as soon as possible to increase the traffic.
Actor Specific Benefits

· User: The User is able to connect to the network and services as soon as he plugs his SC in a new device.
· Management Authority: The Management Authority is able to provide their subscribers with the bootstrap information with a single package in a trusted environment.
5.1.4 Pre-conditions
The device is capable to retrieve or compare a signature/cryptographic mechanism from the SC.

The Network Operator is able to distinguish when a device is not bootstrapped when it connects to its Network (or the user asks for the configuration).

There is a cryptographic mechanism shared between the Management authority and the SC.
5.1.5 Post-conditions

n/a.
5.1.6 Normal Flow

1. The user inserts the SC in a device.

2. The Network Operators detects that there is a new device in the network that may not be provisioned (either by itself or by a phone call of the user to the Customer Care asking to get provisioning).

3. The Device Management Server sends the device a packet with all the bootstrap information and a signature (made with the shared cryptographic mechanism).
4. The Device compares/uses the packet’s signature with the SC signature (made with a shared cryptographic mechanism).

5. The device prompts the User to ask authorisation to bootstrap the device.
6. The User accepts the offer.
7. The device is bootstrapped.
5.1.7 Alternative Flow

5.1.7.1 Alternative Flow 1

A Management authority decides to send application connectivity information to the User and shares a cryptographic mechanism/signature in the SC.
Operational and Quality of Experience Requirements
n/a.
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