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1. Scope
(Informative)

A number of Device Management specifications have been defined within OMA. See [DMBOOT], [DMDDFDTD], [DMNOTI], [DMPRO], [DMREPU], [DMRD], [DMSEC], [DMSTDOBJ], [DMTND], and [DMTNDS]. These specifications, in its entirety referred to as OMA DM v1.2 specifications in [ERELDDM], define protocol and mechanism to be used between a Device Management Server and a mobile device, data model made available for remote manipulation of a mobile device, security and policy to control the access to a particular resource in the mobile device. 

This document defines the requirements for Software Component Management functionality, which is based on OMA DM v1.2 specifications and makes use of the functionalities provided by OMA DM v1.2 specifications to define special capabilities to manage software components in the client device.
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	


2.2 Informative References

	[ERELDDM] 
	“Enabler Release Definition for OMA Device Management Specifications, version 1.2”. Open Mobile Alliance(. OMA-ERELD-DM-V1_2. URL:http//:www.openmobilealliance.org

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

	
	

	
	


3.3 Abbreviations

	DM
	Device Management

	OMA
	Open Mobile Alliance

	
	


4. Introduction
(Informative)

Software Component Management aims to enable remote operations for software components in the Device. Software Component Management specifications will provide capabilities of processing management actions such as installation, upgrading or removal of software.
A Device is any User terminal which is primarily used in mobile scenarios.  They may be equipped with a smart card (where applicable), which is under the sphere of influence of a specific Management Authority.  The scope of Device Management includes both the Device itself and smart card. A Device could be, for example, a WAP- or MMS-capable handheld, a smart phone, PDA, or a notebook computer. PDAs, handhelds, smart phones and notebooks can be attached to a wireless modem via hardware integration, cable, IR, and Bluetooth. 

The actors involved in Device Management include Management Authorities (including Network Operators, Enterprise Managers, Service Providers), Device Management Systems, Device and SC Manufacturers, Subscribers and Users.

The objective of this document is to develop a standardized solution for managing Software Components and its requirements. Whereas the idea of Firmware Update is to manage the firmware of the device, the Software Component Management Object is meant to manage any other type of software asset than firmware. Examples of software components are executables, libraries, UI-elements, certificates, licenses etc.
5. Use Cases
(Informative)

5.1 Remote Application installation
5.1.1  ASK  \* MERGEFORMAT Short Description

Arnold is a device User and very interested in the latest mobile applications.

He is subscribed to “Fun Applications Co.” and this service provider installes always the newest applications on his phone as soon as they are available.

5.1.2 Actors

· End User
· Device
· Service Provider (Fun Applications Co. in this example)
· Device Management Server
5.1.2.1 Actor Specific Issues

· End User: The End User wants to have the newest applications on his device.

· Service Provider: The Service Provider assigns what application software should be installed by default on a specific Device type. The provider is authorised to define and change the default software on a Device type.
· Device Management Server: The Device Management Server issues and handles the commands in the service.  Note that the DM server can reside under different authorities, such as service provider itself or network operator, depending the infrastructure.
5.1.2.2 Actor Specific Benefits

· End User: End User is able to use the latest version of services.
· Device: Device receives the latest software component/s.
· Service Provider: The Service Provider is able to deliver the software components into the Device.
· Device Management Server: The Device Management Server is able to manage the application in the Device.
5.1.3 Pre-conditions
· Device is capable of interfacing with the Device Management system.

· Security constraints imposed by Device Management Server and the Device are met.

5.1.4 Post-conditions

· The application targeted at the device has been delivered and installed.

· 
5.1.5 Normal Flow

1. The Service Provider sends via Device Management Server a command to the Device to install an application.

2. The Device issues a request to the User for authorization to install upgrades.

3. Upon confirmation by the User, the Device sends the response to the Device Management Server.

4. The Device Management Server initiates the application download, installation, and execution.

5. The Device sends a confirmation back to the Device Management Server
5.1.6 Alternative Flow

5.1.7 Operational and Quality of Experience Requirements

5.2 Remote Application update
5.2.1  ASK  \* MERGEFORMAT Short Description

Bernard is a device User and very interested in keeping his phone free of viruses.

He is subscribed to “Mobile Security Forces Co.” and this service provider installes always the latest antivirus application upgrades on his phone as soon as they are available. This way Bernard has better protection against malicious mobile device viruses.

5.2.2 Actors

· End User
· Device
· Service Provider (Mobile Security Forces Co in this example)
· Device Management Server
5.2.2.1 Actor Specific Issues

· 
· Service Provider: The Service Provider assigns what application should be installed by default on a specific Device type. The provider is authorised to define and change the default software on a Device type.
· Device Management Server: The Device Management Server issues and handles the commands in the service.
5.2.2.2 Actor Specific Benefits

· End User: End User has good protection against 
· Device: Device receives the latest application updates
· Service Provider: The Service Provider is able to deliver the application updates into the Device.
· Device Management Server: The Device Management Server is able to manage the application in the Device.
5.2.3 Pre-conditions

· Installed application on a Device is to have added functionality applied or is to be enhanced for security or performance reasons.

· Device is capable of interfacing with the Device Management system.

· Security constraints imposed by Device Management Server and any DM Client are met.

5.2.4 Post-conditions

· All application updates targeted at the device have been delivered and installed.

· 
5.2.5 Normal Flow

1. The Service Provider sends via Device Management Server a command to the Device to install application upgrades.

2. The Device issues a request to the User for authorization to install upgrades

3. Upon confirmation by the User, the Device sends the response to the Device Management Server

4. The Device Management Server initiates application download, update, and execution

5. The Device sends a confirmation back to the Device Management Server
5.2.6 Alternative Flow

5.2.7 Operational and Quality of Experience Requirements

6. Requirements
(Normative)

6.1 High-Level Functional Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 Security

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Security Items
6.1.2 Charging

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 2: High-Level Functional Requirements – Charging Items

6.1.3 Administration and Configuration

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 3: High-Level Functional Requirements – Administration and Configuration Items

6.1.4 Usability

	Label
	Description
	Enabler Release

	SCOMO-USA-1
	The user SHALL be asked for confirmation to proceed before any software component is updated.
	

	SCOMO-USA-2
	The user SHALL be informed that the software component update/upgrade has been completed.
	

	
	
	


Table 4: High-Level Functional Requirements – Usability Items

6.1.5 Interoperability

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 5: High-Level Functional Requirements – Interoperability Items

6.1.6 Privacy

	Label
	Description
	Enabler Release

	
	
	

	
	
	

	
	
	


Table 6: High-Level Functional Requirements – Privacy Items

6.2 Overall System Requirements

	Label
	Description
	Enabler Release

	
	
	

	
	
	


Table 7: High-Level System Requirements
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(Informative)
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