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1 Reason for Change

The current use case for Non-application Software Download does not accurately represent the normal flow. This CR corrects the use case, primarily for the DM FUMO enabler.
2 Impact on Backward Compatibility

FUMO is not yet an approved OMA enabler so there is no impact on backward compatibility.
3 Impact on Other Specifications

The text from the updated use case and the associated new requirement will need to be copied into the draft FUMO AD.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this CR is agreed.
6 Detailed Change Proposal

5.5  Non-application Software Download 

Non-application software download is the process of delivering new executable code to a device to modify its operation or performance. 

Examples of non-application software include but are not limited to device operating system, drivers, radio software and firmware. While the following Use Case is intended to be generic it should be noted that the software being updated may have its own requirements and that these requirements may be outside the scope of OMA. What is being described here is the need for the ability to update non-application software and provide a means to do so. We are not defining the elements but a mechanism to update them.

5.5.1  Bug Fixes for Operational Improvement

5.5.1.1     Short Description

The increased complexity of Devices has increased the likelihood for device recalls due to software.  There is a strong business case for over-the-air software download to correct software deficiencies including non-applications software.  The manufacturer is responsible for developing software for correcting “bugs” in their software and for seeking approval from the appropriate regulatory agency for every software version to be installed and executed on any wireless hardware device.

5.5.1.2     Actors and Data Authority

· Manufacturer: Develops updated versions of the software.
· User/Subscriber: The end User may request a download of software to fix “bugs” in non-application software.

· Network Operator/Service Provider: The Network Operator/Service Provider may initiate software download to correct “bugs” in the software.

5.5.1.3     Pre-Conditions

· DM Client:  Must have been previously bootstrapped to allow it to initiate a management session to a DM server.
· Manufacturer:  Must include  non-application software reconfiguration capabilities in the design of the device.

· 
· Network Operator/Service Provide:  Works with the manufacturer to identify and solve deficiencies in non-applications software.

5.5.1.4     Post-Conditions

· Mobile device has corrected operational non-applications software 

5.5.1.5     Variations

· The download may be accomplished either over-the-air or by other mechanisms (e.g., service technician at a kiosk).

· Either the Network Operator/Service Provider or the User/ Subscriber may initiate this action.

· There may be additional user interactions e.g. for scheduling purposes.
5.5.1.6     Normal Call Flow

1. Manufacturer sends updated software to Operator Management Authority.

2. Operator Management authority installs corrected software in server.

3. DM Server requests that the DM client initiate a DM session.

4. User gives approval for installation of updated software.

5. Software is downloaded to the device using a standardized protocol.  This protocol includes device discovery, capability exchange, authentication, authorization and security and other software download functions. The software is installed on the device.
6. The User is notified of changed software.
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6.1.4     Usability

1. If user confirmation is indicated by smart card data, the Device SHALL ask for user confirmation before incorporation of provisioning data (stored on smart card). 

2. If user confirmation is not indicated by smart card data, the Device MUST NOT ask for user confirmation before incorporation of provisioning data (stored on smart card). (UC 5.1.3)

3. If indicated by smart card data, the Device SHALL establish the connection to Device Management Server autonomously. (UC 5.1.3)

4. If user confirmation is indicated by the Device Management Server, the Device SHALL ask for user confirmation before incorporation of configuration data (transferred by Device Management Server).

5. Except for establishing the initial trust relationship configuration (bootstrap) over the air, if user confirmation is not indicated by the Device Management Server, the Device MUST NOT ask for user confirmation before incorporation of configuration data (transferred by Device Management Server). (UC 5.1.3, 5.1.4, 5.2.1)

6. The Device SHALL be capable for being contacted by the Device Management Server, if the Device is switched on and has radio coverage by its subscribed network operator and is not busy by a voice link.  (UC 5.2.1)

7. The Device MAY be capable for being contacted by the Device Management Server, if the Device is busy by a voice link.  (UC 5.2.1)

8. User is not prompted if there is no work to be done (Use Case 5.1.5)

9. Management Authority MAY clarify implications of subsequent actions (query, etc.) to the User. (Use Case 5.4.1)

10. User voice calls MUST NOT be terminated upon reception of the query. (Use Case 5.4.1)

11. User voice calls MUST NOT be terminated upon reception of the authorization request. (Use Case 5.4.1)

12. Authorization MUST be clear esp. regarding privacy issues and warranty. (Use Case 5.4.1)

13. User MAY be informed that the process is over. (Use Case 5.4.1)

14. The user SHALL  be asked for confirmation to proceed before any software is updated. (Use Case 5.3.1)

15. The user SHALL be informed that the update/upgrade has been completed. (Use Case 5.3.1)

16. The Device MUST NOT send an inventory list of applications installed in the Device without either this optional feature being added by the user or the Device asks for permission from the user when needed. 

17. The user SHOULD approve the installation of updated software. (Use Case 5.5.1)
Appendix C.      Requirements Coverage                    (Informative)

This appendix presents a table with the list of requirements and their coverage in the DM 1.2, DM 1.1.2 and CP 1.1 enablers. The possible coverages are: Fulfilled, Partly Fulfilled, Not Fulfilled, and Not Applicable.

	Requirement
	DM 1.1.2
	DM 1.2
	CP 1.1

	1.1.4               Usability
	 
	
	 

	1. If user confirmation is indicated by smart card data, the Device SHALL ask for user confirmation before incorporation of provisioning data (stored on smart card). 
	nf
	pf
	nf

	2. If user confirmation is not indicated by smart card data, the Device MUST NOT ask for user confirmation before incorporation of provisioning data (stored on smart card). (UC 5.1.3)
	n/a
	pf
	n/a

	3. If indicated by smart card data, the Device SHALL establish the connection to Device Management Server autonomously. (UC 5.1.3)
	pf
	f
	pf

	4. If user confirmation is indicated by the Device Management Server, the Device SHALL ask for user confirmation before incorporation of configuration data (transferred by Device Management Server).
	f
	f
	n/a

	5. Except for establishing the initial trust relationship configuration (bootstrap) over the air, if user confirmation is not indicated by the Device Management Server, the Device MUST NOT ask for user confirmation before incorporation of configuration data (transferred by Device Management Server). (UC 5.1.3, 5.1.4, 5.2.1)
	n/a
	n/a
	n/a

	7. The Device MAY be capable for being contacted by the Device Management Server, if the Device is busy by a voice link.  (UC 5.2.1)
	n/a
	n/a
	n/a

	8. User is not prompted if there is no work to be done (Use Case 5.1.5)
	f
	f
	n/a

	9. Management Authority MAY clarify implications of subsequent actions (query, etc.) to the User. (Use Case 5.4.1)
	f
	f
	n/a

	10. User voice calls MUST NOT be terminated upon reception of the query. (Use Case 5.4.1)
	nf
	nf
	n/a

	11. User voice calls MUST NOT be terminated upon reception of the authorization request. (Use Case 5.4.1)
	n/a
	n/a
	n/a

	12. Authorization MUST be clear esp. regarding privacy issues and warranty. (Use Case 5.4.1)
	n/a
	n/a
	n/a

	13. User MAY be informed that the process is over. (Use Case 5.4.1)
	f
	f
	n/a

	14. The user SHALL  be asked for confirmation to proceed before any software is updated. (Use Case 5.3.1)
	n/a
	n/a
	n/a

	15. The user SHALL be informed that the update/upgrade has been completed. (Use Case 5.3.1)
	n/a
	n/a
	n/a

	16. The Device MUST NOT send an inventory list of applications installed in the Device without either this optional feature being added by the user or the Device asks for permission from the user when needed. 
	n/a
	n/a
	n/a

	17. The user SHOULD approve the installation of updated software. (Use Case 5.5.1)
	n/a
	n/a
	n/a
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Protocol to download non-application software (Security, Authorization and authentication algorithms may be different from those for content download)












