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1. Scope
(Informative)

The scope of the Device Manegement architecture document is to define the architecture for the Device Manegement enabler. 

This document details the functional description and architecture for device Manegement within OMA specifications..  

This document fulfils the functional capabilities and information flows needed to support this service enabler as described in the Device Manegement Requirements document [DM-RD].

The other Enablers from Device Management should refer to this document, explaining possible GAPs and improvements.

2. References

2.1 Normative References

	[DM-RD]
	“Device Management Requirement Document”, OMA-RD-DM-V1_2-20050503-D, URL:http://www.openmobilealliance.org/

	[REPPRO]
	“SyncML Representation Protocol, version 1.2”. Open Mobile Alliance(. 
OMA-SyncML-RepPro-V1_2. URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Interface
	See [OMA-DICT].

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	
	


4. Introduction
(Informative)

Device Management refers to the Management of the Device configuration and other managed objects of Devices from the point of view of the various Management Authorities. Device Management includes, but is not restricted to setting initial configuration information in Devices, subsequent updates of persistent information in Devices, retrieval of management information from Devices and processing events and alarms generated by Devices. 

Device management allows wireless operators, service providers or corporate information management departments to carry out the procedures of configuring mobile devices on behalf of the end user (customer). 

4.1 Use Cases

The Use cases covered by this architecture can be found at the DM-RD,.
4.2 Requirements

The Requirements covered by this architecture can be found at the DM-RD.

The requirements met and satisfied by the different releases can be found also at the last version of the RD documents.
4.3 Planned Phases

As stated before, the work of DM, is going to be focused on the evolution of the different DM enablers, as well as updates in the DM baseline if needed.
However, further changes to the DM AD should be included in the different enabler AD.

5. Architectural Model

OMA Device Management consists of two stages:

· Stage One - Bootstrap 

Bootstrap can move a device from an un-provisioned, empty state, to a state where it is able to initiate a management session to a DM server. DM clients that have already been bootstrapped can be further bootstrapped to enable the device to initiate a management session to new DM servers.  In addition to basic connectivity information, device and user application settings can also be configured during the bootstrap process.  
Bootstrap is the process of provisioning the DM client to a state where it is able to initiate a management session to a new DM server.

A Bootstrap server can be used to send out bootstrap messages via a push mechanism, e.g. WAP Push or OBEX.. 

Bootstrap can also be performed from a SmartCard and the DM clients can also be preconfigured in the factory.
In order to bootstrap initial OMA DM settings, bootstrap profiles define the security, transport and data format. Currently two profiles are defined: OMA CP Profile and OMA DM Profile.


Bootstrapping a DM device can be conducted through all the transport mechanisms defined for DM. 

· Stage Two –DM

DM provisioning is the process by which the device is provisioned, through a OMA DM server, with further information after the device is bootstrapped. 

DM Provisioning makes use of the SyncML Representation Protocol and the OMA DM specifications. The SyncML Representation Protocol [REPPRO] is an XML-based representation protocol that specifies an XML DTD to allow the representation of all the information required to perform synchronization or device management, including data, metadata and commands. To reduce the data size, a binary coding of SyncML based on the OMA WBXML is defined. The use of the representation protocol for device management will be further specified in the OMA DM Specifications. The OMA DM Specifications will also specify how SyncML messages conforming to the XML DTD are exchanged in order to allow a device management client and server to exchange additions, deletes, updates, gets and other commands. 

The Transport Binding specifications will prescribe how to use a particular transport to exchange messages and responses. Note that the SyncML Representation and DM protocols are transport-independent. Each SyncML package is completely self-contained, and could in principle be carried by any transport. The initial bindings specified are HTTP, WSP and OBEX, but there is no reason why SyncML could not be implemented using email or any other alternative. Because SyncML messages are self-contained, multiple transports may be used without either the server or client devices having to be aware of the network topology.

Each device that supports OMA  DM will contain a management tree. The management tree organizes all available management objects in the device as a hierarchical tree structure where all nodes can be uniquely addressed with a URI. Nodes are the entities that can be manipulated by management actions carried over the OMA DM protocol. Each node has properties (name, type, etc.) associated with it. The access control list (ACL) property defines which server can manage the node in what fashion (ADD, GET, REPLACE and DELETE). 

A management object is a sub-tree of the management tree that is intended to be a collection of nodes that are related in some way. 

5.1 Dependencies

.DM Protocol does not have any dependencies.
5.2 Architectural Diagram

The following figure shows the OMA device management architecture.
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Figure 1: DM Overview
NOTE: The Drawing at this document, as the rest of the document, is just a DRAFT, and is starting to be studied by the DM WG. The different DM enablers may add new interfaces and functional components on their own AD. There is also a need to include in the drawing the CP provisioning needed to support the optional CP Profile. 
5.3 Functional Components and Interfaces
















Main components of OMA device management include:

5.3.1 Functional Components
5.3.1.1 OMA DM client: 
· 
· 
· A device client in charge of translating the information from the server in information to be managed by the device.
5.3.1.2 Bootstrap server: 
· 
· A server in charge of
·  sending bootstrap information to the OMA DM Client via. In addition to basic connectivity information, device and User Application settings can also be configured during the bootstrap process.. 
5.3.1.3 OMA DM server: 

· 
· 
· A Device Management Server is an entity integrated into a Device Management System that focuses on communicating with a Device and/or other server(s) in order to provide management services, interacting with other Device Management System components, e.g. background systems enabling Provisioning Mechanisms.
5.3.1.4 Push proxy gateway:

· 
· A WAP Proxy Gateway 
· in charge of providing push proxy services. 
5.3.1.5 Smart Card (SC):

· A token with an embedded microprocessor chip. This is a portable tamper resistant device with an embedded microprocessor chip. A smartcard is used for storing data (e.g. access codes, user subscription information, secret keys etc.) and performing typically security related (cryptographic) operations such as encryption and authentication. A smartcard may be the SIM, the UICC, the R-UIM or a smartcard used in a secondary smartcard reader of a device.
· 
· 
5.3.2 Interfaces and Protocols
5.3.2.1 DM 1:

· Name: DM 1
· Description: Interface between DM Server and DM client. 
· Entities in this enabler that will use the interface or protocol: DM Server and DM Client.
· Protocol: DM Protocol, for bootstrap this interface may use DM profile and/or OMA CP

5.3.2.2 DM 2:

· Name: DM 2
· Description: Interface between Push Proxy GW and DM client. 
· Entities in this enabler that will use the interface or protocol: Push Proxy GW and DM Client.

· Protocol: WAP, for bootstrap this interface may use DM profile and/or OMA CP

5.3.2.3 DM 3:

· Name: DM 3
· Description: Interface between Smartcard and DM client. 
· Entities in this enabler that will use the interface or protocol: Smartcard and DM Client.

· Protocol: For bootstrap this interface may use DM profile and/or OMA CP and/or 3GPP file.
5.3.2.4 DM 4:

· Name: DM 4
· Description: Interface between Provisioning Server and DM client. 
· Entities in this enabler that will use the interface or protocol: Provisioning Server and DM Client.

· Protocol:For bootstrap this interface may use DM profile and/or OMA CP

5.4 Flows and general concepts
OMA Device Management consists of two stages:

5.4.1 Bootstrap
Bootstrap is the process of provisioning the DM client to a state where it is able to initiate a management session to a new DM server..  In addition to basic connectivity information, device and user application settings can also be configured during the bootstrap process.  

5.4.1.1 Bootstrap profiles:

Each profile defines its own security, transport and data format. Support for any particular profile is OPTIONAL.

Currently two profiles are planned, but as interest in OMA DM grows and usage of it increases more profiles can be added. The two profiles are:
5.4.1.1.1 OMA Client Provisioning
The profile defines how the information provisioned using OMA Client Provisioning can be transferred to the management tree specified in the OMA Device Management. In this profile at least the mapping of w7 (DM account) information to the management tree needs to be supported, but other provisioning information can also be mapped to the management tree.
5.4.1.1.2 OMA Device Management

This profile defines how the OMA Device Management can be used for bootstrapping.

5.4.1.2 Bootstrap Flows
5.4.1.2.1 Customized bootstrap 

This is a convenient way to bootstrap a device from an end user perspective because the user does not have to do anything. In this scenario, an operator orders the devices pre-configured from a device manufacturer. All the information about the operator’s network and device management infrastructure is already in the devices when they leave the factory. Another advantage of this method is that it is very secure. There is no need to transport sensitive commands and  information, e.g. shared secrets, over the air. The method is however not very flexible and not all device manufacturers may provide this service. Not all devices are sourced via the operator.
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Figure 1: Customized bootstrap

5.4.1.2.2 Bootstrap via DM Server
In this scenario, the devices leave the assembly line in a clean and empty state. Once a user acquires a device and personalizes it, e.g. by inserting a SIM, the prerequisites for this process are in place. The problem is now to inform the server of the identity, address or phone number of the device and this can be achieved in many ways. 

· It could be done at the point-of-sales where a sales system ties in with the management system and delivers the information. 

· It could be done through a self-service web site where the user enters her own phone number.

· It could be done by the network the first time the device attaches to the network. When this happens a trigger could be sent from the core network to the management server with the number used by the device.

· It could be done with a voice prompt system where the user is prompted to key in her phone number using DTMF.

Regardless of how the phone number or device address reaches the management server, the server is now in a position where it can send out a OMA DM bootstrap message. This bootstrap message, whose structure and content is defined in this document, contains enough information for the device to be able to initiate a management session with the management server that sent out the bootstrap message. 

It is important that DM clients accept bootstrapping commands only from authorized servers.
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Figure 2: Server initiated bootstrap

5.4.1.2.3  Bootstrapp from Smartcard
This is a convenient way to bootstrap a device from an end user perspective because the user does not have to do anything. In this scenario the DM client is able to obtain the information necessary to bootstrap it from the smartcard. There is no need to transport sensitive bootstrap commands and information, e.g. shared secrets, over the air. The smartcard is secure, ensuring that the bootstrapping commands have been authorized. A device supporting the smartcard can be bootstrapped for DM without necessarily being purchased from the operator.
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Figure 3: Bootstrap from smartcard
5.4.2 DM

Continuous provisioning is the process by which the device is provisioned, through a OMA DM server, with further infrastructure information after the device is bootstrapped. 

Continuous Provisioning makes use of the SyncML Representation Protocol and the OMA DM specifications. The SyncML Representation Protocol is an XML-based representation protocol that specifies an XML DTD to allow the representation of all the information required to perform synchronization or device management, including data, metadata and commands. To reduce the data size, a binary coding of SyncML based on the W’P Forum's WBXML is defined. The use of the representation protocol for device management will be further specified in the OMA DM Specifications. The OMA DM Specifications will also specify how SyncML messages conforming to the XML DTD are exchanged in order to allow a device management client and server to exchange additions, deletes, updates and other status information. 

Each device that supports OMA  DM will contain a management tree. The management tree organizes all available management objects in the device as a hierarchical tree structure where all nodes can be uniquely addressed with a URI. Nodes are the entities that can be manipulated by management actions carried over the OMA DM protocol. Each node has properties (name, type, etc.) associated with it. The access control list (ACL) property defines which server can manage the node in what fashion (ADD, GET, REPLACE and DELETE). 

A management object is a sub-tree of the management tree that is intended to be a (possibly singleton) collection of nodes that are related in some way. 

5.4.3 Security

OMA DM is a protocol based upon SyncML. Its purpose is to allow remote management of any device supporting the OMA DM protocol. Due to the vast range of data needing to be managed on current and future devices, it is necessary to take account of the value of such data. In many situations, the data being manipulated within a device (or being transferred to/from the device) is of high value. In some cases this is confidential data and some degree of protection regarding the confidentiality of that data should be offered. In another case, the integrity of the data being transferred must be maintained, since deliberate or accidental corruption of this data can result in lost revenue or subsequent exploits being facilitated. Finally it’s important that both entities (the Device and the Device Management Server) have confidence in the authenticity of the other entity.
Some possible scenarios and security mechanisms include:

· ACLs

· Credentials.

· Authentication

· Trasport Level (TLS, SSL)

· Application Layer (MD5)

· Integrity (HMAC)

· Confidentiality (TLS, SSL…)

· Security for bootstrap (WBXML…)
5.4.4 Transports

The Transport Binding specifications will specify how to use a particular transport to exchange messages and responses. Note that the SyncML Representation and DM protocols are transport-independent. Each SyncML package is completely self-contained, and could in principle be carried by any transport. The initial bindings specified are HTTP, WSP and OBEX, but there is no reason why SyncML could not be implemented using email or message queues, to list only two alternatives. Because SyncML messages are self-contained, multiple transports may be used without either the server or client devices having to be aware of the network topology.
5.4.5 DM Communications 

This section will include descriptions for session based communications, Generic Alerts….
The possible DM Communications are:

· Session Abort: Either the client or the server may decide to abort the session at any time.
· Package 0: Management Initiation Alert from server to client

· Package 1: Initialization from client to server

· Package 2: Initialization from server to client

· Package 3: Client response sent to server

· Package 4: Further server management operations

· Generic Alert: Anytime after the Client or Server Initiated Management Alert, the client MAY send a Generic Alert message to the server.

5.4.6 Notification
Many devices cannot continuously listen for connections from a management server.  Other devices simply do not wish to “open a port” (i.e. accept connections) for security reasons.  However, most devices can receive unsolicited messages, sometimes called “notifications”.  Some handsets, for example, can receive SMS messages.  Other devices may have the ability to receive other, similar datagram messages.

A management server can use this notification capability to cause the client to initiate a connection back to the management server.  This connection might be over HTTP, WAP or another transport protocol.

The contents of such a “Notification Initiation Alert” might be empty, but the message itself may be signed such that the client can authenticate it.  The result of receiving such an alert would be for the client to initiate a connection to the management server that sent the alert.  In this scenario, the client might verify that this management server is among those authorized to request such activity. Alternatively, the contents of the alert might indicate that another management server should be contacted. 

An identical effect of receiving a Notification Initiation Alert can also be caused in other ways.  For example, the user interface (UI) of the device may allow the user to tell the client to initiate a management session.  Or, the management client might initiate a session as the result of a timer expiring.  Of course, a fault of some type in the device could also cause the management client to initiate a session.

This notification message is intended to provide a possibility for the server to alert the client to perform a management session. When the server alerts the client, it can tell for example the protocol version and whether the server proposes the session to be a foreground or background event. It can also tell if the session is happening because server has some management actions to perform or if the user caused the start of the session. The server MUST also send a digest that is included to prevent any Denial of Service (DoS) attacks. 

Figure 1 describes the MSC how the server alerts management session.
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Figure 1. MSC of the Server Alerted Management session

The package flow presented above is one OMA Device Management session. This means that all messages have the same OMA DM Session ID.

5.4.7 MO definition and Usage

TBC
5.4.8 DDF Usage
OMA DM management objects are defined using the OMA DM Device Description Framework or DDF. The use of this description framework produces detailed information about the device in question. However, due to the high level of detail in these descriptions, they are sometimes hard for humans to digest and it can be a time consuming task to get an overview of a particular objects structure.

In order to make it easier to quickly get an overview of how a management object is organized and its intended use, a simplified graphical notation in the shape of a block diagram is used in this document. Even though the notation is graphical, it still uses some printable characters, e.g. to denote the number of occurrences of a node. These are mainly borrowed from the syntax of DTDs for XML. The characters and their meaning are defined in the following table.

	Character
	Meaning

	+
	one or many occurrences

	*
	zero or more occurrences

	?
	zero or one occurrences


If none of these characters is used the default occurrence is exactly once.

There is one more feature of the DDF that needs to have a corresponding graphical notation, the un-named block. These are blocks that act as placeholders in the description and are instantiated with information when the nodes are used at run-time. Un-named blocks in the description are represented by a lower case character in italics, e.g. x.

Each block in the graphical notation corresponds to a described node, and the text is the name of the node. If a block contains an x, it means that the name is not known in the description and that it will be assigned at run-time. The names of all ancestral nodes are used to construct the URI for each node in the management object. It is not possible to see the actual parameters, or data, stored in the nodes by looking at the graphical notation of a management object.
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