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1 Reason for Contribution

The contribution brings to the attention of the group two new use cases that will help to improve customer experience.
The aim is to collect group feedback on what DM enablers could provide these two new functionalities. 

· Wipe & lock, and 

· Device language selection. 

2 Summary of Contribution

1/ Wipe and Lock use case.

   The aim is to provide a new functionality that allows customer care to delete end user personal data and lock the device upon user request.

2/ Language selection.

   The aim is to allow customer care to select the device language on behalf of the end user. 
3 Detailed Proposal

3.3 Introduction

The Lock and Wipe management objects will allow the personal data on a device to be secured in the event of loss of the device. Additionally the personal data will be wiped from a device in the event of a device being stolen or tampered with outside normal operating procedures. The basis for these objects is the current implementation of elements needed to support this functionality such as PIN lock and SIM lock.
3.4 Use Case – Misplaced Device

3.4.1 Short Description

The user misplaces his device and while the device is not in his possession he must be sure the personal data is safe from simple browsing. The user makes a call to customer care to help secure the data and locate the device.

3.4.2 Pre-Conditions

The user’s terminal must be configured for use by the Service Provider DM server.
The user’s terminal must be enabled with the lock and wipe management objects. 
The user has enabled automatic locking of personal data.

3.4.3 Post-Conditions

The user’s personal data is safe from simple browsing of the device.

3.4.4 Normal Flow

1. The user calls customer care agent and reports the device misplaced

2. The customer care agent activates the device lock on the device if the device is still active on the operator’s network

3. The device immediately locks the device and can only be released by use of a pin number

3.4.5 Alternative Flow

1. The customer care agent reports the phone is off the network

2. The device automatically locks if the SIM is changed

3. The device automatically locks if turned on at a later time.

4. The device automatically locks if out of coverage for an extended period

3.5 Use Case – Stolen Device

3.5.1 Short Description

The user has his device stolen from his car he must be sure the personal data is safe and is removed from the device. The user makes a call to customer care to help secure the data and locate the device.

3.5.2 Pre-Conditions

The user’s terminal must be configured for use by the Service Provider DM server.
The user’s terminal must be enabled with the lock and wipe management objects. 
The user has enabled automatic locking of personal data.

3.5.3 Post-Conditions

The user’s personal data is removed from the device.

3.5.4 Normal Flow

1. The user calls customer care agent and reports the device stolen.

2. The customer care agent activates the device lock on the device if the device is still active on the operator’s network.

3. The customer care agent wipes the device.

4. The device immediately does a factory reset and all personal data is wiped

3.5.5 Alternative Flow

2.1 The customer care agent reports the phone is off the network

2.2.1 The device automatically locks if the SIM is changed.

2.2.2 The device automatically locks if turned on at a later time.

2.2.3 The device automatically locks if out of coverage for an extended period.

3.1 In device wipes the data when the pin number is changed or reset by any method other than the authorised DM server.

3.5.6 & 3.4.6   Operational and Quality of Experience Requirements

The user must take some care in ensuring that the automatic protection system is enabled on a device before it is misplaced. The lock and wipe is tailored to provide data security while being unobtrusive to the user i.e. the user has to enter the PIN number for every action is deemed too obtrusive.
+++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

3.6 Handset Language Selection. 

3.6.1 Short Description

John is navigating through the menus of his device. The device contains an option that allows users to modify the language menu. John wonders how the menu will look like in Greek, so he decides to select Greek language. Unfortunately, John doesn’t speak Greek and he is not able to restore the menus to its original language. 

John contacts his customer care explaining the problem. Customer care establishes a remote connection to John’s device and restores the language to its original value.

3.6.2 Pre-Conditions

Device is capable of interfacing with the Device Management system.

Security constrains imposed by Device Management Server and the Device are met.

The Device platform supports Language Selection Management Object.

3.6.3 Post-Conditions

The end user original language has been restored in the device.

3.6.4 Normal Flow

1. User contact Customer Care, indicating that is unable to read device menus after changing the language selection to a language that he doesn’t understand.

2. The Customer Care representative issues a command to restore to the language indicated by the user.

3. The Device executes the language received and updates the user menus on that language.

4. The Device sends a confirmation of the result back to the Customer Care Agent.
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5 Recommendation

Provide feedback on:
1/ Is possible to incorporate any of these use cases to any of the current DM enablers under definition? Which one(s)?

2/ Should we create a new WID to incorporate any of these use cases?
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