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1. Scope

1.1 DM Standardized Object – DMAcc

This document defines the management object used to manage settings for the OMA DM protocol.

The object is defined using the OMA DM Device Description Framework. The object has standardized points of extension to permit implementation-specific parameters to accompany the standardized parameters. This added flexibility is intended to encourage the use of the standardized object while not unnecessarily restricting individual vendor innovations.

2. References

2.1 Normative References

	[DMAccDDF]
	OMA Device Management Account DDF, Version 1. 2, Open Mobile Alliance™, OMA-SUP-DTD-DM_DMAcc_DDF-V1_2, URL:http://www.openmobilealliance.org 

	[DMTND]
	SyncML Device Management Tree and Description, Version 1.1.2, Open Mobile Alliance™, OMA-SyncML-DMTND-V1_1, URL:http://www.openmobilealliance.org 

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt


2.2 Informative References

	[DMStdObj]
	SyncML Device Management Standardized Objects, Version 1.1.2, Open Mobile Alliance™, OMA-SyncML-DMStdObj-V1_1, URL:http://www.openmobilealliance.org 


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

See the DM Tree and Description [DMTND] document for definitions of terms related to the management tree.
3.3 Abbreviations

	OMA
	Open Mobile Alliance


4. Introduction

Other OMA DM specifications define the syntax and semantics of the OMA DM protocol. However, the usefulness of such a protocol would be limited if the managed entities in devices required different data formats and displayed different behaviors. To avoid this situation this specification defines a number of mandatory management objects for various uses in devices. These objects are primarily associated with OMA DM configuration.

Since device manufacturers will always develop new functions in their devices and since these functions often are proprietary, no standardized management objects exist for them.  To make these functions manageable in the devices that have them, a device description framework is needed that can provide servers with the necessary information they must have in order to manage the new functions. The intention with this framework is that device manufacturers will publish descriptions of their devices as they enter the market. Organizations operating device management servers should then only have to feed the new description to their servers for them to automatically recognize and manage the new functions in the devices.

This document specifies the device management account object, used to  manage settings for the OMA DM protocol.

5. Device Management Account Management Object

5.1 Introduction

The management object is used to manage settings for OMA DM protocol. 

Management object identifier: urn:oma:mo:oma-dm-dmacc:1.0
5.2 Graphical Represenation
The following figure provides the structure of DM Account management object.
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Figure 1. The DM Account Management Object

Parameters are also described in Device Management Application Characteristic registration document [w7] which is used as a part of OMA Client Provisioning specifications [ERELDCP]. General mapping rules of OMA Client Provisioning parameters are described in [DMBOOT]. When the DM Account parameters are derived from OMA Client Provisioning w7 document, see more information about parameter mapping in Appendix C. 

The complete DDF description of this management object can be found in [DMAccDDF].
5.3 Node descriptions 
5. Node: <X>

This interior node acts as a placeholder for one or more accounts or for a fixed node.

· Occurrence: OneOrMore / One

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: <X>/AppID

This node specifies the application ID for device management account object.

· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: w7

5. Node: <X>/ServerID

This node specifies a server identifier for management server used in the management session.

· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: <Server identifier>

5. Node: <X>/Name

This node specifies user displayable name for the management server. 

· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: Get

· Values: <User displayable name>

5. Node: <X>/PrefConRef

This node specifies a reference to preferred connectivity. It is expected that either a proxy or NAP MO is specified, but other, implementation-specific connectoids may be referenced. 

· Occurrence: ZeroOrOne

· Format: Chr 

· Access Types: Get

· Values: URI to a management object or implementation specific identifier.

5. Node: <X>/ToConRef/

The ToConRef interior node is used to allow application to refer to a collection of connectivity definitions. Several connectoids may be listed for a given application under this interior node.

· Occurrence: ZeroOrOne

· Format: Node

· Access Type: Get

· Value: N/A

5. Node: <X>/ToConRef/<X>

This run-time node acts as a placeholder for one or more connectivity parameters. 

· Occurrence: OneOrMore

· Format: Node

· Access Type: Get

· Value: N/A

5.3.1.8 Node: <X>/ToConRef/<X>/ConRef

The ConRef leaf indicates the linkage to connectivity parameters.

· Occurrence: One

· Format: Chr

· Access Type: Get

· Value:  URI to a management object or implementation specific identifier.

5. Node: <X>/AppAddr

This node is used to specify multiple Management Server addresses. 

· Occurrence: One

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: <X>/AppAddr/<X>

This interior node acts as a placeholder for separating one or more Server Addresses. 

· Occurrence: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: <X>/AppAddr/<X>/Addr

This node specifies a Management Server address.

· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: Dependent upon AddrType.

5. Node: <X>/AppAddr/<X>/AddrType

This node specifies a Management Server address type.

· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: “URI”, “IPv4” or “IPv6”.  If no value exists the default type MUST be “URI”.

5. Node: <X>/AppAddr/<X>/Port

This node specifies Port information for Management Server address.

· Occurrence: ZeroOrOne

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: <X>/AppAddr/<X>/Port/<X>

This interior node acts as a placeholder for separating one or more Port settings.

· Occurrence: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5. Node: <X>/AppAddr/<X>/Port/<X>/PortNbr

This node specifies port number.

· Occurrence: One

· Format: Chr

· Access Types: Get

· Values: The port number MUST be a decimal number and must fit within the range of a 16 bit unsigned integer.

5. Node: <X>/AAuthPref

This is a string-valued parameter whose possible values are the names of the various possible authentication types (AAuthType values), e.g. "syncml:auth-md5". If this node is present, the client SHOULD use this authentication type when connecting to the server. The use of this node is intended to reduce the number of round trips between client and server that would be caused by authentication challenges. If a client supports this leaf node and the value is empty, the default behaviour is to indicate the authentication mechanism negotiated in the previous session if one exists.

· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: Get

· Values: See AAuthTypes in section 5.3.1.20.

5.3.1.17 Node: <X>/AppAuth

This node specifies authentication information.

· Occurrence: ZeroOrOne

· Format: Node

· Access Types: Get

· Values: N/A

5.3.1.18 Node: <X>/AppAuth/<X>

This interior node acts as a placeholder for separating one or more authentication settings.

· Occurrence: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

5.3.1.19 Node: <X>/AppAuth/<X>/AAuthLevel

This node specifies the authentication level.

· Occurrence: One

· Format: Chr

· Access Types: Get

· Values:

	
	Status
	Interpretation

	CLCRED
	Optional
	Credentials client uses to authenticate itself to the OMA DM Server at the DM protocol level.

	SRVCRED
	Optional
	Credentials server uses to authenticate itself to the OMA DM Client at the DM protocol level.

	OBEX
	Optional
	Credentials for OBEX authentication.

NOTE: If this AAuthLevel is selected only HTTP-BASIC, HTTP-DIGEST and TRANSPORT are possible AAuthTypes.

	HTTP
	Optional
	Credentials for HTTP (/WSP) authentication. 

NOTE: If this AAuthLevel is selected only HTTP-BASIC, HTTP-DIGEST and TRANSPORT are possible AAuthTypes.


Table 1: AAuthLevel Values

5.3.1.20 Node: <X>/AppAuth/<X>/AAuthType

This node specifies the authentication type.

· Occurrence: One

· Format: Chr

· Access Types: Get

· Values:

	
	Status
	Interpretation

	HTTP-BASIC
	Optional
	HTTP basic authentication done according to RFC 2617.

	HTTP-DIGEST
	Optional
	HTTP digest authentication done according to RFC 2617.

	BASIC
	Optional
	DM 'syncml:auth-basic' authentication as specified in [DMSEC].

	DIGEST
	Optional
	DM 'syncml:auth-md5' authentication as specified in [DMSEC].

	HMAC
	Optional
	DM 'syncml:auth-MAC' authentication as specified in [DMSEC].

	X509
	Optional
	'syncml:auth-X509' authentication done according to [REPPRO].

	SECUREID
	Optional
	'syncml:auth-securid' authentication done according to [REPPRO].

	SAFEWORD
	Optional
	'syncml:auth-safeword' authentication done according to [REPPRO].

	DIGIPASS
	Optional
	'syncml:auth-digipass' authentication done according to [REPPRO].

	TRANSPORT
	Optional
	Secure Transport authentication is used. Transport layer authentication is beyond the scope of OMA DM Security. 


Table 2: AAuthType Values

5.3.1.21 Node: <X>/AppAuth/<X>/AAuthName

This node specifies the authentication name.

· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: Get

· Values: <Authentication name>

5.3.1.22 Node: <X>/AppAuth/<X>/AAuthSecret

This node specifies the authentication secret.

· Occurrence: ZeroOrOne

· Format: Chr

· Access Types: No Get

· Values: <Authentication secret>

5.3.1.23 Node: <X>/AppAuth/<X>/AAuthData

This node specifies the authentication nonce.

· Occurrence: ZeroOrOne

· Format: Bin

· Access Types: No Get

· Values: <Authentication nonce>

5. Node: <X>/Ext/

The Ext is an interior node for where the vendor specific information about device management application is being placed (vendor meaning application vendor, device vendor, OS vendor etc.). Usually the vendor extension is identified by vendor specific name under the ext node. The tree structure under the vendor identified is not defined and can therefore include a non-standard sub-tree.

· Occurrence: ZeroOrOne

· Format: Node
· Access Types: 
· Values: N/A
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version


A.2 Draft/Candidate Version 1.0 History
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	All
	First draft, based on text from DMStdObj.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for DMAcc Client

	Item
	Function
	Reference
	Status
	Requirement

	DMAcc-C-001
	AppID
	Section 5.3
	M
	

	DMAcc-C-002
	ServerID
	Section 5.3
	M
	

	DMAcc-C-003
	AppAddr
	Section 5.3
	M
	

	DMAcc-C-004
	AppAuth
	Section 5.3
	O
	


B.2 SCR for DMAcc Server

None.

Appendix C. Mapping of Device Management parameters
In the below table the Device Management Account Management Object and Device Management Provisioning Content Application characteristic (w7) parameter correspondence is shown.

	DEVICE MANAGEMENT ACCOUNT MANAGEMENT OBJECT
	DM PROVISIONING CONTENT APPLICATION CHARACTERISTIC (w7)

	AppID
	APPID

	ServerID
	PROVIDER-ID

	Name
	NAME

	PrefConRef, if multiple ToConRef/<X>/ConRef
	TO-PROXY

	PrefConRef, if multiple ToConRef/<X>/ConRef
	TO-NAPID

	AppAddr/<X>/Addr
	APPADDR/ADDR

	AppAddr/<X>/AddrType
	APPADDR/ADDRTYPE

	AppAddr/<X>/Port/<X>/PortNbr
	APPADDR/PORT/PORTNBR

	AauthPref
	N/A

	AppAuth/<X>/AAuthLevel
	APPAUTH/AAUTHLEVEL

	AppAuth/<X>/AAuthType
	APPAUTH/AAUTHTYPE

	AppAuth/<X>/AAuthName
	APPAUTH/AAUTHNAME

	AppAuth/<X>/AAuthSecret
	APPAUTH/AAUTHSECRET

	AppAuth/<X>/AAuthData
	APPAUTH/AAUTHDATA


The following diagram shows how information from the provisioning content and the w7 characteristic are mapped to the management tree.
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Requirements for DM client when it converts the w7 APPLICATION characteristic to the management tree:

· DM Client MUST assign a unique name for the <X> (DMAcc Interior node) as specified in Section 5.3.2 in [DMBOOT]. Management server can modify this node name in some subsequent DM session. 

· The DM Client MUST grant Get, Replace and Delete ACL rights to the specified ServerId for the <X> (DMAcc Interior node) as specified in Section 5.3.4 in [DMBOOT].  The provisioning server may modify this ACL to provide broader or narrower access in a subsequent DM session.
The values of each leaf in the DMAcc object is derived from a w7 APPLICATION characteristic as follows:

· AppID – takes the value of the APPLICATION/APPID = w7.

· ServerID – takes the value of APPLICATION/PROVIDER-ID

· Name – takes the value of APPLICATION/NAME

· PrefConRef – client assigned reference to connectoid, e.g. Connectivity MO or connection information maintained outside of the management tree, for example as specified within PXLOGICAL and NAPDEF. 

· ToConRef/<X>/ConRef - client assigned name, MO pointer or may be left empty by the DM client to use connection information maintained outside of the management tree, for example as specified within PXLOGICAL and NAPDEF. 

· AppAddr/<X>/Addr – takes the value of APPLICATION/APPADDR/ADDR

· AppAddr/<X>/AddrType - takes the value of APPLICATION/APPADDR/ADDRTYPE

· AppAddr/<X>/Port/<X>/PortNbr – takes the value of APPLICATION/APPADDR/PORT/PORTNBR

· AppAuth/<X>/AAuthLevel – correspondence to APPLICATION/APPAUTH/AAUTHLEVEL values is as follows:

	w7 APPLICATION/APPAUTH/AAUTHLEVEL
	DMAcc AppAuth/<x>/AAuthLevel

	APPSRV
	CLCRED

	CLIENT
	SRVCRED

	OBEX
	OBEX


· AppAuth/<X>/AAuthType – takes the value of APPLICATION/APPAUTH/AAUTHTYPE

· AppAuth/<X>/AAuthName – takes the value of APPLICATION/APPAUTH/AAUTHNAME

· AppAuth/<X>/AAuthSecret – takes the value of APPLICATION/APPAUTH/AAUTHSECRET

· AppAuth/<X>/AAuthData – takes the value of APPLICATION/APPAUTH/AAUTHDATA
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