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1 Description

Description and Objectives of Work to be Undertaken (including Justification and Use Cases):

While there is an existing mechanism to manage a UICC (i.e. ETSI TS 102 226) via OTA in an interoperable manner in GSM, UMTS and CDMA networks
, there is no universal protocol that allows the same functionality for other types of
 Secure Elements.  A Secure Element could include, but is not limited to, a UICC
, a smart card microcontroller embedded within the mobile terminal, or a smart card microcontroller embedded within removable media (MMC/SD) that could be present in the mobile terminal.  For secure elements, other than UICCs,
 proprietary solutions make it difficult for key players in the eco-system such as Service Operators, Card Associations, Card Issuers and Handset Manufacturers to implement this technology across various platforms and devices..
The scope of the work item excludes the UICC as a manageable entity via the proposed mechanisms as the management of the UICC is already covered by existing standards, therefore the term Secure Element in the rest of the document excludes the UICC.
The planned deliverable for this Work Item is to create a Management Object definition to facilitate the delivery and receipt of APDU (Application Protocol Data Units) commands and responses to and from a mobile terminal incorporating a Secure Element. The primary purpose of APDU commands and responses would be to facilitate the provisioning of an application (code and data) to a Secure Element. The Secure Element in the terms of this work item is an execution environment within a physically secure component that utilizes APDUs which are application level protocol messages as defined in ISO/IEC7816-4. The Management Object provides an interface and set of behavioural guarantees for installing, configuring, managing and removing applications and associated data from a Secure Element located on a mobile device.
The application(s) that are envisaged to be provisioned in this standardized manner are the same applications that are being provisioned to secure elements utilizing a variety of other mechanisms. Example of such applications could be the same applications (payment, loyalty, transit, etc) that are found on credit card sized smart cards and possibly accessed via a contactless component located on the mobile terminal. 
It is expected that the Management Object be used along with the OMA Device Management Enabler, utilizing the layered architecture devised by the Device Management Working Group. 

A direct connection between the Device Management server and the Secure Element for managing applications is out of the scope of this enabler.  Additionally, this Work Item does not cover storing Management Objects on the smart card/secure element. That work is being defined within the OMA Smart Card Enabler, WID 126.  Additionally, the Work Item does not intend to reuse the SCOMO (WID 121) which addresses the management of software components stored on the device as management of applications and data in secure elements introduces different requirements and lifecycle management operations and states than the one defined in the current SCOMO specification. New operations and states include locking, unlocking of applications, extradition of applications to new security domains, management of security domains, card destruction, creation of application instance on cards…
Existing Specifications or Documents Affected:

None
Linked Work Items:

None
Linked Affected OMA Groups and External Fora

OMA Device Management Working Group

OMA Requirements Working Group

OMA Architecture Working Group

OMA Security Working Group (Including OMA Smart Card Technology sub working group)
GlobalPlatform

3GPP

3GPP2

ETSI

Other groups as needed

2 Planned Deliverables

Enabler Release Package:

 FORMCHECKBOX 

Full life-cycle work flow with specifications (RD, AD, TS, etc) and interoperability testing. 

Reference Release Package:

 FORMCHECKBOX 

RD Package – This is not intended to be part of an enabler.

 FORMCHECKBOX 

AD Package (Includes associated RD, if needed) – This is not intended to be part of an enabler.

 FORMCHECKBOX 

White Paper Package – Informative technical document not associated with an enabler.
 FORMCHECKBOX 

Data Description Package (e.g. Schema, MO) – Data description whose definition is not part of an enabler.
 FORMCHECKBOX 

Other – Describe:_______________________________________________________________
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Service Impacts:

The outcome of this Work Item will enhance the Device Management Enabler by allowing smart card application code and smart card application data to be provisioned to a mobile device.  Terminal and server support is required to support this new Management Object.  
The proposed Work Item does not overlap or interfere with the Smart Card Enabler currently being created by the Device Management working group.

Architecture Impacts:

This Work Item will not change the current Architecture for Device Management or other enablers, but will instead leverage the layered architecture model for Device Management by introducing a new Management Object and utilizing the Device Management enablers.
Charging/Billing Impacts:

No new charging / billing impacts will be introduced by this work item.
Security Impacts:

Provisioning of smart card applications and specifically the personalization data will most likely have security considerations. If so the code and data is typically encrypted outside of the transfer mechanism between the Device Management Server and Device. This Work Item will rely on the security model used in the Device Management Enabler specifications to provide an additional level of secure transport of sensitive data.
Privacy Impacts:

Provisioning of smart card applications and specifically the personalization data will most likely have privacy considerations.  This Work Item will rely on the security model as highlighted in the security impacts section above.
IOT Impacts:

IOT testing will be needed to ensure server and client interoperability with the Management Object and required behaviors defined within the Technical Specification.  Test documents will be drafted for testing to occur.
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