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1 Reason for Change

Architectures such as PacketCable, based on the IMS, are planning to use OMA Device Management (OMA DM) for configuration and management of devices. To be effectively used in such environments, one of the requirements is to provide a standardized way to qualify data elements as being associated with users, applications, or a combination of both, on a device. Such a capability is also expected to accelerate the adoption of OMA DM by other IMS-based architectures. This CR suggests one set of modifications to optionally provide this ability in OMA DM. 
The proposed change in this CR is to specify an optional, new, node property for qualifying entities. This impacts the following sections in OMA-TS-DM_TND-V1_2-20070209-A:

- Section 7.1 (Definition)
- Section 7.2 (Supported properties)

- Section 7.5 (Operations on properties)

- Section 8.1 (Requesting a Part of a Management Tree)

It also adds a new subsection 7.7.8 titled "Qualifier" and a new section titled "Qualifier Usage within the ACL property"
The considerations presented are requirements in certain architectures such as PacketCable. If they are not accepted, it may potentially delay or hinder wide-spread adoption of OMA DM. 
2 Impact on Backward Compatibility

The changes presented in this CR are expected to be optional to implement and use. However, node properties are currently considered to be mandatory for DM Servers. If the DM group does not wish to make an exception for this new property, the recommendation is to look at an accompanying CR that presents an optional extension to an existing (ACL) property. 
3 Impact on Other Specifications

None have been identified.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The group is requested to decide one of the two options to provide data element qualifiers, one of which is presented in this document.
6 Detailed Change Proposal

Change 1:  This change adds an additional, optional, node property termed 'Qualifier'. 
7.1 Definition

Properties of nodes are used to provide meta information about the node in question. All properties in this section are run-time properties, e.g. they are available during the lifetime of their associated node. Section 9.4.3 deals with the properties used in the context of device descriptions, which are completely separate from the run-time properties dealt with here.

	Property
	Explanation

	ACL
	Access Control List

	Format
	Specifies how node values should be interpreted

	Name
	The name of the node in the tree

	Size
	Size of the node value in bytes

	Title
	Human readable name

	TStamp
	Time stamp, date and time of last change

	Type
	The MIME type of a leaf node’s value or a URN representing the management object identifier for interior nodes which root a management object sub-tree

	VerNo
	Version number, automatically incremented at each modification

	Qualifier
	Qualification of the node as being associated with a user, application, or both.


Table 2: Run-time properties

It MUST NOT be possible to create new properties in an existing device.

Change 2:  This change adds the node property 'Qualifier' to the list of supporter properties.

7.2 Supported properties

Devices MAY support different sets of properties. Some properties are OPTIONAL for a device to implement, but all are properties, except Qualifier, is REQUIRED for servers. The following table defines property support for devices.

	Property
	Device support

	ACL
	MUST 

	Format
	MUST

	Name
	MUST

	Size
	MAY for leaf nodes
MUST NOT for interior nodes 

	Title
	MAY

	TStamp
	MAY

	Type
	MUST

	VerNo
	MAY

	Qualifier
	MAY


Table 3: Property support for devices

Change 3:  This change adds the node property 'Qualifier' to the section describing allowed operations on properties.
7.5  Operations on properties

The following table defines the allowed operations for each property. An operation on a property is equivalent to an OMA DM command that is performed by a server on the URI of the property.

	Property
	Applicable Commands
	Comment

	ACL
	Get, Replace
	Get and Replace are the only valid commands for ACL manipulation. Note that Replace always replaces the complete ACL.

	Format
	Get
	Automatically updated by Add and Replace commands on the associated node.

	Name
	Get, Replace
	A Replace is equivalent to a rename of the node.

	Size
	Get
	Automatically updated by the device.

	Title
	Get, Replace
	Only updated by server actions or software version changes.

	TStamp
	Get
	Automatically updated by the device.

	Type
	Get
	Automatically updated by Add and Replace commands on the associated leaf node.

	VerNo
	Get
	Automatically updated by the device.

	Qualifier
	Get, Replace
	Only updated by server actions or software version changes. Note that a Replace always replaces the complete Qualifier.


Table 4: Allowed operations on properties

Properties do not support the Add command. All mandatory properties, and those optional properties that a device implements, are automatically created when a new node is created. The values of the newly created node properties are all empty, e.g. <Data/>. However, node properties that have a default value, or are automatically updated by the device, MUST be assigned appropriate values by the device.

Use of an unsupported command on a property will result in an error and the status (405) Command not allowed is returned.

Property values MAY also change for reasons other than direct server operations. For instance, some devices may allow the user to modify the ACL. If this occurs and the device supports the TStamp or VerNo properties, these MUST be updated.

Change 4:  This change adds an additional, optional, node property termed 'Qualifier'. 

7.7.8 
7.7.9 Qualifier

The Qualifier property is used to qualify a node with an entity, specifically users and applications. It follows the same requirements as the ACL property in terms of inheritance and modifications. There is no default value specified for the root node since it is an optional parameter. For a client implementing this parameter, the absence of the property on the root node implies that the root note is not associated with specific users or applications.
7.7.8.2 Qualifier Syntax
The Qualifier syntax contains user qualifiers, application qualifiers, or both. The string MUST be formatted according to the simple grammar shown below:
<optional-qualifier> ::= <user-qualifier> <app-qualifier>

<user-qualifier> ::= &&USERQUAL | &&USERQUAL = <user-list>

<app-qualifier>  ::= &&APPQUAL  | &&APPQUAL  = <app-list>

<user-list>      ::= <user-id>  | <user-id> + <user-list>

<app-list>       ::= <app-id>   | <app-id>  + <app-list>

<user-id>        ::= * | "All printable characters
except ‘=’, ‘&’, ‘*’, ‘+’ or white-space characters."

<app-id>         ::= * | "All printable characters
except ‘=’, ‘&’, ‘*’, ‘+’ or white-space characters."
<Optional-qualifier> can be optionally used to qualify data as belonging to a specific user, application or a combination, i.e., specific apps associated with specific users. <user-qualifier> qualifies the data as belonging to a user entity, and it can be dissociated from any specific user list, wild-carded (i.e., associated with any user) or specify a list of users. <app-qualifier> qualifies the data as belonging to an application entity, and it can be dissociated from any specific application set, wild-carded (i.e., associated with any application), or specify a list of application identifiers. The implementation and usage of qualifiers is optional on the client and the DM Server. If implemented, they can be used by clients to restrict access (if present) by users accessing services, and by DM Servers to validate operations on behalf of specific users or applications (e.g., changes relayed via a User Interface). 
Example (with optional user qualifier):
Add=dmserver.example.com&Delete=dmserver.example.com&Get=*&&USERQUAL=userA@example.com+userB@example.com&&APPQUAL

7.7.8.3 Qualifier Example

Consider the following management tree:
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Figure 2: Example management tree with ACL and Qualifiers

The following statements about this management tree are true:

· A permitted command request (i.e., GET) by an authorized DM Server on ./NodeA/Node1 on behalf of userA@example.com will succeed. 

· A permitted command request (i.e., GET) by an authorized DM Server on ./NodeA/Node1 on behalf of userB@example.com will fail. 

· A permitted command request (e.g., GET, Replace) by an authorized DM Server ./NodeB/Node3/Node5 on behalf of userC@example.com and APP1 will fail.

· A permitted command request (e.g., GET, Replace) by an authorized DM Server ./NodeB/Node3/Node5 on behalf of APP1 will succeed.

Further examples for use of the optional qualifiers follow:

Example 1 (with optional user qualifier):
Add=dmserver.example.com&Delete=dmserver.example.com&Get=*&&USERQUAL=userA@example.com+userB@example.com
In example 2, the ACL includes a user qualifier indicating that the data element is associated with Users, specifically userA@example.com and userB@example.com. It is to be noted that the qualifiers are independent of the command qualifiers, i.e., they are not associated with any specific DM Server or Commands. Further, the absence of Application Qualifier indicates that it is not related to any applications. Refer to Example 3 for the case when a data element is associated with any applications for specific users.

Example 2 (with optional app qualifier):

Add=www.example.com&Delete=www.example.com&Get=*&&APPQUAL=VOIP+XYZ

Example 2 is similar to Example 1, except that it provides an application qualifier instead of a user qualifier. Again, the applications are not associated with specific servers or Commands.

Example 3 (with optional user and app qualifiers):
Add=www.example.com&Delete=www.example.com&Get=*&&USERQUAL=*&&APPQUAL=XYZ+ABC

Example 3 illustrates the case where a data element is associated with specific applications, XYZ and ABC, but is accessible by any user using those applications.

Change 5:  This change adds additional examples using qualifiers for requesting part of a management tree
8.1 Requesting a Part of a Management Tree

The DM server uses the Get command with an attribute in the URI to retrieve the management tree information identified by the attribute in the URI. The client SHOULD send all the requested information and the information of the child nodes to which the DM server has a read access right as specified in the table below. In case this feature is not supported the client SHOULD return status code (406) Optional Feature Not Supported.

The attributes are added to the URI specified in the Item element inside the Get command. The Get command and the URI in it have the following format:

GET <URI>?list=<attribute>

Where the attribute is addressed by appending ?list=<attribute> to the retrieved node’s URI. 

The possible attributes are:  

	Attribute
	Description

	Struct
	The structure of a management tree is returned, without any data.

	StructData
	The structure of the management tree is returned, with the leaf nodes data.

	TNDS
	The returned data is a serialized sub-tree as defined in [DMTNDS].


Table 5: Possible attributes for management tree information retrieval

Additionally, the qualifiers for user and application specified as an extension within the ACL property can be optionally used to further filter the nodes reported.
GET <URI>?list=<attribute>&USER

GET <URI>?list=<attribute>&USER=<user-list>

GET <URI>?list=<attribute>&APP

GET <URI>?list=<attribute>&APP=<app-list>
GET <URI>?list=<attribute>&USER=<user-list>&APP=<app-list>
The interpretation is as follows:
	Qualifier
	Description

	USER
	Only applicable nodes associated with the user entity or a user list are returned

	USER=<user-list>
	Only nodes associated with all of the users in the list are considered; users within user-lists are separated using the character '+'

	APP
	Only nodes associated with the application entity or a application list are considered; applications within app-lists are separated using the character '+'

	APP=<app-list>
	Only nodes associated with all of the applications in the list are considered

	USER=<user-list>

APP=<app-list>
	Only nodes associated with any of the users, or applications in the list are considered


Change 6:   Add a new Section explaining usage of commands with the qualifiers

Editor's note:  Please add the following new section. The suggestion is to place this as Section 8, and renumber the remaining sections. Alternatively, this can be added as a new last section.
X. Qualifier Usage within the ACL property
The extension to qualify nodes, presented within the ACL property can be optionally used within various commands to perform selective operations as well validation of operations. This section explains such usage, and the behavior.
It is to be noted that the use of the optional qualifiers, or their support is not mandatory. If a client does not support the optional qualifiers, it will not understand such qualifiers and return the same error as an erroneous command. If a DM Server does not support the qualifiers, it will not include it in any commands.
X.1 Commands

The qualifiers, if supported, can only be used in the following commands:
· ADD

· COPY

· REPLACE

· GET

The presence of a qualifier implies that a certain command is to be allowed if it can be associated with tha
X.2 Syntax

The qualifiers are included within the URI identifying a specific node.

<URI>?list=<attribute>&USER

<URI>?list=<attribute>&USER=<user-list>

<URI>?list=<attribute>&APP

<URI>?list=<attribute>&APP=<app-list>

<URI>?list=<attribute>&USER=<user-list>&APP=<app-list>
The lists (user-list and app-list) contains identifiers separated using the character '+'. The presence of one or more users or applications indicates association with all the mentioned identifiers.  
X.3 Example Usage
The usage is within the <LocURI> element that represents the node, used within a command operation.

An example is as follows:
         <LocURI>Vendor/Ring_signals/MyOwnSongs?user=userA@example.com</LocURI>

Sample usage of the user qualifier with the Add command.is as follows:
   <Add>
     <CmdID>5</CmdID>
     <Item>
       <Target>
         <LocURI>Vendor/Ring_signals/MyOwnSongs?user=userA@example.com</LocURI>
       </Target>
       <Meta>
         <Format xmlns=’syncml:metinf’>node</Format>
       </Meta>
     </Item>
   </Add>
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