Doc# OMA-DM-2008-0017-CR_UseCases_for_1_3.doc[image: image10.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-2008-0017-CR_UseCases_for_1_3.doc[image: image11.wmf]Device

User

Device Management Server

1. Request Inventory

2. Request Authorisation

4. Send Inventory

5. Download & Install S/W

6. Send Confirmation

3. Issue Authorisation


Change Request



Change Request

	Title:
	Use Cases from DM 1.2 for DM 1.3
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-RD-DM-V1_3-20080115-D

	Submission Date:
	30 JAN 2008

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Clerical

	Source:
	Peter C. Thompson, Qualcomm Inc., pthompso@qualcomm.com

	Replaces:
	n/a


1 Reason for Change

In order to popuate the use cases in the RD for DM 1.3, this CR will import the use cases from the v1.2 RD.
2 Impact on Backward Compatibility

These are the same use cases from v1.2, so backward compatibility is assured.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should agree to this CR and have the use cases put into the RD.
6 Detailed Change Proposal

Change 1:  Import the Use Cases from the 1.2 RD
5. Description of Use Cases (Informative)

The use cases are classified into the following categories:

· Provisioning 

· Configuration Maintenance/Management 

· Software management 

· Fault Detection, Query and Reporting 
· Non-application Software Download 
In the sub-clauses that follow describing the use cases, further flows may be required where they are required to meet functional, security, usability or business needs.  For the sake of clarity these have been omitted.

5.1 Provisioning

5.1.1 New Device Purchase

A new Device (e.g., a handset or PDA) is purchased by a network Subscriber in an authorised retail store and provisioned with parameters. The Device is powered on and store personnel at the retail outlet use a Device Management system to provision the Device with network-specific parameters (e.g. gateway addresses, etc.) that enable delivery of subscribed services, as well as User-specific preferences (e.g. message headers, etc.) as defined by the User.  The Device provisioning can be done via a local or public transport mechanism, e.g. IR, Bluetooth, local, or non-local, wired, or wireless network.  The new Device and all accompanying services are fully operational when the Subscriber leaves the store.

5.1.1.1 Actors and Data Authority

· User/Subscriber.  The User/Subscriber is authorised to define and change the User Preference parameters.

· Network Operator.  The Network Operator is authorised to define and change the Network Parameters.

· Authorised agent of the Network Operator

5.1.1.2 Pre-Conditions

· User is the Subscriber and has purchased a service contract with the Network Operator.

· Authorised agent (e.g. a retail outlet) has a Device Management system for provisioning Devices. 

· Device is capable of interfacing with the Device Management system.

5.1.1.3 Post-Conditions

· Device is provisioned with parameters necessary to obtain the services the User/Subscriber has purchased.

· Device is configured with User-specific parameters as defined by the User.

· Network and service provider end points recognise the device as having authorisation to use the purchased services.

· Device and all purchased services are fully operational.

5.1.1.4 Variations

The user purchases a device in retail market, on power on the device is automatically provisioned over the air.

5.1.1.5 Normal Flow

1. Device is discovered by local Device Management infrastructure.

2. Trusted Relationship is established.

3. Device is queried for Type and Capabilities.

4. Type and Capabilities are transferred.

5. Provisioning data is transferred to Device.

6. Provisioning is confirmed.
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Figure 1 Provisioning of a new purchased Device

If pre-configured Devices are brought in bulk by the operator, it should be possible for the operator to give a simple "Provisioning Content" XML file to the Device manufacturers, so that the Device can be provisioned in factory.

5.1.2 New Enterprise Device Purchase

A new Device (e.g., a handset or PDA) is purchased by an Enterprise Management Authority from a Device vendor.  The Enterprise management system has also obtained Network parameters and software from the Network Operator and uses these with Enterprise specific parameters (as appropriate), Enterprise policy/preferences, Enterprise applications, and Enterprise security credentials to enable Enterprise use of the device.  All this data is then used to create a set-up program for the device. The User receives and powers on the Device.  The User then configures their device using the set-up program created by the Enterprise management authority.  This set-up program can be communicated to the device using a removable media card, wired connection, wireless network etc . The setup program is automatically executed and after a few seconds  the Device is provisioned with WAN Network and all accompanying services/applications are fully operational after setup is complete.

5.1.2.1 Actors 

· User  

· Network Operator Management Authority  

· Enterprise Management Authority  

· Enterprise Administrator

5.1.2.2 Pre-Conditions

· User may be a Subscriber and has purchased a service contract with the Network Operator.

· The Enterprise has a Device Management system. 

· Device is capable of interfacing with the Device Management system.

· The Enterprise Management Authority has programmatic access to the appropriate WAN Network Bearer parameters established by the Network Operator Management Authority.  This may involve partial transfer of Management Authority.

5.1.2.3 Post-Conditions

· Device is provisioned with parameters and applications necessary to connect to the enterprise network and run the installed enterprise applications.

5.1.2.4 Normal Flow

1. Enterprise Administrator creates the contents of a removable media card.

a. Device Mgmt Server (DMS) obtains the Network settings from the Network Operator.

b. DMS obtains Enterprise parameters and applications.

c. DMS writes the appropriate data and instructions to the media card.

2. Enterprise Administrator gives the media card to a User.

3. The User inserts the media card into a Device.

4. The setup runs and the device is appropriately configured.
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Figure 2  New Enterprise Device Purchase

5.1.3 Smartcard based Provisioning

A smartcard is inserted into the Device for the first time.   The smartcard contains pre-configured service parameters that enable access to a Service Provider’s infrastructure and a key that allows to establish a trust connection to the Device Management system.  The User inserts the Smartcard into the Device and the Device is provisioned (with optional user interaction) with parameters from the Smartcard.  Upon use, the Device then establishes a relation to the Service Provider’s management server in the network.

5.1.3.1 Actors and Data Authority

· User/Subscriber

· Service Provider

5.1.3.2 Pre-Conditions

· The User/Subscriber has established a contractual relationship with the Service Provider for service and has obtained a pre-configured smartcard with a key (Issuing aspects of the Smartcard are not within scope of this document).

· The Device is equipped with a Device Management User Agent

· The Device is equipped with an User Agent associated with the pre-configured service, if required (or the Device has the ability to download such a User Agent)

5.1.3.3 Post-Conditions

· The Device is fully provisioned with parameters necessary to allow delivery of the purchased service.

5.1.3.4 Variations

a) Instead of having parameters pre-configured on the smartcard, the card could contain only a key that enables establishment of a trust relationship with the Service Provider’s management server.  Service parameters could then be subsequently provisioned onto the Device by the Service Provider over the air.

b) Instead of purchasing a newSmartcard with a Device, a Subscriber could purchase a service from a Service Provider and have their existing smartcard configured with parameters or keys by an entity with Management Authority of the smartcard.

5.1.3.5 Normal Flow

1. The User inserts the smartcard into the Device.

2. If applicable (parts of) provisioning data is transferred from the smartcard to the Device.

3. With the key on the smartcard a trusted connection is established between the Device and the Device Management server. 

4. The Device Management server queries the Device for actual configuration.
5. The Device responses to the query.
6. The relevant provisioning data is downloaded towards the Device.

7. The Transfer of the Provisioning data is confirmed.

5.1.3.6 Alternative Flow

As described in variation a) the trusted relationship can be established without prior transfer of provisioning data from the smartcard to the Device (omission of step 2).

 SHAPE  \* MERGEFORMAT 



Figure 3  Smartcard based Provisioning including a partial transfer of provisioning data (Normal Flow)
5.1.4 Bootstrap Provisioning for used Devices

A Subscriber acquires a Device outside the operator's normal sales lines, e.g. second-hand. An inappropriate configuration in this case is very likely. The only connection to the operator is the Smartcard, where applicable. The Subscriber's first time use of the Device is detected automatically by the operator's infrastructure.

Alternatively the Subscriber asks explicitly for a configuration parameter set, e.g. by Customer care call or an abbreviated dialling request. The characteristics of the Device (e.g., Device capabilities, resident applications, configuration parameters) are determined and transmitted to the operator's management server. The appropriate provisioning parameters are transferred to the Device; optionally after a confirmation by the Subscriber. In addition User-specific preferences are defined by the User.

Difference to the use case in section 5.1.3 is that here already inserted configuration data has to be overridden; the Device is not in a 'fresh' state, but might be highly mis-configured, so standard values do not necessarily apply.

5.1.4.1 Actors and Data Authority

· Subscriber: The Subscriber has decided to connect to a particular Network Operator.

· User : The User is authorised to define and change the User Preference Parameter. 

· Network Operator:  The selected Network Operator is authorised to define and change the Network Configuration Data.

5.1.4.2 Pre-Conditions

· The Subscriber has purchased a service contract with the Network Operator.

· Device  is capable of interfacing with the Device Management system.

5.1.4.3 Post-Conditions

· Device  is provisioned with parameters necessary to obtain the services the User/Subscriber has purchased.

· Device is configured with User-specific parameters as defined by the User.

· Device and all purchased services are fully operational.

5.1.4.4 Normal Flow

1. User inserts smartcard (where applicable)

2. Radio Network detects a new combination of Subscriber (e.g. IMSI) and Device (e.g. IMEI).

3. Establishment of trusted relationship between Device and Device Management Server.

4. Management server queries the Device for its capabilities

5. Device responses to the request

6. Appropriate configuration is transferred by the Device Management Server.

7. The provisioning of the Device is confirmed.

5.1.4.5 Alternative Flow

The Device Management data transfer is triggered by the User. In this case step 2 is replaced by the User's request.
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Figure 4  Provisioning for used Devices including network detection (Normal Flow) 
5.1.5 Subscriber provisioning through the PC

A new Device is purchased by the User via the Internet from a Device vendor.  The User receives the Device from the vendor. 

To provision the Device the User places the new Device in proximity to their PC. The PC Agent discovers the Device. The User is prompted to ask if they wish to provision the Device, after an affirmation of consent the PC Agent connects to the Network Management Authority.

The User is then presented with options on the PC UI and is stepped through the process of provisioning the Device via a secure Network connection. The User selects to configure network settings, add additional prepaid minutes and selects the game service.  The User enters their personal and credit card information and confirms the transaction.  Upon completion of a credential check the Network Management Authority provisions the device via the PC Agent.

5.1.5.1 Actors 

· User  

· Network Operator Management Authority  

· PC Agent

5.1.5.2 Pre-Conditions

· User may be a Subscriber and has purchased a service contract with the Network Operator.

· PC Agent is capable of interfacing with the Network Management Authority.

· PC Agent is capable of interfacing with the Device.

· PC Agent has obtained mechanism to access the Network Management Authority.

· PC Agent is present on the PC.

· Device is capable of interfacing with the Network Management Authority (variation 1).

· User has obtained mechanism to access and log into Network Management Authority website (variation 1).

5.1.5.3 Post-Conditions

· The Device has network connectivity.

· The Subscriber has more prepaid minutes on their account.

· The appropriate applications are installed and server side service provisioning is complete.

5.1.5.4 Variations

1. The Device provisioning can be performed via an OTA mechanism between the Network Management Authority and the Device.

2. The User while sitting in front of their computer places the Device in proximity of the PC.  The PC Agent discovers the Device and interrogates the Device for the number of available service minutes. If the service minutes are below a preconfigured limit the PC Agent prompts the User if they wish to top up the number of service minutes.

5.1.5.5 Normal Flow
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Figure 5  Provisioning via Computer Agent

5.1.5.6 Variation 1 Flow
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Figure 6  Provisioning via OTA

5.1.5.7 Variation 2 Flow
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Figure 7  Low prepaid detection

5.2 Configuration Maintenance/Management

5.2.1 Remote Configuration initiated by the management server

An operator changes its platform infrastructure for a data service, e.g. the IP-address of  WAP gateway changes. Manual configuration of the new parameters by the Subscriber with assistance of Customer care is a lengthy and cumbersome procedure. Either the attempt to access the operator's infrastructure with the old parameter set triggers the transfer of the new parameter set, or all affected Devices are identified and automatically updated over the air, regardless of the actual usage of the service.

The management server receives the parameters for the client Device to be updated. The management server determines the Device information in order to potentially customise the configuration. The management server sends the configuration information to the Device. The Device stores the data in the configuration context associated with the management server without any User interaction and reports the status as requested by the management server. Optionally an User confirmation may be requested. The Device interacts with the User. If the User confirms the operation, the Device stores the data in the configuration context associated with the management server.

5.2.1.1 Actors and Data Authority

· User: User-specific preferences are not altered 

· Management Authority:  The Management Authority is authorised  to define and change the Configuration Data

5.2.1.2 Pre-Conditions

· Configuration Data has/will become obsolete.

· Device is capable of interfacing with the Device Management system.

5.2.1.3 Post-Conditions

· Device is provisioned with effective parameters necessary to conserve/improve the services the User/Subscriber has purchased.

· Device is configured with User-specific parameters as previously defined by the User.

· Device and all purchased services are fully operational.

5.2.1.4 Variations

· A Enterprise Management Authority changes a Device policy setting.  Using the Enterprise Device Management system the administrator deploys the policy change to all Devices.  The next time the Users connect to the corporate network, the new policy is applied.

· A Customer experiencing problems with their handset calls customer care.  While the call is still active, the customer care agent is able to read:
-  the Device information;
-  other available Device settings, including as a minimum those described in section 6.10;
-  the application inventory.
The agent detects a fault in the settings and resets the incorrect parameters remotely via the management server.

· The Network Operator reads the Device settings listed in the above bullet outside of the context of a customer care call, as part of pro-actively solving problems.

· A new service is to be enabled for legacy Devices.  This may require a new APN to be configured in the handset, a new bookmark to be added etc. 

Remarks: High volume remote configuration of Devices should be possible in a short time period, so the interruption/duplication of a service is short. In order to avoid User confusion in this case the configuration affirmation should be abandoned.   

5.2.1.5 Normal Flow

1. Detection of Device with obsolete configuration settings, e.g. by addressing wrong URL or IP-address. Alternatively query for the Device settings actively, e.g. triggered by customer care call.

2. Establishment of trusted relationship between Device and Device Management Server. 

3. Management servers queries the Device for actual configuration.

4. The Device responses to that query.

5. The effective configuration data is transferred to the Device.

6. The update of the configuration data is confirmed. 

5.2.1.6 Alternative Flow

· If settings should be overwritten unconditionally, the transfer of old configuration in the Device can be omitted (step 3 and 4). 
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Figure 8  Remote Configuration by management server (Normal Flow).

The Device Query (step 3) and the corresponding transfer of capabilities/configuration (step 4) could be omitted if the wrong configuration is detected in the network or if the configuration is distributed to a mass of Devices unconditionally

5.3 Software management

5.3.1 Software upgrade/update/installation initiated by the management server/User: 

The management server requests the software/hardware inventory of the Device. The Device returns appropriate inventory data to the management server (with optional User interaction). The management server analyses the data, and initiates the transfer of the required software. The Device receives and installs the software using the mechanisms that are applicable to that type of software. Upon completion, the Device reports the status to the management server as requested by the management server. Software may be transferred as an upgrade package that is not in itself the complete software component being updated. Software updated in this way may be indistinguishable from software updated in its entirety.

5.3.1.1 Actors and Data Authority

· Provider: The Service/Content Provider assigns what application software should be installed by default on a specific Device type. The provider is authorised to define and change the default software on a Device type.

· User authorises request from the Management Server.

5.3.1.2 Pre-Conditions

· Installed software (or SW versions) on a Device is incorrect or incomplete or non-existent or is to have added functionality applied or is to be enhanced for security or performance reasons.

· Device is capable of interfacing with the Device Management system.

· Security constraints imposed by Device Management Server and any Device Client are met.

5.3.1.3 Post-Conditions

· All software and/or software updates target at the device have been delivered and installed.

· Device and all purchased services are fully operational.

5.3.1.4 Variations

· The servers request (inventory) is replaced by an User request (directly or indirectly via a web service for example). Furthermore the User may request additional software over the default software installation. The portfolio of these additional software is authorized by the provider.

· The service/content provider may suggest updates and/or additional software. User acceptance would lead to device query and download of update.

· The management server may be able to trigger the remote execution of the application securely, i.e. after authentication of the management server and with assured integrity of the executed code.

Remark: The management server shall be able to stop the execution of an application intended to be upgraded.

5.3.1.5  Normal Flow (for initialisation by the server)

1. The Device Management Server issues a request to the Device for an inventory of installed software

2. The Device issues a request to the User for authorization to send a response to the Device Management Server containing an inventory of installed software and authorization to install upgrades

3. Upon confirmation by the User, the Device sends the response to the Device Management Server

4. The Device Management Server initiates software download, installation, and execution

5. The Device sends a confirmation back to the Device Management Server


Figure 9    Software Upgrade/Update
5.4 Fault Detection, Query and Reporting

5.4.1 Helpdesk problem determination

A Subscriber calls the operator’s customer care facility or corporate help desk complaining that their Device is reporting an error, or a service is failing to work.  The corporate help desk or operator’s Customer care server Help Desk agent can query the Device to determine key information, e.g.:

· Device type

· Serial number

· Operating system version

· Capabilities

· Installed applications

· Connectivity/application configuration

· Event/performance logs 

Based upon this information, the Help Desk agent may be able to determine the cause of the issue, and take Device Management actions that resolve it.

5.4.1.1 Actors and Data Authority

· Subscriber (User or Corporate Customer): A Corporate Customer may be able to specify aspects of the configuration and issue resolution procedures for its Devices. 

· Device: The Device protects its configuration from unauthorized access.

· Management Authority: The Management Authority can access the Device configuration, and change it.

5.4.1.2 Pre-Conditions

· Devices support Device Management queries and actions from the management server.

· The Network Operator has a Device Management server supporting Device Management queries and actions.

5.4.1.3 Post-Conditions

N/A

5.4.1.4 Normal Flow

1. User calls Customer Care

2. Customer Care sends query to Device

3. Device reports its configuration information to the Customer Care server

4. Customer Care sends request to User for authorisation to download application to Device

5. User grants authorisation

6. Customer Care downloads application to device, installs and executes it

7. Device sends acknowledgement to Customer Care server
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Figure 10    Fault Detection, Query, and Reporting

5.5 Non-application Software Download 

Non-application software download is the process of delivering new executable code to a device to modify its operation or performance. 

Examples of non-application software include but are not limited to device operating system, drivers, radio software and firmware. While the following Use Case is intended to be generic it should be noted that the software being updated may have its own requirements and that these requirements may be outside the scope of OMA. What is being described here is the need for the ability to update non-application software and provide a means to do so. We are not defining the elements but a mechanism to update them.

5.5.1 Bug Fixes for Operational Improvement

5.5.1.1 Short Description

The increased complexity of Devices has increased the likelihood for device recalls due to software.  There is a strong business case for over-the-air software download to correct software deficiencies including non-applications software.  The manufacturer is responsible for developing software for correcting “bugs” in their software and for seeking approval from the appropriate regulatory agency for every software version to be installed and executed on any wireless hardware device.

5.5.1.2 Actors and Data Authority

· User/Subscriber: The end User may request a download of software to fix “bugs” in non-application software.

· Network Operator/Service Provider: The Network Operator/Service Provider may initiate software download to correct “bugs” in the software.

5.5.1.3 Pre-Conditions

· Manufacturer:  Must include  non-application software reconfiguration capabilities in the design of the device.

· User/Subscriber:  Must initially configure Device to accept software download for  non-application software reconfiguration.

· Network Operator/Service Provide:  Works with the manufacturer to identify and solve deficiencies in non-applications software.

5.5.1.4 Post-Conditions

· Mobile device has corrected operational non-applications software 

5.5.1.5 Variations

· The download may be accomplished either over-the-air or by other mechanisms (e.g., service technician at a kiosk).

· Either the Network Operator/Service Provider or the User/ Subscriber may initiate this action.

5.5.1.6 Normal Call Flow

1. Operator Management authority installs corrected software in server.

2. Software is downloaded to the device using a standardized protocol.  This protocol includes device discovery, capability exchange, authentication, authorization and security and other software download functions.

3. The User is notified of changed software.
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