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1 Reason for Change

Consider the following use-case: DM session is using HMAC authentication, sending credentials for each message within the session. During that session the server changes the username or secret (using a Replace command targeted at the value of AAuthName or AAuthSecret leaf respectively).
It is obvious that new sessions will use the new password, however it should be clarified that subsequent messages within the same session are expected NOT to use the new password, even though a GET command (if supported) on the changed leaf following the Replace command is expected to return the new value of that leaf.

This behaviour is consistent with an old (May 2003) DM discussion thread titled: “[DM] Interaction between Password and Credential calculation”.

This CR proposes text to clarify this case in order to avoid misinterpretation.
R01 provides additional background information, as requested in a conference call. The background information is provided in the zip file as a separate document for information.
Note that the proposed change is not a new functionality, but simply clears up some ambiguity in the DM security specification and is meant to be applied to the DM 1.2 specification as a bug fix (the upcoming DM 1.2.1).
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG to agree this proposal.

6 Detailed Change Proposal

Change 1:  Clarify the section about HMAC 
5.4.3 How the HMAC is specified in the OMA DM message

The HMAC itself MUST be transported along with the original OMA DM message. This is achieved by inserting the HMAC into a transport header called x-syncml-hmac.  This technique works identically on HTTP, WAP, and OBEX.  The HMAC is calculated initially by the sender using the entire message body, either in binary form (WBXML) or text form (XML).  The receiver applies the same technique to the incoming message.

….

After the HMAC is computed by the receiver (if it was present), the supplied HMAC and the computed HMAC can be compared in order to establish the authenticity of the sender, and also the integrity of the message.  If the HMAC was expected (e.g. if a challenge for it had been issued) and either it or the userid are not supplied in the correct transport header, then an authentication failure results (as if they had been supplied, and were incorrect).
If the value of the username or secret is changed during a session (e.g. when the AAuthName or AAuthSecret element in [DMSTDOBJ] is replaced), then the existing (pre-change) value of the secret MUST be used for subsequent messages during this session, while the new (post-change) value of secret MUST only be used for subsequent sessions. A Get command (if supported) for the changed leaf node MUST return the new (post-change) value in response to a Get, even during the same session. i.e., Get/Replace will appear to work as expected, but MUST NOT affect the current session's credential or integrity calculations.
Once the HMAC technique is used, it MUST be used for all subsequent messages until the end of the OMA DM session. The Status code sent back for the SyncHdr MUST be 200 to indicate authenticated for this message.  In addition, the NextNonce element MUST be sent and used for the next HMAC credential check.  Failure to meet these requirements MUST result in a termination of the session.
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