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At SA3 #55 SA3 has studied and decided upon a security solution for how to provide secure push messages for ANDSF.

Background on Access Network Selection and Discovery Function (ANDSF)
The ANDSF contains data management and control functionality necessary to provide network discovery and selection assistance data as per operators' policy. The ANDSF shall respond to UE requests for access network discovery information and may be able to initiate data transfer to the UE, based on network triggers.
There are two types of information provided by the ANDSF, i.e. the inter-system mobility policy and the access network discovery. In Rel-8, the ANDSF server is always positioned in the home operator network. In Rel-9, the roaming scenario is also considered and an ANDSF server in the visited network, denoted V-ANDSF, can provide information alongside the homer operator ANDSF server, denoted H-ANDSF.
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Figure 4.8.1.1-1: Non-Roaming Architecture for Access Network Discovery Support Functions
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Figure 4.8.1.1-2: Roaming Architecture for Access Network Discovery Support Functions
SA3 is aware that both push and pull messages are supported for ANDSF and that OMA DM will be used as a carrier of the ANDSF information both for push and pull messages.
Security for ANDSF
In the Access Network and Discovery Function (ANDSF) protocol, the UE sends location information and possibly its identity over the S14 interface used between the UE and the ANDSF server. Revealing this information, and the reply message from ANDSF, which might contain the access policies, to an attacker can have many negative consequences. As a consequence, SA3 has in TS33.402 specified that a UE and an ANDSF server shall mutually authenticate each other using GBA based shared keys and use PSK-TLS to protect ANDSF (i.e. OMA DM) messages. However, as a PSK-TLS session only can be UE initiated, this solution does not provide a full solution for push messages.
It is the understanding of SA3 that CT1 has specified a solution for push messages in Rel-8. In the solution the ANDSF server triggers the UE to initiate a pull session, by sending a SMS. The following is an extract from 24.302-v810 section 6.8.2.2.2

"The GAA security solution specified in 3GPP TS 33.402 [15] does not specify a push message or security support for any push message that ANDSF could send to the UE to initiate ANDSF information exchange with the UE. If a TLS connection is released, it can only be re-established by the UE, not by ANDSF.

The UE shall implement the push moded of ANDSF in accordance with OMA-ERELD-DM-V1_2 [39] using WAP Push, which is applicable for 3GPP access networks only. In the push procedure, the ANDSF sends a notification SMS to the UE without establishing a data connection with the UE. The reception of the notification SMS message triggers the UE to establish the ANDSF secure data connection using the information received in the notification SMS."

However, since there is no possibility to securely authenticate the triggering SMS, such a solution opens up a possibility for Distributed Denial of Service (DDoS) attack.
To avoid this possible attack, SA3 has decided to introduce GBA Push, as specified in 3GPP TS 33.223, to protect ANDSF push messages in Rel-9 as a secure alternative to SMS based solution. In this solution, GBA push is used to establish a security association between the UE and ANDSF server and to trigger the UE to set up the PSK-TLS tunnel to the ANDSF server. The PSK-TLS tunnel can be used for both ANDSF pull and push messages. This solution would apply also to roaming scenarios.

SA3 recommends the use of GBA Push over the SMS based solution in Rel-9. 
It is the understanding of SA3 that, as part of the enabler release 1.3, the OMA DM group
· is working on using GBA Push to bootstrap a shared secret between the OMA DM server and a UE for bootstrapping purposes.
· is considering the introduction of PSK-TLS

SA3 would be interested to learn more on the status of this work, and in particular ask whether the following related issues are being addressed as part of this work:

· Secure bootstrap of a UE by the V-ANDSF (OMA DM) server in a VPLMN

· Usage of GBA and/or GBA PUSH for establishing the necessary keys for PSK-TLS
To: CT1 group.

ACTION: 
SA3 kindly asks CT1 to take the above comments into account. It is also proposed that for Rel-9 CT1 include the above solution for ANDSF push messages with a note recommending the use of GBA Push over the SMS based solution.
To: OMA DM group.

ACTION: 
SA3 kindly asks OMA DM to answer the following questions:

· What is the current status of the introduction of GBA Push as a profile for OMA DM.
· Is it expected that the work on OMA DM 1.3 will be finalized in the time frame of 3GPP Rel-9?
Dates of Next TSG-SA WG3 Meetings:

3GPP SA3#56

06 - 10 Jul 2009  
North America, Seattle

3GPP SA3#57

16 – 20 Nov 2009 
Ireland, Dublin
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