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1 Reason for Contribution

Mobile Payment is technology highly progressed recently and it requires strict security in Device, Server and Network which links them.

Mobile Payment’s General Process starts at Device to Server through Network and returns from Server to Device through Network again. Therefore, about explaining security issue in each section, especially in situation when Payment should be acted at Mobile Device, it is reasonable to emphasize importance of Mobile Payment. The biggest security issue in NFC is loss of Device. Cris Silva, Analyst of Altimeter Group, said “Customer’s barrier of adapting to NFC is loss of Device.” Likewise, it is so obvious that security about device application is very important, so security standard also should be ready and analyze exhaustively. 

Therefore, it is necessary to prevent risk that can be occurred in future through the standard establish about security of device on each section.

2 Summary of Contribution

Many of existing Mobile payment process model transfers information of mobile phone as it is, therefore many problems can be caused.

To solve these problems, this contributed document suggests an alternative how prevent these risk factors and proposes as a new work item.
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<Standard process for mobile payment in case of device application>

1 Scanning of encoded card information
· Scan encoded card information saved in smart phone from POS terminal.
· At this time, information transferred to POS terminal is part of information which needs key value.
2 Inquiry of necessary key value.
· Request an input key value on smart phone to make complete information.
3 Input of key value.
· Transmit to POS terminal after user feed information to smart phone.
4 Transmission of payment information and dual card information
· Transmit paired information (dual card information) and payment information to Mobile PG as user sends a key value.
5 Request check encoded information
· PG server requests whether encoded information is true or not to DB
6 Check key value
· DB server checks whether key value corresponds to existing card information.
· Transmit checked information to PG again, if error occurs, process as a Fail.
7 Transmit payment result
· PG server transmits the result to POS as per approval.
8 Transmit payment result
· As transmit payment result to user, complete of security can be achieved.
3 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

4 Recommendation

I want to get an agreement of WG, before propose this contributed document as a new work item of DM-SC WA.
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