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M2M in the Telecom Network: The target for LvM2M Devices
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Introduction

LwM2M is recommended Device
Management and Service Enablement due to
benefits such as:

Increased bandwidth efficiency based on
COAP bandwidth optimization

Transport-agnostic design that supports
UDP, TCP, SMS

Developer toolkit for application
development

DTLS-based security based on CoAP (IETF)

Low power client foot print designed for
battery constrained devices

End to end security using IETF OSCORE

BW efficient

Secure &

Billing and
Usage

Application

Device
management &
Service Enablement

LwM2M server

Objects
Interfaces Stack
* Bootstrapping « Efficient payload
* Registration * CoAP protocol
* Object/resource access » DTLS security
 Reporting * TCP or UDP or SMS bearer
* NIDD
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Strengths of LwM2M

LwM2M can be used for both data plane (data reporting and devices actuations) and device
management.

« LwM2Mis a standard defined by OMA

« Adequate for both fixed and mobile devices

« Adequate for both data plane and device management

« Made for constrained devices (e.g < 20 kB RAM)

« Adequate for low powered battery devices thanks to low client footprint

* Minimizes bandwidth thanks to optimized bandwidth consumption, by definition of COAP
(COAP is a simplified HTTP; COAP header = 4bytes)

« Simple, stateless protocol

* Crosses FW and NAT systems thanks to support of COAP/UDP and COAP/TCP

« offers security by design ; COAP over UDP or TCP relies on DTLS or TLS respectively

* Provides opportunities for e2e security
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LwM2M: Core functionalities

Boot-
strapping

Device
Conf

Data
Reporting

Firmware
Update

Control Diagnostics
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Bootstrap

Liwe 128
Lw k2 Bootstrap
Client Sridier
POST /bs? Ep=node34141
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2.04 Changed
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Delete /[
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(Security Object Instance)
PUT f1/0
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{Server Object Instance)
PUT f2/0
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Past /bs
+

™

OMQ SpecWorks

For a Connected LWeorid



Device Configuration

L wivi2 M LwM2M '—":‘:"'I’!"‘"Et"“ LVWM2ZM
Client Server e Server
-

POST /2
POST/rd?ep=example-client
N — >
Regh traticn </1/1></1 /2> </2 /0= 2 1> </3 /0> </4/0> 2.01 Created Location: /2/3
-
2.01 Created Location: /rd/Sa3f
POST /2
-
POST/rd/5a317? lt=600000
Jpdae frdf - 2.01 Created Location: /2/4
>
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DELETE /23
-
DELETE frd/5a3f 2.02 Deleted
De-regster P .
2.02 Deleted
*
OMQ SpecWorks

For a Connected LWeorid



Start/
Res=0

Firmmware
Update
Failed
[Res ==8]

Firmware Update

URI Resolution Failed [Res =6 || Res==7 || Res == 9]

IDLE

Wiite to Package URI

Assettion(Res >= 0 && Res<=3)
= State = 0

Write to Package

Update Integrity
Successful Check
[Res==1] Failed

[Res ==5]

L

Download failed
[Res >= 2 && Res <=4]

-
DOWNLOADING l

State =1

Integrity Check Failed
[Res ==5]

Assettion(Res »= 0 &% Res<=9) J

\

Download
Finished

™

Empty string is written to
the Packet resource or
to the Package URI resource

Executable Resource Update is tliggerr,Ld.

{ Initiate Firmware Update

{ UPDATING |

DOWNLOADED }

State =3
Reg=0

Firmware Update Failed [Res = 8] _

State = 2

Asserion(Resss || Res == 8) J
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Diagnostics

e Power sources and its values of the LwM2M
Device
* Battery level of the LwM2M Device . GET 41012 Observe Token 1234 Observe
. 2 05 Content Message 1D 23 Token® 1234
 Memory status of the LwM2M Device a2 g

SUppOrted blnd|ng modes of the LwWM2M Natity E.I.'.I':':-Cmtentl'x-'less:-?e ID: 65 Taken: 1234
Device

Notify 2. 05 Contant Mesaage ID: 81 Token: 1234
T6

* \Version of hardware/software of the LwM2M
DeVi ce Reset Meaaage 1081 Cancel

Observation

rs

e Capabilities of the LwM2M Device
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Connection Management

* Mapping of necessary Cellular and Wi-Fi technologies

* Managing basic parameters needed for those technologies
functioning like APN, WEP keys etc.,

* Adding relevant parameters for bearer selection for cellular
connectivity

 Security is covered by DTLS and relevant section provide
multiple details
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Control

LW M2
LW!'LI'IZ'I.I'I Server
Client
POST /rd?ep=node1 2345

* Ability to setup access 51 0QSE S 145678
control on Objects for 201 Creste Looston: e Sa e e

After ACK_TIMEQUT wath { and Obseration Setting

Va riOUS LWIVIZM Server no messages, the Client

goes Offline

The Server queues

¢ Wa ke up the LWMZM iﬁ&"ﬁ.ﬁﬂﬁﬁ”& the E:T;:inugf-.f:rmg
Device using SMS

POST Mix/8 During Client Offline,

* Reboot the LwM2M e T ] ot e
H make Client Online wia
DeV|Ce POST irdiSadf

5M35
Client sends Update —I:
Operations wia UDP

e Disable the LwM2M (Prefemea Sincing
Device for a specified time - }

204 Changed

GET /1/2

e Ask the LwM2M Device to
perform registration {

Sands the queued
Operations

The Server queues the
Operations during Client
Client Offline { but Offline
reachab le by SMS) (
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Data Reporting

LWMZM
Cliant

Maotify

Maotify

LWh2M
Server
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92
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Cancel
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Lock & Wipe

Lwhi2M
[ ":'If""z” | Bootstrap
lent 5
Delete/
3 Server
Initiated
L PUT /O/1 Bootstrap
[Security Object Instance)
PUT/1/0
<
\Server Object Instance)
’ PUT/2/0
[ACL Object Instance)
Post/ bs
e




LwM?2M Security

Types of credential Security paths LwM2M Security abilities
procedures supported e DTLS * Initial keys can be
* Certificates e SMS replaced during bootstrap
. ] procedure

Pre-shared key * DTLS over SMS * Multiple servers could be
* Public Raw Key e OSCORE

added with different
e PKl deployments credentials

* Provide security in every
path
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LwM2M security — contd.

- D 4 N

Security Bootstrap LwM2M
Keys Server Serverl

A 4

re-
provisioned

First
Contact

Provisioning after
First confact

Factor
Provisioped

Using Provisioned
Credential 1

Using Provisioned
Credential 2
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LwM2M v1.0 features

e Simple resource model with the core set of objects and resources defined in this
specification. The full list of registered objects can be found at [OMNA].

e Operations for creation, update, deletion, and retrieval of resources.
* Asynchronous notifications of resource changes.

e Support for several serialization formats, namely TLV, JSON, Plain Text and binary
data formats and the core set of LightweightM2M Objects.

 UDP and SMS transport support.

 Communication security based on the DTLS protocol supporting different types of
credentials.
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LwM2M v1.0 features contd..

* Queue Mode offers functionality for a LwM2M Client to inform the LwM2M
Server that it may be disconnected for an extended period of time and also when
it becomes reachable again.

e Support for use of multiple LwM2M Servers.

* Provisioning of security credentials and access control lists by a dedicated
LwM2M bootstrap-server.
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LwM2M v1.1 features

* Improved support for Public Key Infrastructure (PKI) deployments.

* Introduction of enhanced registration sequence mechanisms by the LwM2M Client to
LwM2M Server(s).

» Support for LwM2M over TCP/TLS to better support firewall and NAT traversal.

e Support for application layer security for LwM2M based on OSCORE

* Better support of LwM2M over Low Power WANSs, including 3GPP CloT & LoRaWAN.
* Extended LwWM2M commands to enable Resource Instance level access.

* Performance improvement for retrieving and updating Resources of multiple objects.

e Support for JSON using SenML with CBOR serialization for compressed payload with
highly efficient transmission.
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Enhanced Registration Sequence
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Security & additions to v1.1

on-Device

(no Sec)

Smaricard

LwM2M
CoAP
OSCORE
DTLS TLS
LoRa
SMS || SMS || UDPI||TCP WAN CloT
UDP SMS CloT on-Device on- TCP
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Support of LPWAN — 3GPP CloT

UE C-SG <

SCEF
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S >

%
s

QQE

PtP IP Tunnel for non-IP
Data
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< IP Data
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SMsc/
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LwM2M
CoAP
OSCORE

DTLS
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on-Device {(no Sec) Smartcard
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Support of LPWAN — LoRAWAN

LwM2M
Endpoint

Endpoint

Enﬁ::int

@

Endpoint

Endpoint

Gateway

Gateway

Gateway

IP

Network
Server

o OMQ SpecWorks
For a Connected Lorid



Objects from OMASpecWorks

LwM2M Security
LwM2M Server

LwM2M Access Control
Device

Connectivity Monitoring
Firmware Update
Location

Connectivity Statistics

Cellular Connectivity
APN Connection Profile
WLAN Connectivity
Bearer Selection

Communication
Characteristics

Non-Access Stratum (NAS)
Configuration

LwM2M OSCORE

Lock and Wipe
DevCapMgmt
Portfolio

LwM2M Software
Management

LwM2M Software
Component

BinaryAppDataContainer
Event Log
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Objects registered OMASpecWorks

Power Control
Light Control

Accelerometer

Magnetometer

Barometer .
Altitude .
Load .
Pressure o
Loudness °

Gyrometer .

Refer OMNA for full list -
http://www.openmobilealliance.org/wp/OMNA/LwM2M/LwM2MRegistry.html

Addressable Text Display .
Multiple Axis Joystick .
Multi-state selector .

Dimmer .

poweruplLog
radiolLinkFailureEvent
cellBlacklistEvent
NeighborCellMeasurements
ServingCellMeasurement
PagingDRX
txPowerBackOffEvent
SipRegistrationEvent
sipSubscriptionEvent
VolteCallEvent
volteCallStateChangeEvent
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Comparing Equivalent Standards in mobile space

Areas

OMA-DM 1.x

LwM2M v1.1

Device Management

Established and stable

Growing

Firmware Updates

Partial Standardized

Partial Standardized and expanding

Scalability

Targeting bigger devices

Wide Range feasible

Use in Constrained Devices

No

yes

loT enablement

Bigger devices feasible but data model needs
evolution

Data Model evolved for loT enablement and is
expanding

Active Standardization members

None

Stable with additional standards working on top

Service Enablement

Limited to Telecom Features

Expanding into other loT/verticals

Service level standardization - NA - IRTF T2TRG actively collaborating to expand
semantic interoperability on top of LwM2M
(OCF, W3C WoaoT, Fairhair Alliance

Supporting Standardization Groups GSMA, 3GPP GSMA, IPSO (assimilated into OMA), IETF, IRTF,

OpenAlS, oneM2M and expanding..
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Status with Industry & market

» ARM » AVSystems » AT&T
» Friendly Technologies » CISCO » KDDI
» Gemalto » Microsoft Azure > Itron
» Netcomm Wireless » Ericsson » Orange
» Qualcomm » Huawei » Softbank
» Sequans » loTerop » TMobile
» Sierra Wireless » Nokia » \erizon
» Ublox » Software AG » Vodafone
» Smith Micro
» Zatar

Note : A large number of small and medium companies across the globe is working on LwM2M implementations
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