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1. Scope

This whitepaper will provide best practices on the creation of Management Objects (MO) and Application Characteristics (ACs). This whitepaper will also provide information on how to work with OMA on the registration of names and identifiers of MOs and ACs.
2. References
	[DM1.2]
	OMA-ERP-DM-V1_2_0-20050628-C

	[CP]
	OMA-ERP-CP-V1_1-20050428-C

	[DM1.1.2]
	OMA-ERP-DM-V1_1_2-20041116-A

	[ConnMO]
	Connectivity Manegement Object, Version 1.0, Open Mobile Alliance™, OMA-DM-ConnMO-V1_0, URL:http://www.openmobilealliance.org/

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Term 1
	Definition

	Term 2
	Definition

	
	


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	MO
	Management Object

	AC
	Application Characteristic

	DM
	Device Management

	CP
	Client Provisioning


4. Introduction

This whitepaper was created to document the best practices for creation of new Management Objects (MO) and Application Characteristics (AC). In addition to the best practices, this whitepaper will give some guidance of the processes and structures associated to the MOs and ACs, as well as the object registration process in OMA.

OMA DM specifications define the syntax and semantics of the OMA DM protocol, as well as the syntax for MOs. OMA CP specifications define the syntax for ACs. It is worth noting that the usefulness of ACs and MOs would be limited if different devices required different data formats and displayed different behaviours.
The creation of MOs and ACs allows Management Authorities to configure and update many settings in a device. To avoid the situation where each mobile terminal vendor defines a specialized and non-standard arrangement for managing device parameters, this specification tries to present some guidance on the process of creating Management Objects and Application Characteristics to permit the standardized representation of device parameters in mobile terminals.
5. Which to create?  AC or MO or both?

5.1 AC Creation


ACs are understood by the OMA Client Provisioning (CP) enabler. ACs are useful for when you do not need to read the settings later on.

5.2 MO Creation

MOs allow a device to present the configuration of the device in a standardized way, allowing a server to be able to retrieve and managet the configuration of a device (the parameters included in the MO).
5.2.1 Introduction to Management Objects

Management Objects are the entities that can be manipulated by management actions carried over the OMA DM protocol. A Management Object can represent information as small as an integer or as large and complex as a background picture, screen saver or security certificate. The OMA DM protocol is neutral about the contents of the Management Objects and treats the node values as opaque data.

5.2.2 MO General Recommendations

Management Objects are processed by the Device Management enabler, and are useful for devices with DM Clients. MOs can be used for initial settings, as with ACs, and additionally, MOs can be used for a server to be able to proceed with later management of the existing device settings.
For creating a MO for an enabler that requires the use of Generic Alert, the DM version to be used MUST be OMA DM 1.2 [DM1.2] or higher. For all other MOs, the DM version to be used MUST be OMA DM 1.1.2 [DM1.1.2] or higher.
For ease of server access, a version node SHOULD be included in the MO. Especially in cases where the MO is likely to change.

5.2.3 Conversion from AC to MO

Do not simply copy the format and data. For example, there is no need to include the AC’s AppID.  Since this information will be included in the MO Type.
The conversion from AC to MO is a good time to reorganize the data (i.e. ACs do have nesting capability, although it is rarely taken advantage of).

Make sure that the data in the AC will not conflict with the MO – this will be a cause of concern during deployment.

Determine what data will be useful for writing only, and what data will be useful for read/write.  Try to segregate write-only from read-write data.
5.3 AC and MO Creation


One should create both an AC and an MO when you wish to deal with parameters that will reside on devices where it is unclear if the device will have DM, CP or DM and CP.

When sending both an AC and a MO, the decision of which information to use will be left to the implementation, therefore Management Authorities and developers should make sure that the information included in both AC and MO is not contradictory.  

6. AC Creation

Determine which data is desired to be provisioned in a remote device.

Organize the data in a nested fashion, as to make reading of the data easier.

Do try to make the node names readable and understandable.  Shorten the names only when absolutely needed.
7. MO Creation


7.1 Content Guidance.

When creating a MO there are some fields that are recommended.

· Parameters to be used by an application on the device, but that may be changed by the Management Authority.

· Date or Version of the data

· Information of when the data was last set (this will allow the management authority and the device to know which ones are the most updated parameters).

· Connectivity parameters.

· Connectivity parameters should reuse, if possible, other already existing Connectivity MOs that may be on the device. This means that in order to allow more than one application the use of the same connectivity parameters (for example in case of using the same server), the MO should point, as an example, to existing instances of [ConnMO].
· QoS Parameters

· These parameters are typically bearer specific. The MO should reference already existing bearer specific QoS parameters that are specified by Connectivity MO [ConnMO]. If insufficient, the additional information specific QoS parameters may have to be specified as well.
· Proprietary Extensions:

· All MO should have a sub-node allowing a vendor to include any proprietary sub-nodes in order to include any vendor specific information. The name of this node is typically “Ext”.
7.2 Definition and description of management objects

OMA DM Management Objects are defined using the OMA DM Device Description Framework [DMTND], or DDF. The use of this description framework produces detailed information about the device in question. However, due to the high level of detail in these descriptions, they are sometimes hard for humans to digest and it can be a time consuming task to get an overview of a particular object’s structure.

In order to make it easier to quickly get an overview of how a Management Object is organized and its intended use, a simplified graphical notation in the shape of a block diagram is used in this document. Even though the notation is graphical, it still uses some printable characters, e.g. to denote the number of occurrences of a node. These are mainly borrowed from the syntax of DTDs for XML. The characters and their meaning are defined in the following table.

	Character 
	Meaning

	+ 
	one or many occurrences 

	* 
	zero or more occurrences 

	? 
	zero or one occurrences 


If none of these characters is used, then the default occurrence is exactly once. 

There is one more feature of the DDF that needs to have a corresponding graphical notation, the un-named block. These are blocks that act as placeholders in the description and are instantiated with information when the nodes are used at run-time. Un-named blocks in the description are represented by a lower case character in italics, e.g. x. 

Each block in the graphical notation corresponds to a described node, and the text is the name of the node. If a block contains an x, it means that the name is not known in the description and that it will be assigned at run-time. The names of all ancestral nodes are used to construct the URI for each node in the management object. It is not possible to see the actual parameters, or data, stored in the nodes by looking at the graphical notation of a management object. 

For a further introduction to this graphical notation, please refer to [DMStdObj].

7.3 Access Type Guidance
When deciding upon access type guidance, the recommendation from OMA DM is as a GENERAL RULE to grant only get access type on the standardized MOs, except in some special cases, where higher access type may be required.

Granting only GET access type on the standardized MOs does not restrict an implementation to give more access type, since the standard MO only specifies the MINIMUM access type required.  If there is a requirement for other types of access, such as EXEC, then they will need to be specified as well.
In case of security information, such as User and Password, this sub nodes SHALL NOT have get access type.
8. OMA Registration

9. AC Registration
[Describe the OMA registration process]

[TBD – depends on the OPS committee]

9.1 MO Registration

When registering a MO, there are certain parameters that will be needed:

· Verbose name (for human readability).
· Short name (for computers).

· Version.

· Owner (OMA, 3GPP, 3GPP2, etc).

· The formal Management Object Identifier (that is, the “type”) as a URI or MIME content type.
· A formal reference to the publicly available specification that defines the management object; this should include a URL if the specification is available on the web.

· Reference to the service consuming the MO (optional).

· Descriptive file (the MO).

[Describe the OMA registration process]

[TBD – depends on the OPS committee]
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