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1 Reason for Contribution

There are several Problem Reports against the CP 1.1 enabler (https://jserver.opengroup.org/OMAPR/) as shown below:

	PR#
	CP Version
	State
	Resolution
	Description
	Keywords
	Severity

	0002 
	CP 1.1 
	UNDER INVESTIGATION 
	No Resolution Given 
	Incomplete testing of smartcard bootstrap can result in incorrect data being bootstrapped 
	Bootstrap, smartcard, EF_Bootstrap, EF_Config1, EF_Config2 
	1 

	0003 
	CP 1.1 
	NEW 
	No Resolution Given 
	Token codes for APPREF and TO-APPREF are missing from the specification. 
	token code, APPREF, TO-APPREF, attribute name 
	2 

	0004 
	CP 1.1 
	NEW 
	No Resolution Given 
	ProvSC 6.2 does not explain localization of CommonObjectAttributes.label 
	ProvSC 
	1 

	0005 
	CP 1.1 
	NEW 
	No Resolution Given 
	Statements in ProvSC Sec 8.1 & 8.2.4 require CHV1 be validated every time ME is powered-up. 
	ProvSC CHV PIN 
	1 

	0006 
	CP 1.1 
	NEW 
	No Resolution Given 
	ProvSC incompletely explains essential conditions for practical use incl SIM removal and exchange. 
	ProvSC SIM 
	1 

	0007 
	CP 1.1 
	NEW 
	No Resolution Given 
	ProvSC doesn't explain the procedures for handling revised "bootstrap" data updated on the SIM OTA 
	ProvSC bootstrap OTA 
	1 


The aim of this contribution is to provide an overview of the issues, an individual analysis of each problem and (if needed) an appropriate solution.

2 Summary of Contribution

For PR’s #2 to #7, and from a ProvSC perspective, the present contribution provides:

· Analysis

· Conclusions

· Solutions (where applicable)

3 Detailed Proposal

PR # 2:  “Incomplete testing of smartcard bootstrap can result in incorrect data being bootstrapped”

	Problem Report Number 
	0002

	Resolution Investigation by 
	IOP Resolution Investigation

	State 
	UNDER INVESTIGATION

	Resolution 
	No Resolution Given

	Raised 
	2008-02-21 15:48GMT

	Updated 
	2008-02-27 00:15GMT

	CP Version 
	CP 1.1

	Test Document 
	OMA-ETS-ClientProvisioning-v1_1-20050722-A

	Specification 
	OMA-WAP-ProvSC-V1_1-20040428-C

	Linked Problem Reports 
	DM, PR#50

	Problem Description 
	Incomplete testing of smartcard bootstrap can result in incorrect data 
being bootstrapped

	Problem Statement 
	The smartcard test does not check to see if the proper priority is 
maintained between the various bootstrap files on the smartcard. The 
ordering needs to be EF_Bootstrap, then EF_Config1 and then EF_Config2. 

The test procedure needs to ensure that if conflicting information is 
contained in the files that the conflicting information is discarded.

	Keywords 
	Bootstrap, smartcard, EF_Bootstrap, EF_Config1, EF_Config2

	Severity 
	1


Analysis: This PR was derived from DM PR#50, and submitted after Montreal Test Fest (January 2008). 
As a reference, CP 1.1 ETS contains the following Conformance tests:

· User Agent Behavior, that verifies if client:

i. ClientProvisioning-1.1-con-001: Ignores a redundant characteristic

ii. ClientProvisioning-1.1-con-002: Ignores a redundant parameter

iii. ClientProvisioning-1.1-con-003: Is able to ignore unknown characteristic

iv. ClientProvisioning-1.1-con-004: Is able to ignore unknown parameter
v. ClientProvisioning-1.1-con-005: Is able to ignore parameter(s) with unknown value(s)
vi. ClientProvisioning-1.1-con-006: Applies priority/conflict resolution to multi-definitions of Physical proxy
vii. ClientProvisioning-1.1-con-007: Applies priority/conflict resolution to multi-definitions of Logical proxy
viii. ClientProvisioning-1.1-con-008: Discards redundant NAP definitions
ix. ClientProvisioning-1.1-con-009: Ignores a NAP defined for a non supported bearer
x. ClientProvisioning-1.1-con-010: Ignores a Physical proxy defined without a valid NAP
Also, CP 1.1 ETS also contains the following Interoperability tests:

· Bootstrap – Initial connectivity information, OTA, verifies that:
i. ClientProvisioning-1.1-int-001a: Server and client are able to communicate mandatory initial connectivity information (network access points and proxies) using NETWPIN authentication.
ii. ClientProvisioning-1.1-int-001b: Server and client are able to communicate the mandatory initial connectivity information (network access points and proxies) using USERPIN authentication.
iii. ClientProvisioning-1.1-int-001c: Server and client are able to communicate the mandatory initial connectivity information (network access points and proxies) using USERNETWPIN authentication.
iv. ClientProvisioning-1.1-int-001d: Server and client are able to communicate the mandatory initial connectivity information (network access points and proxies) using USERPINMAC authentication.
· Bootstrap – Application settings, OTA, verifies that:
i. ClientProvisioning-1.1-int-002: Server and client can communicate application settings (e.g. MMS).
· Bootstrap – Multiple application settings in one configuration context, OTA, verifies that:
i. ClientProvisioning-1.1-int-003: Server and client can communicate multiple (2+) application settings (e.g. Browser, MMS, Email, DM, DS) inside one configuration context.
· Bootstrap – Multiple configuration contexts, OTA, verifies that:
i. ClientProvisioning-1.1-int-004: Server and client can communicate multiple configuration contexts

· Privileged configuration context, OTA, verifies that:
i. ClientProvisioning-1.1-int-005: Client can support privileged configuration context discarding new incoming configuration contexts when the provisioning document only allows one.

· Bootstrap, Smart Card, verifies that:
i. ClientProvisioning-1.1-int-006: Client can use connectivity / application information pre-stored within smart card

· Modification of a configuration context, Smart Card, verifies that:
i. ClientProvisioning-1.1-int-007: Client can modify connectivity / application information pre-stored within smart card in Config1 and Config2 files


Finally, ETS also includes 4 reference configuration messages:

· UAB tests doc.xml

· CP_Prov_doc_1.xml

· CP_Prov_doc_2.xml

· Bootstrap_zero.xml

During 2008, a presentation made to IOP MEC (OMA-IOP-MEC-2008-0083-INP_DM12_PR50_supporting_slides) showed the different scenarios that are relevant when using the different files defined in ProvSC (i.e. EF_Bootstrap, EF_Config1, and EF_Config2). The following image was borrowed from slide #4:
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As it can be seen, there are many possible combinations of the provisioning files although just a few are relevant for minimizing the testing efforts. In the ETS, Test ClientProvisioning-1.1-int-006 does not clearly identify which combination of provisioning files has to be used for the pre-conditions and the test procedure. 

Conclusions: The CP 1.1 ETS does not currently contain suitable pre-conditions and test procedures to address PR#2.

Solution: It is proposed to update the latest CP 1.1 ETS in order to include the different smartcard provisioning files as part of the test ClientProvisioning-1.1-int-006, and address Test Case scenario 27. Proposal involves:

A) Patching existing ClientProvisioning-1.1-int-006 test as proposed here below:


	Test Case Id
	ClientProvisioning-1.1-int-006

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to ensure that the client can use of the connectivity and application information that is pre-stored within a single file in the smart card.

	Specification Reference
	[PROVBOOT] Chapters 4
[PROVUAB] Chapter 5.1
[PROVSC] Chapters 5.1

[PROVCONT] Chapters 4.6.8 and 4.6.15

	SCR Reference
	PROVSC-ICC-001

PROVSC-C-001

ProvBoot-B-C-001

ProvBoot-B-C-008

ProvCont-CC-C-001
	ProvCont-CC-C-002

ProvCont-CC-C-004

ProvCont-CC-C-006

ProvCont-CC-C-015

ProvCont-CC-C-001

	Preconditions
	· A Client Provisioning client to be configured
· 3 smart cards with different provisioning content in each of them:
1. Bootstrap_zero.xml in EF_bootstrap for card A
2. CP_Prov_doc_1.xml in EF_config1 for card B
3. CP_Prov_doc_2.xml in EF_config2 for card C
· The Client Provisioning client doesn’t have existing bootstrap context.

	Test Procedure
	1. Insert a smart card to the mobile terminal.    
2. Select to configure the terminal from the Smart Card if necessary.
3. On the client, select to save the initial configuration context read from the Smart Card on the client if necessary.
4. Check that the connectivity information is saved in the client.
5. Check that the client can use the configuration context correctly.
6. Reset hanset to its initial state and repeat steps 1 to 5 for the other two smart cards

	Pass-Criteria
	1. The client is able to save the bootstrap configuration correctly from any smart card provisioning file.
2. The client received the configuration context correctly.


B) Add a new test that covers scenario 27 as shown in the analysis section:

	Test Case Id
	ClientProvisioning-1.1-int-006a

	Test Object
	Client and Server device

	Test Case Description
	Purpose of this verification is to ensure that the client can use of the connectivity and application information that is pre-stored within smart card, using all the provisioning files.

	Specification Reference
	[PROVBOOT] Chapters 4
[PROVUAB] Chapter 5.1
[PROVSC] Chapters 5.1

[PROVCONT] Chapters 4.6.8 and 4.6.15

	SCR Reference
	PROVSC-ICC-001

PROVSC-C-001

ProvBoot-B-C-001

ProvBoot-B-C-008

ProvCont-CC-C-001
	ProvCont-CC-C-002

ProvCont-CC-C-004

ProvCont-CC-C-006

ProvCont-CC-C-015

ProvCont-CC-C-001

	Preconditions
	· A Client Provisioning client to be configured
· A smart card with provisioning content in all its files:
1. Bootstrap_zero.xml in EF_bootstrap
2. CP_Prov_doc_1.xml in EF_config1
3. CP_Prov_doc_2.xml in EF_config2
· The Client Provisioning client doesn’t have existing bootstrap context.

	Test Procedure
	1. Insert a smart card to the mobile terminal.    
2. Select to configure the terminal from the Smart Card if necessary.
3. On the client, select to save the initial configuration context read from the Smart Card on the client if necessary.
4. Check that the connectivity information is saved in the client.
5. Check that the client can use the configuration context correctly.

	Pass-Criteria
	1. The client is able to save the bootstrap configuration correctly from the smart card.
2. The client received the configuration context correctly.


PR # 3:  “Token codes for APPREF and TO-APPREF are missing from the specification”

	Problem Report Number 
	0003

	State 
	NEW

	Resolution 
	No Resolution Given

	Raised 
	2008-03-18 12:04GMT

	CP Version 
	CP 1.1

	Specification 
	OMA-WAP-ProvCont-v1_1-20050428-C

	Location in Spec 
	7.2.3

	Problem Description 
	Token codes for APPREF and TO-APPREF are missing from the specification.

	Problem Statement 
	OMA-DM-2004-0211R01-CR_AC.doc was agreed in a conference 
call on September 21st 2004. The change request defines a token code 3C 
for APPREF and a token code 3D TO-APPREF attribute name. However, these 
are not found from the candidate specification. Some vendors are using 
these token codes and others do not know about them. This causes 
interoperability problems.

	Keywords 
	token code, APPREF, TO-APPREF, attribute name

	Severity 
	2


Analysis: The token codes definitions are not related to ProvSC.

Conclusions: While these tokens need to be defined they do not affect the smartcard functionality.

Solution: No action to be performed on ProvSC but in ProvCont.

PR # 4:  “ProvSC 6.2 does not explain localization of CommonObjectAttributes.label”

	Problem Report Number 
	0004

	State 
	NEW

	Resolution 
	No Resolution Given

	Raised 
	2008-12-09 19:52GMT

	CP Version 
	CP 1.1

	Specification 
	OMA-WAP-ProvSC-V1_1-20040428-C

	Location in Spec 
	Sec 6.2 in the latest spec. However the PR system does not allow 
reference to the current versions of the CP specifications.

	Problem Description 
	ProvSC 6.2 does not explain localization of CommonObjectAttributes.label

	Problem Statement 
	ProvSC 6.2 says that ME can display the CommonObjectAttributes.label to 
the user but does not explain how that information is internationalized 
and how it can be localized into the operating language of the ME. The 
ME will often be operating in a language different from that of the SIM.

	Keywords 
	ProvSC

	Severity 
	1


Analysis: The PKCS#15 specification defines different types of objects, and also specific ASN.1 types (as CommonObjectAttributes, and Path), but the use of specific fields as .label are subject to the type of object they refer to. The .label is optional unless it is for a certificate object, in which case it must be used. For the provisioning objects: EF_bootstrap, EF_config1, and EF_config2, the .label value is optional.

With regards to the "localization" of the CommonObjectAttributes.label, it is explained along with the rest of the structures in Chapter 6 of PKCS#15.

Conclusions: There might be some ambiguity in section 6 that could be corrected by a bug fix to ProvSC

Solution: Apply the following changes to ProvSC

A) Append a sentence to the 1st bullet of section 6.2:


The EF (DODF-prov) MUST contain information on provisioning objects:

· Readable label describing the provisioning document (CommonObjectAttributes.label). The ME could display this label to the user. This is optional unless it refers to a certificate object.
PR # 5:  “Statements in ProvSC Sec 8.1 & 8.2.4 require CHV1 be validated every time ME is powered-up”

	Problem Report Number 
	0005

	State 
	NEW

	Resolution 
	No Resolution Given

	Raised 
	2008-12-09 20:56GMT

	CP Version 
	CP 1.1

	Specification 
	OMA-WAP-ProvSC-V1_1-20040428-C

	Location in Spec 
	ProvSC Secs. 8.1 & 8.2.4

	Problem Description 
	Statements in ProvSC Sec 8.1 & 8.2.4 require CHV1 be validated every 
time ME is powered-up.

	Problem Statement 
	Since credentials stored in the provisioning documents in the SIM are 
considered sensitive and should not be disclosed without 
authorization, and because no other means to protect provisioning data 
from unauthorized disclosure is specified, use of the "private" label 
is highly likely. 

However, ProvSC Secs. 8.1 & 8.2.4 require CHV1 be validated every time 
ME is powered-up in the case that either the "private" or "modifiable" 
flag is set. This is an unacceptable requirement that will lead to 
user frustration and cannot be implemented as specified. 

	Keywords 
	ProvSC CHV PIN

	Severity 
	1


Analysis: The fields "private" and "modifiable" are both acceptable values, and they depend on the management authority strategy. We should not provide any weight of one over the other. The request of the PIN is a normal procedure when PIN is activated on the smartcard, and end-users usually type their PIN code as the first step before using any resource of a given device. If the PIN code is not needed, the optional values "private" and "modifiable" can also be omitted and then no CHV1 will be requested.
Conclusions: Close the Problem Report with no action to be done
Solution: Not needed.

PR # 6:  “ProvSC incompletely explains essential conditions for practical use incl SIM removal and exchange”

	Problem Report Number 
	0006

	State 
	NEW

	Resolution 
	No Resolution Given

	Raised 
	2008-12-09 21:25GMT

	CP Version 
	CP 1.1

	Specification 
	OMA-WAP-ProvSC-V1_1-20040428-C

	Location in Spec 
	Various

	Problem Description 
	ProvSC incompletely explains essential conditions for practical use 
incl SIM removal and exchange.

	Problem Statement 
	The does not describe the expected device behaviour under the 
following situations which could lead to inconsistent results and IOP 
testing issues among different implementations: 

What happens if a SIM is removed from the device? 
What happens if multiple SIMs are inserted that contain bootstrap info? 
How is operator-switching managed? Are the old operator's settings 
still on the device when the new operator's SIM is inserted? 
What happens when provisioning fails? 

These conditions must either be explained or left explicitly up to 
implementation (which would likely lead to interoperability problems).

	Keywords 
	ProvSC SIM

	Severity 
	1


Analysis: There is no explicit indication to address smartcard removal or exchange. The case of multiple-SIM’s is not part of the Specification and was never considered within the scope of CP 1.1; due to this, the operator switching is also not addressed either. Nevertheless, the simple case of operator switching (i.e. SIM exchange) could be described.

An additional topic for consideration is how to know if the failure came from the device (i.e. memory failure)? In those cases it should be up to the device to restart the provisioning process.

Conclusions: Expected behavior to enable interoperability should be defined.

Solution: Patches proposed for ProvSC are:


Section 5.2.1 (“Generic Behaviour”) ( Append the following sentences to the chapter:

· When the smartcard is removed from the ME, all the data provisioned from the smartcard MUST be removed.
· If a failure occurs in the ME during processing of valid data provisioned from the smartcard, the whole provisioning process must not be compromised. For that purpose, the ME MUST re-start the provisioning once it has recovered from the failure.
PR # 7:  “ProvSC doesn't explain the procedures for handling revised "bootstrap" data updated on the SIM OTA”

	Problem Report Number 
	0007

	State 
	NEW

	Resolution 
	No Resolution Given

	Raised 
	2008-12-09 21:34GMT

	CP Version 
	CP 1.1

	Specification 
	OMA-WAP-ProvSC-V1_1-20040428-C

	Problem Description 
	ProvSC doesn't explain the procedures for handling 
revised "bootstrap" data updated on the SIM OTA

	Problem Statement 
	The ProvSC specification does not explain what procedures the ME must 
use to reconcile revised "bootstrap" file contents with previously 
applied bootstrap data. 

It further does not explain what procedures are to be used if 
the "bootstrap" file is removed or cleared OTA after "bootstrap" file 
contents had previously been applied. 

	Keywords 
	ProvSC bootstrap OTA

	Severity 
	1


Analysis: Bootstrap data can be updated for backup and portability purposes. Config1 and Config2 provide different access levels but their intention is to complement the Bootstrap file. The device that is "reset", for example, should bootstrap again from the smartcard, although there is no explicit mention for this in ProvSC. 
Conclusions: If the conformance criteria defined in the latest ETS is also applied to provisioning data from a smartcard, it would be difficult not to conclude the way the client has to process the information.

Solution: Consider the conformance criteria defined in the latest ETS to include the smartcard case, and evaluate if the changes proposed for solution of PR#6 are enough to address this problem too.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To review, discuss and agree on the conclusions and solutions presented through this contribution. 
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