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Reason for Change

This CR proposes remove EAP related parameters from ConnMO WLAN TS.
Impact on Backward Compatibility

none
Impact on Other Specifications

A new DDF template will be required if these changes are agreed.
Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

Recommendation

The DM Working Group should review and apply the proposed change to the next revision of ConnMO WLAN TS. 
Change 1:  Detailed Change Proposal

Change 2:  Remove the EAP subtree (parameters listed below) from section 5.4 of the latest draft of ConnMO WLAN TS.
	WLAN/EAP
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	node
	Get



EAP interior node defines parameters for EAP authentication methods. Not all security methods use all of these settings. There can be multiple sets of EAP settings. The priority of the various EAP methods is implementation-specific.

	WLAN/EAP/<x>
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrMore
	node
	Get



This interior node distinguishes different EAP methods.

	WLAN/EAP/<x>/METHOD-TYPE
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	int
	Get



The EAP Type [WPA] specifies the EAP method type of the actual method. The integer value space for EAP method types is defined in [RFC3748] and represents both standard and extended type spaces. The value of this node represents the Method Type field [RFC3748] §5.7. The specific allocated values are registered with IANA [IANA-EAPTYPE]. Values used here MUST be from the IANA registry.

	
	


	
	


	
	


	
	


	
	


	
	


	
	


	
	


	
	


	WLAN/EAP/<x>/VENDOR-ID
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	int
	Get



The EAP Vendor ID specifies the SMI Network Management Private Enterprise Code of the Vendor of the actual method. The integer value space for EAP Vendor ID is defined in [RFC3748] §5.7. The specific allocated values are registered with IANA [IANA-EAPTYPE]. Values used here MUST be from the IANA registry.

	WLAN/EAP/<x>/VENDOR-TYPE
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	int
	Get



The EAP Vendor Type specifies the vendor specific method type. The integer value space for EAP Vendor Type and selected preassigned values are defined in [RFC3748] §5.7.

	WLAN/EAP/<x>/USER-IDENTITY
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	chr
	Get



The ID-RESPONSE parameter specifies the user’s identity [RFC3748]. If this is not specified then the type itself decides what is sent as the username. For example, a terminal authenticating using EAP-TLS might use the username from the user’s certificate. As a further example, some implementations might choose to ask the user directly during authentication. The format of the parameter is ASCII and maximum length 255 characters.

	WLAN/EAP/<x>/NAI
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	chr
	Get



The NAI parameter specifies the override realm that is sent, for example, in the EAP Identity/Response packet [RFC3748]. The complete identity response is of the form: “USER-IDENTITY-value@NAI-value” [RFC4282].

	WLAN/EAP/<x>/PASSWORD
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	chr
	No Get



PASSWORD is the password that is used in EAP Authentication. The format of the parameter is ASCII and maximum length 255 characters.

	WLAN/EAP/<x>/USE-PRIVACY
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	bool
	Get



If USE-PRIVACY is true, then privacy methods may be used in authentication. If false or missing, privacy methods are not permitted. Anonymous NAIwould be used for EAP-TTLS. Other EAP methods may implement other privacy modes such as pseudonyms.

	WLAN/EAP/<x>/ENCAPS
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	int
	Get



Certain EAP methods can run other methods encapsulated in a secure tunnel. The ENCAPS [RFC3748] parameter specifies for which encapsulating EAP method the settings in this set are associated. The value space is defined in [RFC3748] and actual EAP method types are registered with in the EAP number registry [IANA-EAPTYPE]. 

	WLAN/EAP/<x>/VFY-SERVER-REALM
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	chr
	Get



VFY-SERVER-REALM, if not null, specifies an implementation-specific string that is matched against the fully qualified domain name of the server. How this is done is implementation specific. If this node is omitted or null, server realm is not checked.

	WLAN/EAP/<x>/PMKSA-CACHE-TTL
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	int
	Get



PMKSA-CACHE-TTL, [WLAN] §5.9.5, specifies the maximum time (as an integer number of minutes) the PMKSA should remain in the client cache before it is assumed stale. This parameter is meaningful only when SEC MODE is WPA2.

	WLAN/EAP/<x>/CERT
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	node
	Get



For those EAP types that use certificates, the required user certificates are specified in the EAP/…/CERT subtree. 

	WLAN/EAP/<x>/CERT/<x>
Status
	Occurrence
	Format
	Access


	Required
	ZeroOrMore
	node
	Get



This interior node distinguishes different certificates.

	WLAN/EAP/<x>/CERT/<x>/ISSUER
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	chr
	Get



ISSUER is the Distinguished Name of the certificate’s issuer in human readable ASCII form (for example “/C=US/O=Some organization/CN=Some common name”). [RFC3280] §4.1.2.4.

	WLAN/EAP/<x>/CERT/<x>/SER-NUM
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	b64
	Get



This specifies the serial number of the certificate. [RFC3280] §4.1.2.2.
	WLAN/EAP/<x>/CERT/<x>/SUBJECT
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	chr
	Get



SUBJECT specifies the Distinguished Name of the certificate’s subject in human readable ASCII form (for example, “/C=US/O=Some organization/CN=Some common name”). [RFC3280] §4.1.2.6.

	WLAN/EAP/<x>/CERT/<x>/SUBJECT-ALT-NAME
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	chr
	Get



SUBJECT-ALT-NAME specifies the NAI included in the subject alt-name field in RFC822 format. [RFC3280] §4.2.1.7.

	WLAN/EAP/<x>/CERT/<x>/SUBJECT-KEY-ID
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	b64
	Get



SUBJECT-KEY-ID specifies the subject key identifier of a certificate. [RFC3280] §4.2.1.2. The subject key id MUST be Base64 encoded.

	WLAN/EAP/<x>/CERT/<x>/SIGNATURE
Status
	Occurrence
	Format
	Access


	Optional
	ZeroOrOne
	chr
	Get



SIGNATURE specifies the digital signature of the certificate.
[RFC3280] §4.1.1.3. The value SHALL be an ASCII string of hexadecimal digits. For any hexadecimal digits in the range “a” through “f”, the case of letters is not significant and either upper or lower case letters MAY be used.
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