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1 Reason for Change

ConnMO_WLAN can have two nodes that store WPA-PSK data.  This CR proposes to unify them. 

If a ConnMO_WLAN accidentally provisions both of those two nodes (WPA-PSK-ASCII and WPA-PSK-HEX) at the same time, it is therefore unclear which format the device should use   This CR intends to avoid this possible ambiguity and improve the robustness of the specification.    
Scope of this change is limited to the following sections,
· 5.3 Graphical Representation
(Informative)
· 5.4 Node descriptions
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

There is no impact on other specifications.  
Note, however, that the corresponding DDF template, “OMA-SUP-MO_ConnMO_WLAN-V1_0-20061212-D.ddf”, is to be modified.  
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.
5 Recommendation

The DM working group is kindly asked to review and agree the detailed proposal described below.
6 Detailed Change Proposal

Change 1:  Remove the nodes of WPA-PSK-ASCII and WPA-PSK-HEX
Remove the following description of WPA-PSK-ASCII and WPA-PSK-HEX from section 5.4 of the latest draft of ConnMO_WLAN TS.  
5.4 Node descriptions
WLAN/WPA-PSK-ASCII
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	Chr
	Get


The WPA-PSK-ASCII [WPA] parameter is used to deliver the ASCII form pre-shared key. Clients supporting this parameter MUST be capable of receiving key values between 8 and 63 characters in length. Note: This node is meaningful only if SECMODE value is WPA-PERSONAL or WPA2-PERSONAL.

WLAN/WPA-PSK-HEX
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	Chr
	Get


The WPA-PERSONAL-HEX [WPA] parameter is used to deliver the hexadecimal form pre-shared key. Clients supporting this parameter MUST be capable of accepting 256-bit key values which are 64 hexadecimal digits long. The key SHALL be an ASCII string of hexadecimal digits. For any hexadecimal digits in the range “a” through “f”, the case of letters is not significant and either upper or lower case letters MAY be used. Note: This node is meaningful only if SEC-MODE value is WPA-PSK or WPA2‑PSK.

And eliminate the corresponding nodes from the Figure 1. in section 5.3.  
5.3 Graphical Representation
(Informative)
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Change 2:  Add the subtree of WPA-PSK
Add the following description of WPA-PSK subtree in section 5.4 of the latest draft of ConnMO_WLAN TS.  
5.4 Node descriptions
WLAN/WPA-PSK
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	Node
	Get


This interior node groups together the parameters of WPA-PSK.  
Note: This node and its subtree are meaningful only if SEC-MODE value is WPA-PSK or WPA2‑PSK.  
WLAN/WPA-PSK/KEY-TYPE-HEX
	Status
	Occurrence
	Format
	Access

	Required
	ZeroOrOne
	Bool
	Get


The KEY-TYPE-HEX parameter indicates whether the following PSK DATA is provided as an ASCII string or as a hexadecimal digit sequence.  

Possible values are indicated in the table below:
	Value
	Description of PSK Data Type

	False or absent
	The PSK data is an ASCII string.  

	True
	The PSK data is a hexadecimal digit sequence.  


Table 1: KEY-TYPE-HEX — PSK Data Type

WLAN/WPA-PSK/DATA
	Status
	Occurrence
	Format
	Access

	Required
	One
	chr
	Get


The DATA parameter is used to deliver the PSK data.  
In the WPA-PSK mode, the following two forms are defined as a Pre-Shared Key:

· The first is an ASCII string.  It is a passphrase for generating the key used for pre-shared key authentication.  A WLAN device receiving the passphrase generates the 256bit key (from the passphrase and the SSID string) with the hash algorithm defined in IEEE802.11i. 
· The second is a hexadecimal digit sequence.  In this case, a user can specify the 256bit key directly in the form of 64 hex characters.  (See [WPA] for more detail.)
When the KEY-TYPE-HEX value is False or absent, the DATA value SHALL be an ASCII string of between 8 and 63 characters in length.  When the KEY-TYPE-HEX value is True, it SHALL be a 256bit key of 64 hex characters.  For any hexadecimal digits in the range “a” through “f”, the case of letters is not significant and either upper or lower case letters MAY be used.
And add the following subtree to the Figure 1. in section 5.3.  
5.3 Graphical Representation
(Informative)
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