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1. Scope

1.1 Connectivity Object – EAP

This document defines EAP specific parameters that are used together with the standardized connectivity management object [CONNMO] in order to have a complete standardized EAP management object for WLANand other bearers in the OMA DM management tree.

While this EAP object is optional for any OMA DM implementation, their widespread use will simplify the management of basic EAP parameters in mobile devices.

The object is defined using the OMA DM Device Description Framework [DMTND]. The object has standardized points of extension to permit implementation-specific parameters to accompany the standardized parameters. This added flexibility is intended to encourage the use of the standardized object while not unnecessarily restricting individual vendor innovations.
2. References

2.1 Normative References

	[CONNMO]
	Standardized Connectivity Management Objects, Version 1.0
OMA-TS-DM-ConnMO-V1.0, URL:http://www.openmobilealliance.org 

	[DMTND]
	Device Management Tree and Description, Version 1.2, Open Mobile Alliance™, OMA-TS-DM-DMTND-V1_2, URL:http://www.openmobilealliance.org 

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.3, Open Mobile Alliance™, OMA-IOP-Process-V1_3, URL:http://www.openmobilealliance.org 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[IANA-EAPTYPE]
	Extensible Authentication Protocol (EAP) Registry
URL: http://www.iana.org/assignments/eap-numbers

	[WPA]
	Wi-Fi Protected Access (WPA) Version 3.1. Wi-Fi Alliance, August 2004,
URL: http://www.wi-fi.org/

	[RFC2716]
	RFC 2716, PPP EAP TLS Authentication Protocol
The Internet Society, 1999, URL: ftp://ftp.rfc-editor.org/in-notes/rfc2716.txt

	[RFC3748]  
	RFC 3748, Extensible Authentication Protocol (EAP), 
The Internet Society, 2004, URL: ftp://ftp.rfc-editor.org/in-notes/rfc3748.txt

	[RFC3280]
	RFC 3280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile, The Internet Society, 2002, URL: ftp://ftp.rfc-editor.org/in-notes/rfc3280.txt


2.2 Informative References

None
3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

See the DM Tree and Description [DMTND] document for definitions of terms related to the management tree.
3.3
Abbreviations

	EAP
	Extensible Authentication Protocol

	IETF
	Internet Engineering Task Force

	NAI
	Network Access Identifier

	OMA
	Open Mobile Alliance

	WLAN
	Wireless Local Area Network


4. Introduction

Usually over time network protocols grow and are replaced as the market cycle plays out. Connectivity Management Object [CONNMO] is structured in such a way as to be resilient to the addition of new bearer and proxy types without requiring wholesale replacement of the object definitions. In this way, the common structure survives into future versions of the management objects thus easing the burden of transition from old bearer types to new.
This document specifies generic EAP management object, which also allows for vendor specific extensions.
5. Justification

<<Provide rational for having a data specification for the data object.  This should cover the purpose of the data object.  This should cover use cases as well as the protocols involved in its use.   DELETE THIS COMMENT >>

6. EAP Specific Management Object

6.1 Introduction


A general introduction of the connectivity management object is given in the connectivity management object document [CONNMO] as well as the needed compliance rules. This document specifies the EAP specific subtree that is placed under the EAP management object in order to enable the EAP specific parameter manipulation.

Management Object Identifier for the EAP MO MUST be: “urn:oma:mo:oma-connmo-eap:1.0”.
6.2 Graphical Represenation
(Informative)
The following figure provides the structure of EAP specific parameter sub-tree.
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Figure 1. EAP MO
6.3 Node Descriptions

EAP
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	node
	Get


EAP interior node defines parameters for EAP authentication methods. Not all security methods use all of these settings. There can be multiple sets of EAP settings. The priority of the various EAP methods is implementation-specific.

EAP/<x>
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrMore
	node
	Get


This interior node distinguishes different EAP methods.

EAP/<x>/METHOD-TYPE
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


The EAP Type [WPA] specifies the EAP method type of the actual method. The integer value space for EAP method types is defined in [RFC3748] and represents both standard and extended type spaces. The value of this node represents the Method Type field [RFC3748] §5.7. The specific allocated values are registered with IANA [IANA-EAPTYPE]. Values used here MUST be from the IANA registry.

EAP/<x>/VENDOR-ID
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


The EAP Vendor ID specifies the SMI Network Management Private Enterprise Code of the Vendor of the actual method. The integer value space for EAP Vendor ID is defined in [RFC3748] §5.7. The specific allocated values are registered with IANA [IANA-EAPTYPE]. Values used here MUST be from the IANA registry.

EAP/<x>/VENDOR-TYPE
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


The EAP Vendor Type specifies the vendor specific method type. The integer value space for EAP Vendor Type and selected preassigned values are defined in [RFC3748] §5.7.

EAP/<x>/USER-IDENTITY
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The ID-RESPONSE parameter specifies the user’s identity [RFC3748]. If this is not specified then the type itself decides what is sent as the username. For example, a terminal authenticating using EAP-TLS might use the username from the user’s certificate. As a further example, some implementations might choose to ask the user directly during authentication. The format of the parameter is ASCII and maximum length 255 characters.
EAP/<X>/PROVISIONED-PSEUDO-IDENTITY
	Status
	Occurrence
	Format
	Access

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This leaf node specified the initial pseudonym identity to be used in the first network entry. When this node is present pseudonym identity MUST be used and the permanent identity MUST not be sent to the network.  When the value is omitted terminal is allowed to send permanent identity, but it is preferred to use pseudonym identity if it is available. If USE-PRIVACY parameter is set FALSE then pseudonyms MUST not be used and this parameter MUST be ignored.

EAP/<x>/NAI
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


The NAI parameter specifies the override realm that is sent, for example, in the EAP Identity/Response packet [RFC3748]. The complete identity response is of the form: “USER-IDENTITY-value@NAI-value” [RFC4282].

EAP/<x>/PASSWORD
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	No Get


PASSWORD is the password that is used in EAP Authentication. The format of the parameter is ASCII and maximum length 255 characters.

EAP/<x>/USE-PRIVACY
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	bool
	Get


If USE-PRIVACY is true, then privacy methods may be used in authentication. If false or missing, privacy methods are not permitted. Anonymous NAIwould be used for EAP-TTLS. Other EAP methods may implement other privacy modes such as pseudonyms.

EAP/<x>/ENCAPS
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


Certain EAP methods can run other methods encapsulated in a secure tunnel. The ENCAPS [RFC3748] parameter specifies for which encapsulating EAP method the settings in this set are associated. The value space is defined in [RFC3748] and actual EAP method types are registered with in the EAP number registry [IANA-EAPTYPE]. 

EAP/<x>/VFY-SERVER-REALM
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


VFY-SERVER-REALM, if not null, specifies an implementation-specific string that is matched against the fully qualified domain name of the server. How this is done is implementation specific. If this node is omitted or null, server realm is not checked.
EAP/<X>/SERVER-REALMS
	Status
	Occurrence
	Format
	Access

	OPTIONAL
	ZeroOrOne
	Node
	Get


This interior node contains a list of server realms.
EAP/<X>/SERVER-REALMS/<X>

	Status
	Occurrence
	Format
	Access

	REQUIRED
	ZeroOrMore
	Node
	Get


This interior node distinguishes the different server realms. There must be exactly one SERVER-REALM Node for each of these interior nodes.
EAP/<X>/SERVER-REALMS/<X>/SERVER-REALM
	Status
	Occurrence
	Format
	Access

	REQUIRED
	One
	Chr
	Get


If VFY-SERVER-REALM is set to TRUE, then zero or more instances of SERVER-REALM string may be present.

EAP/<x>/PMKSA-CACHE-TTL
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	int
	Get


PMKSA-CACHE-TTL, [WLAN] §5.9.5, specifies the maximum time (as an integer number of minutes) the PMKSA should remain in the client cache before it is assumed stale. This parameter is meaningful only when SEC MODE is WPA2.

EAP/<x>/CERT
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	node
	Get


For those EAP types that use certificates, the required user certificates are specified in the EAP/…/CERT subtree. 

EAP/<x>/CERT/<x>
	Status
	Occurrence
	Format
	Access

	Required
	ZeroOrMore
	node
	Get


This interior node distinguishes different certificates.

EAP/<x>/CERT/<x>/ISSUER
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


ISSUER is the Distinguished Name of the certificate’s issuer in human readable ASCII form (for example “/C=US/O=Some organization/CN=Some common name”). [RFC3280] §4.1.2.4.

EAP/<x>/CERT/<x>/SER-NUM
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	b64
	Get


This specifies the serial number of the certificate. [RFC3280] §4.1.2.2.
EAP/<x>/CERT/<x>/SUBJECT
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


SUBJECT specifies the Distinguished Name of the certificate’s subject in human readable ASCII form (for example, “/C=US/O=Some organization/CN=Some common name”). [RFC3280] §4.1.2.6.

EAP/<x>/CERT/<x>/SUBJECT-ALT-NAME
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


SUBJECT-ALT-NAME specifies the NAI included in the subject alt-name field in RFC822 format. [RFC3280] §4.2.1.7.

EAP/<x>/CERT/<x>/SUBJECT-KEY-ID
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	b64
	Get


SUBJECT-KEY-ID specifies the subject key identifier of a certificate. [RFC3280] §4.2.1.2. The subject key id MUST be Base64 encoded.

EAP/<x>/CERT/<x>/SIGNATURE
	Status
	Occurrence
	Format
	Access

	Optional
	ZeroOrOne
	chr
	Get


SIGNATURE specifies the digital signature of the certificate.
[RFC3280] §4.1.1.3. The value SHALL be an ASCII string of hexadecimal digits. For any hexadecimal digits in the range “a” through “f”, the case of letters is not significant and either upper or lower case letters MAY be used.
EAP/<x>/Ext
	Status
	Occurrence
	Format
	Access

	OPTIONAL
	ZeroOrOne
	Node
	Get


This optional interior node designates a branch of the EAP parameters sub-tree into which vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the DM connectivity management objects to provide flexible points of extension for implementation-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

7. Operational Considerations
<<Address issues relate to the use of data as described.  For example, address the following:
  - Versioning (whether done or not and what it means)
  - What a data update means (e.g. replacement, add to end)
  - Security aspects of the data
.   DELETE THIS COMMENT >>

Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version


A.2 Draft/Candidate Version 1.0 History

	Document Identifier
	Date
	Sections
	Description

	OMA-DDS-DM_ConnMO_EAP-V1_0-20071007-D
	7 Oct 2007
	All
	First draft version on DDS template incorporating also the agreed changes in CR 0008R01.

	
	
	
	

	
	
	
	

	
	
	
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [IOPPROC].

B.1 SCR for ConnMO EAP Tree Structure

	Item
	Function
	Reference
	Status
	Requirement

	EAPMO-C-001
	Support for the correct MO Identifier for the EAP MO
	5.1
	M
	

	EAPMO -C-002
	Support for the EAP Node 
	5.2
	M
	

	EAPMO-C-003
	Support for EAP MO in ConnMO WLAN
	5.3
	M
	

	EAPMO-C-004
	Support for the Ext node
	5.3
	O
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