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1. Scope

This document defines the Device Capability Management Object employed in a Device Capability management process that leverages OMA DM protocol [DMPRO].  It also defines client and server-side behaviour associated with Device Capability Management Object necessary to manage the Device Capabilities.

The DCMO enabler is based on OMA DM enabler and makes use of the functionalities provided by OMA DM v1.2 [DMPRO] protocol to remotely manage the device capabilities.

The mechanisms defined in this document fulfils the functional capabilities needed to support DCMO enabler as described in the DCMO Requirements document [DCMO-RD] and comply to the architecture defined in DCMO Architecture document [DCMO-AD].
2. References

2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[DMPRO]
	“OMA Device Management Protocol”, Version 1.2, Open Mobile Alliance, OMA-TS-DM_Protocol-V1_2, URL:http://www.openmobilealliance.org/

	[DCMO-RD]
	“DCMO Requirements”, Version 1.0, Open Mobile Alliance, OMA-RD_DCMO-V1_0, URL:http://www.openmobilealliance.org/ 

	[DCMO-AD]
	“DCMO Architecture”, Version 1.0, Open Mobile Alliance, OMA-AD_DCMO-V1_0, URL:http://www.openmobilealliance.org/ 


2.2 Informative References

	 [OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_6, URL:http://www.openmobilealliance.org/

	
	

	
	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Device
	see [OMADICT]

	Device Capability
	Physical characteristics and related parameters supported by a device.

	DCMO Alert
	DCMO specific alerts which convey the result of DCMO Operations or report the discovery of new device capability via DM Generic Alert mechanism [DMPRO].

	DCMO Operations
	Operations (e.g. enable, disable) which may be invoked on a Device Capability MO.

	Management Object
	A data model for information which is a logical part of the interfaces exposed by DM components.


3.3
Abbreviations

	OMA
	Open Mobile Alliance

	DCMO
	Device Capability Management Object

	DM
	Device Management

	DPE
	Device Profile Evolution


4. Introduction

Mobile devices are becoming more and more advanced with many features, such as Cameras, Bluetooth, USB, keyboard, peripheral and more. In many circumstances Enterprises, regulations and others have policies against the usage of some features but allow the use of other features available on mobile devices. Therefore there is a need for selectively enabling and disabling device capabilities.

The DCMO enabler targets to specify the mechanisms required for the remote management of device capabilities. In particular it will address the ability of remote enablement and disablement of device capabilities. The device capability information will be exposed by DCMO to facilitate management of the Device Capabilities. The DCMO enabler also specifies the mechanisms to convey the result of DCMO Operations or report the discovery of new device capability via DM Generic Alert mechanism [DMPRO].
The objective of this document is to define the Device Capability Management Object and associated client and server-side behaviour for managing device capabilities.
5. Device Capability Management Object
5.1 Figure of the Management Object
(Informative)
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Figure 1: Device Capability Management Object

5.2 Device Capability Management Object Parameters
Device Capability Management Object consists of following parameters:
<Interior Node>

	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This interior node groups together the parameters of a DCMO. The ancestor elements of this node define the position in the DM tree of this MO. 

The type of this node MUST be the DCMO ID, urn:oma:dm:oma-dcmo:1.0.
<x>
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	OneOrMore
	Node
	Get 


This node is a placeholder of one or more Device Capabilities to be managed..

<x>/ID
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Chr
	Get


This leaf node specifies the identifier for a Device Capability.
<x>/Category
	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This node specifies the category for Device Capabilitys.

<x>/ Description
	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This leaf node specifies the description for this Device Capability.

<x>/ State
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Int
	Get


This leaf node specifies the state for the Device Capability. The value of this node is one of the following:
	State
	Description 
	Integer Value

	Enabled
	The Device Capability is enabled.
	10

	Keep Disabled
	The Device Capability is disabled and user is not allowed to re-enable it. 
	20

	Temp Disabled
	The Device Capability is disabled and user is allowed to re-enable it.
	30


<x>/Operations
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Node
	Get


This node is a parent node for Operations that can be executed for Device Capability in the device.
<x>/Operations/Enable
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Null
	Get


This node is used with Exec command to enable the Device Capability to transfer the Device Capability from Keep Disabled state or Temp Disabled state to Enabled state.
<x>/Operations/Disable
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Null
	Get


This node is used with Exec command to disable the Device Capability to transfer the Device Capability from Enabled state to Keep Disabled state or Temp Disabled state depends on the value of UserEnable node. If the value of UserEnable node is “True” the Device Capability is in Temp Disabled state. If the value of UserEnable node is “False, the Device Capability is in Keep Disabled state. 
<x>/Operations/Disable/UserEnable
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	One
	Bool
	Get


This node is used to indicate whether the user is allowed to re-enable the Device Capability if it is disabled. 
If the value is ‘True’ then user is allowed to re-enable it. In this case the ServerID node MUST NOT be present.

If the value is ‘False’ then user is not allowed to re-enable it and only the DM Server identified by ServerID node can re-enable the Device Capability. In this case the ServerID node MUST be present.
<x>/Operations/Disable/ServerID
	Status
	Tree Occurrence
	Format
	Min. Access Types

	REQUIRED
	ZeroOrOne
	Chr
	No Replace


This node specifies the ServerID of the owner DM Server who disabled this Device Capability. When a DM Server set value ‘False’ into UserEnable node and send Exec against Disable node, the device MUST set the ServerID of the owner DM Server into ServerID node. 
<x>/Operations/Ext
	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Node
	Get


This node designates a branch of the Operations sub-tree into which vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Device Capability Management Object to provide flexible points of extension for vendor-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

<x>/Ext
	Status
	Tree Occurrence
	Format
	Min. Access Types

	OPTIONAL
	ZeroOrOne
	Chr
	Get


This node designates a branch of the <x> sub-tree into which vendor extensions MAY be added, permanently or dynamically. Ext sub trees, such as this one, are included at various places in the Device Capability Management Object to provide flexible points of extension for vendor-specific parameters. However, vendor extensions MUST NOT be defined outside of one of these Ext sub-trees.

5.2.1 

5.2.1.1 



5.3 Behaviour associated with the Management Object
Appendix A. Change History
(Informative)

A.1 Approved Version History

	Reference
	Date
	Description

	n/a
	n/a
	No prior version –or- No previous version within OMA

	
	
	

	
	
	


A.2 Draft/Candidate Version <current version> History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions

OMA-TS-DCMO-V1_0
	12 Jul 2006
	All
	First Draft Baseline

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


Appendix B. Static Conformance Requirements
(Normative)

The notation used in this appendix is specified in [SCRRULES].

B.1 SCR for XYZ Client

	Item
	Function
	Reference
	Requirement

	XYZ-C-001-M
	Something mandatory
	Section x.y
	(XYZ-C-004-O OR XYZ-C-003-M) AND
 XYZ-C-002-O

	XYZ-C-002-O
	Something optional
	Section x.y
	

	XYZ-C-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MCF

	XYZ-C-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OCF


B.2 SCR for XYZ Server

	Item
	Function
	Reference
	Requirement

	XYZ-S-001-M
	Something mandatory
	Section x.y
	XYZ-S-004-O OR XYZ-S-002-O OR XYZ-S-003-M

	XYZ-S-002-O
	Something optional
	Section x.y
	

	XYZ-S-003-M
	Dependencies on ZYX
	Section x.y
	ZYX:MSF

	XYZ-S-004-O
	Dependencies on ZYX
	Section x.y
	ZYX:OSF
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