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1 Reason for Change

A comment was sent from ARC to update the DCMO AD to apply analogous changes in OMA-DM-LAWMO-2008-0022-CR_ADRR_A008.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM group agrees this CR.
6 Detailed Change Proposal

5.7 Flows
5.7.1 Device Capability Disabled/Enabled Flow

5.7.1.1 Normal Flow
In this flow the DCMO Server would like to disable some device capabilities such as Cameras, Bluetooth, and USB which could not be enabled by the user and could only be enabled by the original DM Server. 

1. The DCMO Server detects the presence of the device. 

2. The DCMO Server sends notifications to DM Server to disable some device capabilities on the device with the indication that user is not allowed to enable them.

3.  The DM Server notifies the DM Client to initiate the device management session and delivers the appropriate DCMO Operations to the device.

4.  The DM Client executes the DM command(s) sent from DM Server.

5.  The DCMO Client consumes the DCMO Operations therefore the corresponding device capabilities are disabled and user is not allowed to enable them.

6.  The DM Client notifies the results to the DM Server and the results are relayed to DCMO Server as well.
5.7.1.2 Alternative Flow - 1 

In this flow the DCMO Server would like to disable an abnormal device capability to protect the device against potential abnormal behaviours. The disabled capability can be enabled by the user manually or by any Device Server remotely.

1. The DCMO Server detects a specific capability on the device is abnormal or misbehaving. 

2. The DCMO Server sends notifications to DM Server to disable the device capability on the device with the indication that user is allowed to enable them.

3. The DM server notifies the DM Client to initiate the device management session and delivers the appropriate DCMO Operations to the device.

4.  The DM Client executes DM command(s) sent from DM Server and notifies DCMO Client.

5.  The DCMO Client consumes the DCMO Operations therefore the corresponding device capability is disabled and user is allowed to enable them.

6. The DM Client notifies the results to the DM Server and the results are relayed to External Management Infrastructure as well.
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