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1 Reason for Change

There was an old CR proposing a bug fix to TND specification in 2006. It was decided to be postponed to DM next release. Since DM 1.3 has been created we believe it is the appropriate time to solve it now. 
OMA-DM-2006-0090R01-CR-Management-Server-Deletion.doc
In section 7.7.1.4 of TND specification, it described how the ACL will be changed when a DM account is to be deleted from the Device. However there is an issue not addressed by TND specification which is shown below: 
Case 1:
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Case 2:
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As suggested in section of 7.7.1.2 of TND specification, the root ACL was set to the default value Add=*&Get=*. After remove of DM account S1, all the references to Server Identifier “S1” were removed resulting in an ACL with no value for “OperatorX” node. Then it inherits the ACL from root node as “Add=*&Get=*”. Then no server can delete or take over the node. Hence the subtree becomes a dead zone which can not be managed by any server. It is a leak of a protocol. 

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG agrees this CR.
6 Detailed Change Proposal

Change 1:  TND bug fix
7.7.1.4    Deletion of DM Account
When a DM account is to be deleted from the device, the Management Tree MUST be scanned for Nodes with ACL’s held by the soon to be deleted Server Identifier corresponding to the DM account. All the references to this Server Identifier MUST be deleted. 
In the event that this process removes the only Server Identifier for a particular command on a particular Node, then this command is removed from the ACL for this Node. Note that if all commands are removed from an ACL in this process, resulting in an ACL with no value, the ACL becomes inherited (see Section 7.7.1.1). 
In the event that this process removes the Server Identifier for Replace and Delete command on a particular Node, the DM Client MUST scan its all ancestor nodes to check whether any of them has Replace or Delete rights assigned to any DM Server. If no DM Server has Replace or Delete access rights to its all ancestor nodes, then the ‘Replace=*’ access rights MUST be added into the ACL for this node.
In the event that this process removes the only Server Identifier for a command in the root ACL, the ACL for that command MUST become "*" or a suitable factory default. This is in order to comply with the restriction on the root ACL specified in Section 7.7.1.2 in this document.
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