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1 Reason for Change

Several comments were received during the AD formal review.  This CR attempts to address most of those comments (some have to be fixed in other documents).  
R01: added in defintions and abbreviations, changed the flows section to Informative.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree to this CR.
6 Detailed Change Proposal

Change 1:  A001: ToC update
Update the table of contents, table of figures.
Change 2:  A002: Reference updates
2.2  Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, OMA-ArchitecturePrinciples-V1_2, URL:http://www.openmobilealliance.org/

	 [OMA-DICT]
	“Dictionary for OMA Specifications”, Version 2.7, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_7, URL:http://www.openmobilealliance.org/

	[DM-DICT]
	“Device Management Dictionary”, Version 1.0, Open Mobile Alliance™, OMA-SUP-DM-DM_Dictionary-V1_0, URL:http://www.openmobilealliance.org/

	
	


Change 3:  A006: remove duplicate SyncML referral
5.1  Dependencies

DM 1.3 will have the same dependencies as the DM 1.2 enabler [DM12] with the following additions/changes:

DM 1.3 has a dependency upon SyncML Common 1.3 [COMMON13]. Note that DM 1.2 depended upon SyncML Common 1.2 [COMMON12].
Additionally, DM 1.3 optionally depends on:

· OMA SIP Push 1.0 enabler [SIPPUSH].

· 
· TLS 1.1 [RFC4346].

Change 4:  A011, A012, A013, A014, A22: update diagram in section 5.2

5.2  Architectural Diagram
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Figure 1:  Device Management Architecture using interfaces

Change 5:  A015, A016: Text changes to Endpoints

5.3.3  Protocol Endpoints

5.3.3.1 DM Client

The DM Client is the abstract software component that conforms to the requirements for DM Clients specified in the OMA Device Management Enabler. 

5.3.3.2 DM Server

The DM Server is the abstract software component that conforms to the requirements for DM Servers specified in the OMA Device Management Enabler. 

Change 6:  A008, A009: editorial changes in section 5.4
5.4  Flows
(Informative)
This flow describes the normal device management flow. The DM Client and the DM Server will exchange authentication, and then the DM Server will send commands to the DM Client. 

Figure 2 shows the normal flow for this scenario: 
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Figure 2: Normal Device Management Flow

The detailed flow is as the following:

Step 1: The DM Client sends the initialization package to the DM Server, including authentication information, device information and any generic alert requests. 

Step 2: The DM Server authenticates the DM Client, analyses the generic alert requests (if any) and determines an appropriate set of commands. Then the DM Server sends the initialization package to the DM Client, including authentication information, and an initial set of commands.

Step 3: The DM Client performs the commands, and sends back responses to the commands.

Step 4: The DM Server reviews the command responses and sends the DM Client additional commands.
Step 3 and 4 repeat until there are no more commands in Step 4.

Change 7:  A010: editorial change to section 5.4.1
5.4.1  Alternative flow 1

Optionally, the DM Server MAY send an out-of-band notification to the DM Client. Upon receiving the notification, the DM Client SHOULD connect to the server as soon as practical.

Change 8:  A014, A017, A018, A019: changes to sections 5.3.4
5.3.4  Interfaces

5.3.4.1  DM-1 Client-Server Notification

This interface provides an interface over which Servers may send device management notification to Clients. This is an interface that is bearer neutral and can operate over many protocols such as WAP Push and SIP Push. 

5.3.4.2  DM-2 Device Management Client-Server Protocol

This interface provides an interface over which Servers may send device management commands to Clients and Clients may return status and alerts to Servers. This is an interface that is bearer neutral and offers many standardized bindings including HTTP and HTTPS. This interface MAY be exposed over an airlink-based data bearer protocol (e.g. GPRS) to provide over-the-air device management capability.

5.3.4.3  DM-3 DM Bootstrap Profile via Smart Card

The {DM Client} may be initially provisioned via a file on a Smart Card. This file contains a series of DM Commands to set or replace configuration settings in the {DM Client}. This is a one-way interface with no feedback from the DM Client. The only expected response is the {DM Client} connecting to the {DM Server} at the next practical opportunity.
5.3.4.4  DM-4 DM Bootstrap Profile OTA

The {DM Client} may be initially provisioned via a file sent by some push protocol This file contains a series of DM Commands to set or replace configuration settings in the {DM Client}. This is a one-way interface with no feedback from the DM Client. The only expected response is the {DM Client} connecting to the {DM Server} at the next practical opportunity.
5.3.4.5  CP-1 CP Bootstrap Profile (Optional)
The {DM Client} may be initially provisioned via the {CP enabler}. This is a one-way interface with no feedback from the DM Client. The only expected response is the {DM Client} connecting to the {DM Server} at the next practical opportunity.











Change 9:  A011: create new section 5.4 “Data Objects”
[Note that the existing section 5.4 will become 5.5.]
5.4  Functional Components and Interfaces/reference points definition

5.4.1  Management Objects

5.4.1.1  DMAcc Management Object

Standardized interface to the DM Account configuration – the information required for the {DM Client} to communicate with the {DM Server}. Exposed through the {DM Client} for authorized access by {Device Management Authority} utilizing {DM Server} communicating over {DM-2}.

5.4.1.2  DevInfo Management Object

Standardized interface to the basic Device information. Exposed through the {DM Client} for authorized access by {Device Management Authority} utilizing {DM Server} communicating over {DM-2}. This information is also transmitted by the {DM Client} to the {DM Server} during session establishment.

5.4.1.3  DevDetail Management Object

Standardized interface to the detailed Device information. Exposed through the {DM Client} for authorized access by {Device Management Authority} utilizing {DM Server} communicating over {DM-2}.

5.4.2  Application Characteristics

5.4.2.1  w7 Application Characteristic

Standardized interface to the DM Account configuration. Exposed by the {DM Client} to the {Device Management Authority} utilizing {CP Enabler} communicating over {CP Message}.

Change 10:  A007, A011, A014, A021, A022, A023: create new appendix to contain the existing diagram and text
Appendix B. Management Authority Diagram and Text
(Informative)

B.1  Architectural Diagram
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B.2  Additional Interfaces

B.2.1 DM-5 DM Exposes Management Objects

The MO schema are exposed by the {DM Client} through its device management tree. The parameters exposed through the MO schema may be accessed  by the {DM Server} through the Target LocURI element of the DM representation protocol in DM messages.

B.2.2 DM-Func DM Functions

The {Standard Management Objects} represent interfaces to the Device’s {DM Client} configuration and the Device's DM-related information which may be targeted by a {Device Management Authority} to perform Device Management Functions. The functions available depend upon the DM Standard Object specifications (e.g. Get, Replace, Add, Delete, Atomic, and Sequence), the access rights assigned to specific parameters for a given Device Management Authority, and on the specific device implementation. 

B.2.3 DMA-DMS Interface

The interfaces between a Device Management Authority’s line-of-business systems and a Device Management Server are out of scope. For purposes of illustration, this interface allows the Device Management Authority to submit device management requests to the DM Server and to be apprised of results and device-generated alerts received by the server from the DM Client. For purposes of this reference architecture description, readers should assume that an implementation-specific interface to the DM Server is used by the Device Management Authority to submit DM commands and analyze results returned by the DM Client.

B.2.4 DM Message

The {Device Management Authority} sets the initial provisioning information into the DM Message that can then be used by the {DM Client}. The details of the DM Message are decided by the {Device Management Authority} and typically relate to information necessary for the {DM Client} to connect to the {DM Server}.

B.2.5 CP Message

The {Device Management Authority} sets the initial provisioning information into a file that can then be used by the {CP Enabler}. The details of the CP Message are decided by the {Device Management Authority} and typically relate to information necessary for the {DM Client} to connect to the {DM Server}.

Change 11:  A024, Security Section
5.5 Security Considerations

DM 1.3 requires a high level of security, due to the data that is being handled.  If a DM Client were to be configured by a rogue DM Server, it is possible for the device to be ruined.  If a rogue DM Client were to be configured by a DM Server, it is possible for the data from that DM Client to propogate into the network (if the DM Client were masquerading as another device).
In the end, the service provider MUST:
· MUST pProvide mutual authentication of the DM Client and DM Server. 

· MUST NOT allow un-authorized DM Servers or DM Clients to communicate.

· MUST provide secure transfer of exchanged data to and from the DM Client.

· MUST provide for data integrity between DM Client and DM Server. 

· MUST provide for confidentiality of personal data or data related to the owner of the device.

Change 12:  A003, A004: editorial changes in section 3

3.1 Definitions

	Device
	See [OMA-DICT].

	Device Management Client
	See [DM-DICT].

	Device Management Server
	See [DM-DICT].

	Interface
	See [OMA-DICT].

	Management Object
	See [OMA-DICT].

	
	


3.2  Abbreviations

	DM
	Device Management

	OMA
	Open Mobile Alliance

	MO
	Management Object
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4: Additional commands











3: Send client responses











4: Additional commands







3: Send client responses







2: Initialization package, including initial commands







1: Initialization package, including generic alert request
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