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1 Reason for Change

When the bootstrap message is pushed securely, no extra authentication or encryption is needed. The bootstrap security text needs to reflect this.
2 Impact on Backward Compatibility

Only secure push methods can take advantage of this change.
3 Impact on Other Specifications

This will improve the security of a bootstrap message, and will allow a client to authenticate a message.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 5.4.4, Bootstrap Message Content
The content of a bootstrap message is an OMA DM message. However, it is a special package in many ways since it is not part of an ongoing OMA DM session but rather a one-time transfer of information. Hence, many of the elements needed to manage the session are superfluous in the context of bootstrapping, but they must still be included so that the message may be processed by the normal OMA DM client. 

All OMA DM bootstrap messages MUST be [WBXML1.1], [WBXML1.2], [WBXML1.3] encoded.

OMA DM servers MUST NOT expect any Status for the command in a bootstrap package. An implicit acknowledgement of successful bootstrap can be concluded when the client connects to the server for the first management session.

A typical bootstrap message will set the values for the DMAcc management object defined in [DMSTDOBJ].
When a DM bootstrap message is not sent securely, the following rules apply:

· A DM Server SHOULD use the XML-signature [XMLSIGN] mechanism on a bootstrap message. 
· A DM Server SHOULD use the XML-encryption [XMLENC] mechanism on a bootstrap message  when the message contains confidential information. See the DM Security document [DMSecurity], appendix C for more information.
Change 2:  Section B, SCR update
The notation used in this appendix is specified in [IOPPROC].

A.1 SCR for Bootstrap Client

	Item
	Function
	Reference
	Status
	Requirement

	DM-BOOT-C-001
	Support for OMA Client Provisioning Profile
	Section 5.3
	O
	ProvBoot:ProvBoot-B-C-001 AND DM-BOOT-C-003

	DM-BOOT-C-002
	Support for OMA Device Management Profile
	Section 5.4
	O
	DM-BOOT-C-010 AND DM-BOOT-C-011

	DM-BOOT-C-003
	Provisioning Content granted Get, Replace and Delete ACL rights to ServerID in w7.
	Section 5.3.4
	O
	

	DM-BOOT-C-004
	Support for OMA Client Provisioning Profile AND OMA Device Management
	Section 5.3.6
	O
	DM-BOOT-C-005

	DM-BOOT-C-005
	Map w7, NAPDEF (if supported) and PROXY (if supported) to management tree.
	Section 5.3.6
	O
	

	DM-BOOT-C-006
	Device supports a Smartcard.
	Section 5.4.6
	O
	DM-BOOT-C-007

	DM-BOOT-C-007
	DM Client is capable of detecting, retrieving, and processing DM Profile bootstrap data from the Smartcard.
	Section 5.4.6
	O
	

	DM-BOOT-C-008
	Smartcard bootstrap function is enabled by DM client and the smartcard has not been rejected by the device.
	Section 5.4.6
	O
	DM-BOOT-C-009

	DM-BOOT-C-009
	Device retrieves bootstrap data from the Smartcard and applies it to the device configuration.
	Section 5.4.6
	O
	

	DM-BOOT-C-010
	Support for embedded WBXML encoded TNDS objects.
	Section 5.4
	O
	

	DM-BOOT-C-011
	Support for Inbox.
	Section 5.4
	O
	

	DM-BOOT-C-012
	Support for non-secure Push
	Section 5.4.4
	O
	

	DM-BOOT-C-013
	Support for secure push
	Section 5.4.4
	O
	

	DM-BOOT-C-014
	Support for XML-Signature
	Section 5.4.4
	O
	

	DM-BOOT-C-015
	Support for XML-Encryption
	Section 5.4.4
	O
	


A.2 SCR for Bootstrap Server

	Item
	Function
	Reference
	Status
	Requirement

	DM-BOOT-S-001
	Support for OMA Client Provisioning Profile
	Section 5.3
	O
	

	DM-BOOT-S-002
	Support for OMA Device Management Profile
	Section 5.4
	O
	DM-BOOT-S-003

	DM-BOOT-S-003
	Encode DM message into WBXML.
	Section 5.4
	O
	

	DM-BOOT-S-004
	Support for non-secure Push
	Section 5.4.4
	O
	

	DM-BOOT-S-005
	Support for secure push
	Section 5.4.4
	O
	

	DM-BOOT-S-006
	Support for XML-Signature
	Section 5.4.4
	O
	

	DM-BOOT-S-007
	Support for XML-Encryption
	Section 5.4.4
	O
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