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1 Reason for Change

Within the DMAcc tree the node Authentication (<X>/AppAuth) allows multiple subnodes (<X>/AppAuth/<X>) where each subnode contains a specific set of authentication settings that are associated with only four Authorization Levels (<X>/AppAuth/<X>/AuthLevel) indicating specific credentials for: Client; Server; OBEX; and HTTP.
Figure 3 from the specification illustrates the current DMAcc tree.
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Given there are only four possible settings for AuthLevel the second level of indirection is unnecessary as there would not be multiple authentication settings grouped under Client, Server, OBEX and HTTP and under the same ServerID. The extra indirection at AppAuth/<X> where the naming is not tied to the AuthLevel creates a problem if the name chosen is not identifiable with the AuthLevel under it. In this case credentials for the wrong AuthLevel could be populated under such a name. The software to support this level of indirection is unduly complicated since it would need to retain knowledge of the unique naming conventions used by various implementations of DM Servers to find the correct authentication node in a DM Tree.
This CR proposes a naming convention for the node name <X>/AppAuth/<X> where the optional name under AppAuth/<X> is the same as the specified name in the subnode AuthLevel under it, that of CRCRED, SRVCRED, OBEX, HTTP. This will ensure credentials are populated in the correct subnode and are easily located.
2 Impact on Backward Compatibility

None. The change proposed will not impact previous implementations since the software to search for a node who’s location is not specified will also be able to locate a node in a specific location within the DM Tree.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend accepting the changes and incorporating them to DM Notification 1.3
6 Detailed Change Proposal

Change 1:  Section 5.3.1.18 Node: <X>/AppAuth/<X>
5.3.1.18 Node: <X>/AppAuth/<X>

This interior node acts as a placeholder for separating one or more authentication settings.

· Occurrence: OneOrMore

· Format: Node

· Access Types: Get

· Values: N/A

Note: to ensure against misalignment of credentials with their correct Authentication Level (<X>/AppAuth/<X>/AAuthLevel), the node name used for this node should match the AAuthLevel under it, 
For example

<NodeName>AppAuth</NodeName>
          <NodeName>CLCRED</NodeName>
          

<NodeName>AAuthLevel</NodeName>
          


<Value>CLRCRED</Value>
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