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1 Reason for Change

During the work in DM 1.2, the Bootstrap Message was changed to allow any DM command. The text associated with this change needs to be clarified.
In summation:

· A Bootstrap Message can be used for more than just initial provisioning,

· A Bootstrap Message with DMAcc should be signed, and only accepted if the device "trusts" that server, 
· A Bootstrap Message without DMAcc should be signed and only accepted if there is a DMAcc for that ServerID.
R01: updated with Sony Ericsson’s suggestions. Changed “Continuous Management” to “Sessionless Management”. Added a defintion of “Sessionless Management”. Changed classification to Major Change, since this requires XML signing on a message.
R02: added in processing rules for Sessionless message (section 5.4.5). Adds a definition for Bootstrap Message.
2 Impact on Backward Compatibility

XML Signing of documents is optional in DM 1.2, and mandatory for DM 1.3.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 1, Scope
This document defines the Bootstrap Process, the process by which  an OMA DM device is brought from a ‘clean’ state, to a state where it is capable to initiate a management session with a provisioned management server. The Bootstrap Message defined in this document can also be used to continue management of a device after it has been bootstrapped (called Sessionless Management).
Change 2:  Section 3, add new definition

See the DM Tree and Description [DMTND] document for definitions of terms related to the management tree.

	2G UICC
	UICC activated in a 2G mode that has physical characteristics of UICC [TS102.221] but logical characteristics of SIM [151.011].

	3G UICC
	UICC activated in a 3G mode that has physical and logical characteristics of the UICC [TS102.221].

	ADM
	Access condition to an EF which is under the control of the authority which creates this file.

	Application
	The implementation of a well-defined and related set of functions that perform useful work on behalf of the user. It may consist of software and or hardware elements and associated user interfaces.

	Application Identifier
	A data element that identifies an application in a smartcard. An application identifier may contain a registered application provider number in which case it is a unique identification for the application. If it contains no application provider number, then this identification may be ambiguous.

	Authentication
	Authentication is the process of ascertaining the validity of either the Device or the Device Management Server’s identity.

	Binary Files
	Binary Files are equivalent to transparent files as described in [TS102.221].

	Bootstrap Message
	A message that is sent from the DM Server to the DM Client outside the context of a DM Session, via some push mechanism, e.g. WAP or SIP Push.  The Bootstrap Message is used for performing the Bootstrap Process as well for Sessionless Management.

	Bootstrap Process
	The process of provisioning the DM client to a state where it is able to initiate a management session to a new DM server.

	Card Issuer
	The organization or entity that owns and provides a smartcard product.

	Cardholder
	The person or entity presenting a smartcard for uses.

	Cardholder Verification
	Also called the PIN. Typically a 4 to 8 digit number entered by the cardholder to verify that the cardholder is authorized to use the card.

	Command
	A message sent by the ME to the smartcard that initiates an action and solicits a response from the smartcard.

	Content
	Content means data delivered inside of OMA DM messages <Data>-elements.

	Data Object Directory Files
	Contain directories of data objects (not keys or certificates) ([PKCS#15], section 6.7) known to the PKCS#15 application.

	Dedicated File
	A file containing access conditions and, optionally, Elementary Files (EFs) or other Dedicated Files.

	Device
	The Device is, or is to become managed by one or more remote entities (Device Management Servers). A device may have many characteristics, and many parameters may be made available for reading, writing, deleting and modifying by a Device Management Server.

	Device Management Server
	The Device Management Server is an entity that is responsible for maintaining one or more Devices, in whole or in part. Its role is to facilitate the easy maintenance of a Device.

	Elementary File
	A set of data units or records that share the same identifier. It cannot be a parent of another file.

	File Identifier
	A 2-byte binary value used to address a file on a smartcard.

	Management Session
	A continuous connection between the Device and the Device Management Server established for the purpose of carrying out one or more device management operations.

	Message Authentication Code
	A value computed based on a message hash and some form of shared secret. The MAC is transported outside the bootstrap package.

	Object Directory File
	The mandatory Object Directory File ([PKCS#15], section 6.2) consists of pointers to other EFs, each one containing a directory over PKCS#15 objects of a particular class (here and below, a “directory” means a list of objects).

	Path
	Concatenation of file identifiers without delimitation. The Path type is defined in [ISO7816-4] sub-clause 5.1.2. If the path starts with the MF identifier (0x3F00), it is an absolute path; otherwise it is a relative path. A relative path must start with the identifier of the current DF (or with the identifier '0x3FFF').

	Record
	A string of bytes within an EF handled as a single entity.

	Sessionless Management
	A standalone DM message sent to a DM Client for the purposes of managing data on the DM Client outside a DM session.

	Smartcard
	A device with an embedded microprocessor chip. A smartcard is used for storing data and performing typically security related (cryptographic) operations. A smartcard may be the SIM, the UICC, the R-UIM or a smartcard used in a secondary smartcard reader of a device.

	UICC
	A physically secure device, an IC card (or smartcard), that can be inserted and removed from the device. It may contain one or more applications [TS102.221].


Change 3:  Section 4, Introduction
Other OMA DM specifications define how a management session is established and maintained. However, in order for a device to be able to initiate a management session it must be provisioned with OMA DM settings. 

Bootstrap is a process of provisioning the DM client to a state where it is able to initiate a management session to a new DM server. Bootstrap can move a device from an un-provisioned, empty state, to a state where it is able to initiate a management session to a DM server. DM clients that have already been bootstrapped can be further bootstrapped to enable the device to initiate a management session to new DM servers.

Sessionless Management can be performed using the Bootstrap Message – effectively having the device perform management actions with single messages.
Change 4:  Section 5.1, Bootstrap Scenarios
5. Bootstrapping and Sessionless Management
5.1  Bootstrap and Sessionless Management scenarios

OMA DM devices need to be able to function in diverse network environments and using a large set of protocols. This makes it hard to find a ‘one size fits all’ solution to the bootstrap problem. This section starts with the most basic requirements for bootstrap and Sessionless Management and continues to define three different processes for bootstrap and one process for Sessionless Management.
5.1.1 Requirements

An OMA DM solution capable of transforming an empty, clean device into a state where it is able to initiate a management session needs to address these requirements.

· Re-use technology (WAP Push, SIP Push, HTTP Push)

· Tightly standardized and simple ( Highly interoperable

· Self sufficient and complete

· Secure (signed and authenticated)
· Data format should be XML based

· Content mappable to OMA DM management objects

· Transport encoding should be [WBXML1.1], [WBXML1.2], [WBXML1.3]
In addition to the bootstrapping requirements, Sessionless Management needs to address these additional requirements:

· Previously bootstrapped device.
5.1.2 Solutions

This document defines three different ways to perform the bootstrap process. 

· Customized bootstrap
Devices are loaded with OMA DM bootstrap information at manufacture. Also referred to as factory bootstrap.

· Server initiated bootstrap
Server sends out bootstrap information via some push mechanism, e.g. WAP Push or OBEX. Server must receive the device address/phone number beforehand.

· Bootstrap from smartcard
The smartcard is inserted in the device and the DM client is bootstrapped from the smartcard.
And one way to perform the Sessionless Management process
· Sessionless Management
Server sends out DM message via some push mechanism, e.g. WAP or SIP Push. Server must have previously bootstrapped the device using one of the supported bootstrap solutions.
Change 5:  New section 5.1.2.3
5.1.2.3  Sessionless Management
In this scenario, the device has already been bootstrapped by the DM Server. 

Regardless of how the device has been configured, the server is now in a position where it can send out an OMA DM Bootstrap Message. This Bootstrap Message, whose structure and content are defined in this document, contains management commands to the device. 

It is critical that DM clients accept Sessionless Management messages only from servers that have an account on the device. Furthermore, the DM Bootstrap Message MUST be signed to ensure that the message has come from the authorized DMS. 
Figure 4 gives an overview of this scenario.
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Figure 4: Sessionless Management
Change 6:  Section 5.4, DM Profile
5.4  OMA Device Management Profile
The content of the Bootstrap Message is a standard OMA DM message that MUST be encoded into [WBXML1.1], [WBXML1.2], [WBXML1.3]. Clients MUST support embedded WBXML encoded TNDS objects [DMTNDS] and MUST support the inbox. In order to be bootstrapped successfully the DM client requires both DM account information and connectivity information. Similar to the OMA Client Provisioning Profile, additional provisioning is allowed in the Sessionless Management  message. It is RECOMMENDED to use standardized connectivity MOs to represent the connectivity information.

Change 7:  Section 5.4.4, Bootstrap Message Content
5.4.4  Bootstrap and Sessionless Management Message Content

The content of a Bootstrap and Sessionless Management message is an OMA DM message. However, these messages are special packages in many ways since it is not part of an ongoing OMA DM session but rather a one-time message. Hence, many of the elements needed to manage the session are superfluous in this context, but they must still be included so that the message may be processed by the normal OMA DM client. 

All OMA DM Bootstrap and Sessionless Management  messages MUST be [WBXML1.1], [WBXML1.2], [WBXML1.3] encoded.

OMA DM servers MUST NOT expect any Status for the command in a Bootstrap or Sessionless Management  message. An implicit acknowledgement of successful processing of a Bootstrap Message (installation of DMAcc) can be concluded when the client connects to the server for the first management session.

A typical Bootstrap Message will set the values for the DMAcc management object defined in [DMSTDOBJ]. A typical Sessionless Management message will add, replace, delete or exec various nodes in the DM Tree.
A DM Server SHOULD use the XML-signature [XMLSIGN] mechanism on a Bootstrap Message. A DM Server SHOULD use the XML-encryption [XMLENC] mechanism on a Bootstrap Message  when the message contains confidential information. 
A DM Server MUST use the XML-signature [XMLSIGN] mechanism on a Sessionless Management message. See the DM Security document [DMSecurity] for more information. A DM Server MUST put its ServerID into the SyncHdr/ Source/LocURI value.
Change 8:  Section 5.4.5, Processing of the Bootstrap Message

5.4.5  Processing of the Bootstrap and Sessionless Messages
A Bootstrap Message is processed just like a normal DM message, except that a response message MUST NOT be sent back.

A Sessionless message is processed just like a normal DM message, except that a response message MUST NOT be sent back and the ServerID in the SyncHdr/Source/LocURI MUST match a ServerID in only one of the DMAcc in the DM Tree.  The ServerID from the matching DMAcc MUST be used for all ACL decisions for the Sessionless message. The DM Client MUST NOT process the Sessionless Message if the XML Signing of the message is not valid.
The device MAY rename a new MO. In the case of the Connectivity MO the device SHOULD also rename the values of the corresponding connectivity references to the new name for all MO’s encoded within the same TNDS object.

When a TNDS object contains a  MO where connectivity references are linked to a Connectivity or Proxy MO that also are included in the same TNDS object, then the  values of those connectivity references MAY contain a URI that starts with “./Inbox”. In that case the URI MUST have the value of “./Inbox/” plus the URI of that Connectivity MO’s location in the same TNDS object.

This is an example of a TNDS object where only part of the TNDS object is shown:


•<MgmtTree>
•
<VerDTD>1.2</VerDTD>
•
<Node>
•

<NodeName>OperatorX</NodeName>
<!--- DM Account MO --->
•

<RTProperties>
•


<Format>
•



<node/>
•


</Format>
•


<Type><DDFName>org.openmobilealliance/1.0/w7</DDFName></Type>
•

</RTProperties>
•

<Node>
•


<NodeName>PrefConRef</NodeName>



<RTProperties>




<Format>





<chr/>




</Format>




<Type><MIME>text/plain</MIME></Type>



</RTProperties>



<Value>./Inbox/Internet</Value>


</Node>



…

•

<NodeName>Internet</NodeName>
<!--- Connectivity MO --->
•

<RTProperties>
•


<Format>
•



<node/>
•


</Format>
•


<Type><DDFName>org.openmobilealliance/1.0/ConnMO</DDFName></Type>
•

</RTProperties>



…

•
</Node>
•</MgmtTree>I
If a device encounters an item with a URI of the EXT sub-tree that it is not prepared to handle, the device MAY ignore that item in order that the message may succeed.

After successfully processing the Bootstrap Message, the OMA DM client SHOULD automatically initiate a client-initiated session to any DM server configured in the bootstrap at the next practical opportunity (i.e., when network connectivity and other factors would allow such a connection).

If the message contains a MO that the device does not support, the device MAY ignore this MO, so the message can be processed normally..

If the message contains multiple versions of a MO, the device SHOULD use the latest version of that MO that it supports and ignore the other versions, so the message can be processed normally .
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