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1 Reason for Change

This CR adds some important cipher suites: very efficient and they are the only ones to be allowed for use by the US Government.
In addition, it has been verified that these cipher suites do not have more severe exportation restriction than the others already in the section 5.4.
2 Impact on Backward Compatibility

None.  
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Update Security section 5.4

5.4  Security

HTTP client and HTTP server authentication is based on the mechanism defined in [RFC2617]. Implementations conforming to this implementation MUST support this mechanism for "Basic" and "Digest Access Authentication". The Base64 character encoded "Basic" and "MD5" algorithm of the "Digest Access Authentication" authentication schemes MAY be supported. The HTTP headers and parameters that MUST be supported are described in the previous sections for request and response headers.

The Content-MD5 header field can be used to provide a message integrity check of the SyncML Message in the body. Use of this header is a good idea for detecting accidental modification of the entity-body in transit, but is not proof against malicious attack.

HTTP proxy and HTTP server implementations conforming to this specification MAY support both the ability to challenge unauthenticated requests and also accept authentication request headers in a request; which will not require subsequent challenge responses unless some part of the credential is incorrect. The latter requirement is  REQUIRED to address the need for minimal request/response traffic for mobile networks.

The authentication mechanisms defined by [RFC2617] address protecting the authentication credentials. However, the remainder of the HTTP request and response messages are available to the eavesdropper. For more robust security for the HTTP connection, SSL [SSL], TLS [RFC4346] , PSK-TLS [RFC4279], HTTPS, or some form of upgrading to TLS over HTTP [RFC2817] [RFC2818] SHOULD be used. 

When operating over HTTP: 

· The Server MUST support both TLS 1.0 [TLS] and SSL3.0 [SSL3.0]
· The Server SHOULD support both TLS 1.1 [RFC4346] and PSK-TLS [RFC4279]
· The Server MUST use TLS 1.0 or SSL3.0 or TLS 1.1 or PSK-TLS.
· The Client MUST use TLS 1.0 or SSL3.0 or TLS 1.1 or PSK-TLS.
· The Client MUST identify that the Server is using TLS1.0 or SSL3.0 or TLS 1.1 or PSK-TLS.
· A Session SHALL NOT take place over SSL2.0 or less.

· The Server MUST support all of the following cipher suites, all of which provide authentication, confidentiality and integrity, when using aTLS 1.1 session
· TLS_RSA_WITH_AES_128_CBC_SHA256
· TLS_DH_DSS_WITH_AES_128_CBC_SHA256
· TLS_DH_RSA_WITH_AES_128_CBC_SHA256
· TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
· TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
· TLS_RSA_WITH_AES_128_GCM_SHA256
· TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
· TLS_DH_RSA_WITH_AES_128_GCM_SHA256
· TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
· TLS_DH_DSS_WITH_AES_128_GCM_SHA256
· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
· TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256
· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
· TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256
· The Client MUST support at least one of the following cipher suites, all of which provide authentication, confidentiality and integrity, when using a TLS 1.1 session

· TLS_RSA_WITH_AES_128_CBC_SHA256
· TLS_DH_DSS_WITH_AES_128_CBC_SHA256
· TLS_DH_RSA_WITH_AES_128_CBC_SHA256
· TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
· TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
· TLS_RSA_WITH_AES_128_GCM_SHA256
· TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
· TLS_DH_RSA_WITH_AES_128_GCM_SHA256
· TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
· TLS_DH_DSS_WITH_AES_128_GCM_SHA256
· TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
· TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256
· TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
· TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256
· The Server MUST support all of the following cipher suites, all of which provide authentication, confidentiality and integrity, when using a TLS 1.0 session

· TLS_RSA_WITH_AES_128_CBC_SHA-1
· TLS_RSA_WITH_3DES_EDE_CBC_SHA
· TLS_RSA_WITH_RC4_128_SHA
· The Client MUST support at least one of the following cipher suites, all of which provide authentication, confidentiality and integrity, when using a TLS 1.0 session

· TLS_RSA_WITH_AES_128_CBC_SHA-1
· TLS_RSA_WITH_3DES_EDE_CBC_SHA
· TLS_RSA_WITH_RC4_128_SHA
· The Server MUST support both of the following cipher suites, both of which provide authentication, confidentiality and integrity, when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA
· SSL_RSA_WITH_3DES_EDE_CBC_SHA
· The Client MUST support at least one of the following cipher suites, both of which provide authentication, confidentiality and integrity,  when using an SSL3.0 session

· SSL_RSA_WITH_RC4_128_SHA
· SSL_RSA_WITH_3DES_EDE_CBC_SHA
· The Server MUST support both of the following cipher suites, both of which provide authentication, confidentiality and integrity, when using an PSK-TLS session

· TLS_PSK_WITH_AES_128_GCM_SHA256 

· TLS_DHE_PSK_WITH_AES_128_GCM_SHA256

· TLS_RSA_PSK_WITH_AES_128_GCM_SHA256

· TLS_PSK_WITH_AES_128_CBC_SHA256

· TLS_DHE_PSK_WITH_AES_128_CBC_SHA256

· TLS_RSA_PSK_WITH_AES_128_CBC_SHA256

· The Client MUST support at least one of the following cipher suites, both of which provide authentication, confidentiality and integrity,  when using an PSK-TLS session

· TLS_PSK_WITH_AES_128_GCM_SHA256 

· TLS_DHE_PSK_WITH_AES_128_GCM_SHA256

· TLS_RSA_PSK_WITH_AES_128_GCM_SHA256

· TLS_PSK_WITH_AES_128_CBC_SHA256

· TLS_DHE_PSK_WITH_AES_128_CBC_SHA256

· TLS_RSA_PSK_WITH_AES_128_CBC_SHA256

· The Server MAY accept the usage of other cipher suites with at least 128 bit symmetric keys when using an SSL3.0 or TLS1.0 or TLS 1.1 or PSK-TLS session.

· The Server MUST support the requirements relating to certificates and certificate processing in section 6.3 and 6.4 of the WAP TLS Profile and Tunneling, [WAP-219-TLS].
· If the Client supports TLS1.0, it MUST support the requirements relating to certificates and certificate processing in section 6.3 and 6.4 of the WAP TLS Profile and Tunneling, [WAP-219-TLS]. 
Change 2:  Update Section B with new conformance
B.1 Client Features

B.1.5 Client HTTP Security Requirements

	Item
	Function
	Ref.
	Status
	Requirement

	DSDM-HTTP-C-049
	Support HTTP
	Section 5.4
	O
	DSDM-HTTP-C-050 AND DSDM-HTTP-C-051 

	DSDM-HTTP-C-050
	Identifying that the Server is using TLS1.0 or TLS1.1 or SSL3.0 or PSK-TLS
	Section 5.4
	O
	

	DSDM-HTTP-C-051
	Support at least one of the security mechanisms of SSL3.0, TLS1.0, TLS 1.1, PSK-TLS
	Section 5.4
	O
	DSDM-HTTP-C-052 OR
DSDM-HTTP-C-054 OR
DSDM-HTTP-C-056 OR
DSDM-HTTP-C-058

	DSDM-HTTP-C-052
	Support for TLS1.0
	Section 5.4
	O
	DSDM-HTTP-C-053

	DSDM-HTTP-C-053
	Support for at least one cipher suite: 

TLS_RSA_WITH_AES_128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA
	Section 5.4
	O
	

	DSDM-HTTP-C-054
	Support for SSL 3.0
	Section 5.4
	O
	DSDM-HTTP-C-055

	DSDM-HTTP-C-055
	Support for at least one cipher suite: 

SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 5.4
	O
	

	DSDM-HTTP-C-056
	Support for TLS1.1
	Section 5.4
	O
	DSDM-HTTP-C-057

	DSDM-HTTP-C-057
	Support for at least one cipher suite: 

TLS_RSA_WITH_AES_128_CBC_SHA256, TLS_DH_DSS_WITH_AES_128_CBC_SHA256, TLS_DH_RSA_WITH_AES_128_CBC_SHA256, TLS_DHE_DSS_WITH_AES_128_CBC_SHA256, TLS_DHE_RSA_WITH_AES_128_CBC_SHA256, TLS_RSA_WITH_AES_128_GCM_SHA256, TLS_DHE_RSA_WITH_AES_128_GCM_SHA256, TLS_DH_RSA_WITH_AES_128_GCM_SHA256, TLS_DHE_DSS_WITH_AES_128_GCM_SHA256, TLS_DH_DSS_WITH_AES_128_GCM_SHA256, TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256, TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256

	Section 5.4
	O
	

	DSDM-HTTP-C-058
	Support for PSK-TLS
	Section 5.4
	O
	DSDM-HTTP-C-059

	DSDM-HTTP-C-059
	Support for at least one cipher suite: 

TLS_PSK_WITH_AES_128_GCM_SHA256 , TLS_DHE_PSK_WITH_AES_128_GCM_SHA256, TLS_RSA_PSK_WITH_AES_128_GCM_SHA256, TLS_PSK_WITH_AES_128_CBC_SHA256, TLS_DHE_PSK_WITH_AES_128_CBC_SHA256, TLS_RSA_PSK_WITH_AES_128_CBC_SHA256
	Section 5.4
	O
	


B.1.5 Server HTTP Security Requirements

	Item
	Function
	Ref.
	Status
	Requirement

	DSDM-HTTP-S-049
	Supports HTTP
	Section 5.4
	O
	DSDM-HTTP-S-050 AND DSDM-HTTP-S-052

	DSDM-HTTP-S-050
	Support for TLS1.0
	Section 5.4
	O
	DSDM-HTTP-S-051

	DSDM-HTTP-S-051
	Supporting these cipher suites: TLS_RSA_WITH_AES_128_CBC_SHA-1, TLS_RSA_WITH_3DES_EDE_CBC_SHA and TLS_RSA_WITH_RC4_128_SHA
	Section 5.4
	O
	

	DSDM-HTTP-S-052
	Support for SSL 3.0
	Section 5.4
	O
	DSDM-HTTP-S-053

	DSDM-HTTP-S-053
	Supporting these cipher suites: SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 5.4
	O
	

	DSDM-HTTP-S-054
	Support for TLS1.1
	Section 5.4
	O
	DSDM-HTTP-S-055

	DSDM-HTTP-S-055
	Supporting these cipher suites: TLS_RSA_WITH_AES_128_CBC_SHA256, TLS_DH_DSS_WITH_AES_128_CBC_SHA256, TLS_DH_RSA_WITH_AES_128_CBC_SHA256, TLS_DHE_DSS_WITH_AES_128_CBC_SHA256, TLS_DHE_RSA_WITH_AES_128_CBC_SHA256, TLS_RSA_WITH_AES_128_GCM_SHA256, TLS_DHE_RSA_WITH_AES_128_GCM_SHA256, TLS_DH_RSA_WITH_AES_128_GCM_SHA256, TLS_DHE_DSS_WITH_AES_128_GCM_SHA256, TLS_DH_DSS_WITH_AES_128_GCM_SHA256, TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256, TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256, TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256, TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256

	Section 5.4
	O
	

	DSDM-HTTP-S-056
	Support for PSK-TLS
	Section 5.4
	O
	DSDM-HTTP-S-057

	DSDM-HTTP-S-057
	Supporting these cipher suites: TLS_PSK_WITH_AES_128_GCM_SHA256 , TLS_DHE_PSK_WITH_AES_128_GCM_SHA256, TLS_RSA_PSK_WITH_AES_128_GCM_SHA256, TLS_PSK_WITH_AES_128_CBC_SHA256, TLS_DHE_PSK_WITH_AES_128_CBC_SHA256, TLS_RSA_PSK_WITH_AES_128_CBC_SHA256
	Section 5.4
	O
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