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1 Reason for Change

During the Closure Review of OMA-TS-DM_Sessionless-V1_3 (held on the 14th Jan 2009) a comment was raised and minuted as follows:


· 4. Section 6: Doubt about whether it is reliable to use Sessionless Message to update DM Account.
To better understand the comment it is important to consider the following points:

1. Section 6 (“sessionless message usage) currently states that “Sessionless Message MUST NOT be used to provision the DM Account MO to the devices. The bootstrap mechanism defined in DM Bootstrap [DMBootstrap] is used for provisioning DM Account MO to the devices.” This text provides an indication of what should not be done on the server side.

2. Section 5.5 (“processing of the sessionless message”) is the right place to indicate what the client should do if DM account data is sent within a sessionless message. 
3. Including DM Account information in a sessionless message can happen as a result of: 

· Human error (e.g. Management Authority mistakenly sends a DM Account via sessionless message) or 
· Explicit mal-intentioned messages (e.g. a fake server tries to control the device).

Because of the above, and in order to protect the devices and Management Authority, the DM Client needs to know what to do in case of receiving a sessionless message that contains DM Account data.

2 Impact on Backward Compatibility

If this CR is not accepted the sessionless specification will have a security hole that can compromise security on devices.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to review the detailed proposal and agree to apply the changes to the latest draft of DM Sessionless v1.3.
6 Detailed Change Proposal
Change 1:  Patch section 5.5 in order to avoid intentional or unintentional mis-use of sessionless messages to provision DM Accounts.
5.5    Processing of the Sessionless Message
A Sessionless Message is processed just like a normal DM message, except:

· A response message MUST NOT be sent back; (Note that this does not preclude the device from initiating a new DM session as a consequence of  the sessionless message if supported by the relevant Management Object specifications);
· The DM Client MUST NOT process the body of the Sessionless Message if the XML Signing of the message is not valid;
· The DM Client MUST NOT process DM Account MO;
· The ServerID in the SyncHdr/Source/LocURI MUST match a ServerID in only one of the DMAcc in the DM Tree;

· The DM Client MUST authenticate the Sessionless Message based on the authentication information in the matching DMAcc;
· The ServerID from the matching DMAcc MUST be used for all ACL decisions for the Sessionless Message;

· The DM Server MUST NOT include Get command in the Sessionless Message.

The DM Client MAY rename a new MO. In the case of the Connectivity MO the DM Client SHOULD also rename the values of the corresponding connectivity references to the new name for all MO’s encoded within the same TNDS object.
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