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1 Reason for Change

When Nonce-resync procedure was run, password must be replaced for against replay attack.

This CR proposed adding new field on the Notification message which can solve the above problem.

R01: add the explanation for the format of timestamp. That is defined as current value of POSIX time (aka UNIX time) in 32bit-length integer. 
R02: use ISO8601 timestamp for easy to implement on any platforms
R03: move timestamp to trigger body, and add ts-present bit in the header.
R04: updates the number of available bits, and re-arranges the text layout for the date-time stamp.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

WG should accept this CR.
6 Detailed Change Proposal

Change 1:  Change on syntax
6.1 Syntax for the DM Notification

The following ABNF [RFC5234] defines the syntax for the DM Notification Message. The order and the size of the fields MUST be same as specified in the following syntax of the DM Notification Message.

 The following ABNF [RFC5234] defines the syntax for the DM Notification Message. The order and the size of the fields MUST be same as specified in the following syntax of the DM Notification Message.

<trigger-message> ::= <digest><trigger>

<digest> ::= 128*BIT
; ‘MD5 Digest value’

<trigger> ::= <trigger-header><trigger-body>
<trigger-header> ::= <version><ui-mode><initiator><transport><auth-type><send-devdetail><timeout><vendor-present><moi-present><reason-present><future-use><sessionid><length-identifier><server-identifier>

<version> ::= 10*BIT
; ‘Device Management Version’
<ui-mode> ::= <not-specified> / <background> /
; ‘Background/Informative/ 
                       <informative> / <user-interaction>
;  User Interaction session’
<not-specified> ::= “00”
; ‘2*bit value “0”’
<background> ::= “01”
; ‘2*bit value “1”’
<informative> ::= “10”
; ‘2*bit value “2”
<user-interaction> ::= “11”
; ‘2*bit value “3”’ 
<initiator> ::= <user> / <server>
; ‘User/Server initiated’
<user> ::= “0”
; ‘1*bit value “0”’
<server> ::= “1”
; ‘1*bit value “1”’
<transport>::=<not-specified> / <HTTP> / <HTTPS>
 ; ‘transport bindings’
<not-specified> ::= “00”                                                                   ; ‘2*bit value “0”’’
<HTTP>::=”01”                                                                                ; ’2*bit value “1”’

<HTTPS>::=”10”                                                                             ; ’2*bit value “2”’
<auth-type>::=<not-specified> / <HTTP-DIGEST> /
  ; ‘authentication type

                        <DIGEST>  / <HMAC>

<not-specified> ::=”00”
; ’2*bit value “0”’
<HTTP-DIGEST>::=”01”                                                            
 ;’2*bit value “1”’
<DIGEST>::=”10”                                                                       
;’2*bit value “2”’
<HMAC>::=”11”                                                                         
;’2*bit value “3”’
<send-devdetail> ::=<send> / <not-send>                                    ; if DevDetail information is required
<send>::=”1”                                                                                 ; ‘1*bit value “1”’
<not-send>::=”0”                                                                           ; ‘1*bit value “0”’



<timeout> ::=3*BIT
; the days to keep the <sessionid> valid
<vendor-present> ::= 1*BIT                                                           ; Whether Vendor Specific Info 


 is present (‘1’) or not-present (‘0’) in trigger body

<moi-present> ::= 1*BIT                               
; Whether MOI is present (‘1’) or not-present (‘0’) in trigger body

<reason-present> ::= 1*BIT
; ‘Whether reason for connection 


  is present (‘1’) or not-present (‘0’) in trigger body’
<ts-present> := 1*BIT
; Wheter timestamp is present(‘1’) or not-


present(‘0’) in trigger body
<future-use> ::= 15*BIT
; ‘Reserved for future DM use’
<sessionid> ::= 16*BIT
; ‘Session identifier’
<length-identifier> ::= 8*BIT
; ‘Server Identifier length’
<server-identifier> ::= <length-identifier>*CHAR
; ‘Server Identifier’

<trigger-body> ::=<length-vendor><vendor-data><length-moi><moi-data><length-reason><reason-data>
<length-vendor> ::= 16*BIT
                                             ; ‘Vendor Specific Info Length’
<vendor-data> ::= <length-vendor>*BYTE                                    ; ‘Vendor Specific Info’

<length-moi> ::= 8*BIT                                                                  ; ‘MO Identifier length’

<moi-data> ::= <length-moi>*BYTE
‘MO Identifier for MO to be managed’Another change

<ts-data> ::= 16*CHAR



; Current time in ISO8601 formed text




Change 2:  



· 
· 






Change 3:  Add informative reference

	
	

	
	




2.1 Normative References

	[DMStdObj]
	“OMA Device Management Standardized Objects, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_3.                                                                                         URL:http://www.openmobilealliance.org

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.9, Open Mobile Alliance™, 
OMA-IOP-Process-V1_9,                                                                               URL:http://www.openmobilealliance.org

	[ISO8601]
	“Data elements and Interchange formats -- Information interchange -- Representation of dates and times” ,

ISO 8601:2004,,

URL://www.iso.org/

	[PushOTA]
	“Push Over The Air”, Open Mobile Alliance(,OMA_TS-PushOTA-V2_2, URL:http://www.openmobilealliance.org

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”. S. Bradner. March 1997.
URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC5234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. 
January 2008.                                                                                                URL:http://www.ietf.org/rfc/rfc5234.txt

	[RFC5627]
	“Obtaining and Using Globally Routable Agent URIs (GRUUs) in the Session Initiated Protocol (SIP)”. J. Rosenberg. October 2009.                                                                                   URL:http:www.ieft.org/rfc/rfc5627

	[SIPPush]
	“Push using SIP”, Open Mobile Alliance(, OMA-TS-SIP_Push-V1_0, URL:http://www.openmobilealliance.org

	[SYNCOBEXBinding]
	“SyncML OMA Device Management OBEX Binding Specification”, Open Mobile AllianceTM, OMA-TS-SyncMLDM_OBEXBinding-V1_23,                                                         URL:http://www.openmobilealliance.org 


Change 4:  Change Structure of the Notification Message
6. Structure of DM Notification

Package#0 is the default format used for the Notification Message. This default format can be used if this document does not describe a special format for initialization purposes. 
The following figure describes the format of the General Package #0.
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Figure 2: Format of the DM Notification Message (Package#0)
The MIME type for the DM Notification Message is application/vnd.syncml.dm.notification and the Content-Type code for that is 0x44. Byte order for DM Notification Message is Big Endian (Network order).

Change 5:  Add Timestamp Present 
6.2.13 Information Present in Trigger Body

There are several 1 bit fields defined to indicate what is present in the trigger body as follows:

· <vendor-present>: Indicate whether the Vendor Specific Info is present in trigger body respectively. 

· <moi-present>: Indicate whether the MO Identifier is present in trigger body. 

· <reason-present>: Indicate whether the reason for connection is present in trigger body. 
· <ts-present>: Indicate whether the Timestamp is present in trigger body.
The value of above fields is described below:

· Present – Indicates that the corresponding information is present in trigger body. The bit value MUST be “1”. 

· Not-Present – Indicates that the corresponding information is not present in trigger body. The bit value MUST be “0”. 
6.2.14 Future Use of the Device Management

The <future-use> field is reserved for the future fields for OMA Device Management. The reserved space is 15 bits long and the bit value for bits not yet in use MUST be “0”.

Change 6:  Change on Trigger Body

6.2.23 Reason for Connection


The <reason-data > field specifies the reason for connection information.  If the value of <reason-present> is “0”, then <reason-data> field MUST NOT be present in the notification message.  If the <reason-data> field is present, the DM Client MAY display this information to the user prior to starting a management session.


6.2.24 Timestamp

The <ts-data> field specifies the current time text in the form of  “YYYYMMDDThhmmssZ” as defined in [ISO8601]. The data in this field MUST be 16 bytes in length.
The DM Client MAY ignore this notification, if the timestamp in <timestamp-data> field was older than  timeout dates in <timeout> field.
Note: this value is also used for against to the replay attack.
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