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1 Reason for Change

DM has authentication and integrity in place for secure transports and notification, but it does not have an equally good solution for the non-secure transports.

For some reason, discussions on transport security is down in the Bootstrap Security section.  That level of security needs to apply to all DM Messages.
R01:  removes S/MIME references and text. Unable to change the filename due to portal restrictions.
R02: updates new section 5.3 with clearer text. Moves two sections out of Transport Neutral Confidentiality to new sections 5.9 and 5.10.
2 Impact on Backward Compatibility

This solution will be backward compatible with DM 1.2, in that use of the new security method will not be required, even though support will be required.

3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Removed
Change 2:  New chapter, Section 5.3 Message Security
5.3   Message Security
Message security is comprised of three functions: Authentication Integrity, and Confidentiality.  All three functions are necessary to provide a safe and secure method of managing a device.

Since any transport MAY be used to send a DM Message (of any kind – Bootstrap, Notification, Sessionless, or part of a DM Session) to the DM client, appropriate security MUST be employed. Typically this would involve ensuring message integrity and use of message encryption (when confidential information is contained in the message).

If the transport is able to provide authentication and integrity, the transport authentication and integrity MUST be used. 

If the transport is able to provide confidentiality, the transport confidentiality SHOULD be used. 

If the transport is unable to provide authentication and integrity, transport neutral integrity MUST be used.

If the transport is unable to provide confidentiality, transport neutral confidentiality SHOULD be used.

Transport specific security is documented in the transport binding documents [HTTPBIND], [OBEXBIND], [WSPBIND]. 
Change 3:  Change section 5.4, Integrity to “Transport Neutral Integrity”
5.4  Transport Neutral Integrity

Transport neutral integrity of OMA DM messages is achieved using a HMAC-MD5 [RFC2104] or XML-Signature [XMLSIGN].

Change 4:  Move section 5.4.3 to reside under the HMAC section
5.4.1.5   HMAC use with transport protocols providing authentication and integrity

Note that the static conformance requirements for the HMAC feature is independent of its use.  Neither client nor Server need supply the HMAC, unless challenged for it. For example, if it is deemed that an already authenticated transport protocol connection has already been established, then the Device or the Device Management Server MAY choose not to authenticate.  In this particular situation, neither Server nor client is expected to issue a challenge for it. According to the general techniques specified in [DMPRO], a DM client that supports mutual authentication at the transport layer MAY choose not to support OMA DM authentication mechanisms. In this particular case, the Server MAY still issue a HMAC challenge, but the session MUST end if the client does not respond with the requested authentication type. 
Change 5:  Removed
Change 6:  Change title of section 5.5 to “Transport Neutral Confidentiality”
5.5  Transport Neutral Confidentiality

Transport neutral confidentiality of OMA DM messages is achieved using XML-Encryption [XMLENC].




Change 7:  Removed
Change 8:  Remove current section 5.5.3, Transport protocols that support encryption




Change 9:  Move current section 5.5.3.1 Management object encryption to new section 5.9

5.9  Management object encryption

OMA DM fully supports the use of encrypted management objects, which may remain encrypted within the Device Management tree, or be decrypted upon receipt by the Device or Device Management Server.

Depending upon implementation, an object may be encrypted prior to transmission over a non encrypted transport layer, and remain encrypted in storage space within either the Device Management Server or the Device, or, it may be decrypted immediately after receipt, and stored internally in unencrypted format.

No restrictions are placed upon the encryption technique used, since this is independent of the OMA DM protocol itself.

Change 10:  Move current section 5.5.4 Confidentiality of information between Device Management Servers to new section 5.10

5.10  Confidentiality of information between Device Management Servers

OMA DM offers the ability for a Device Management Server to make private any data that is stored under Device Management control from another Device Management Servers. This is facilitated by the use of an ACL (Access Control List) that allows the protection of any group, or any individual Device Management object.

5.10.1  The Access Control List

The Access Control List allows a hierarchical assignment of Access Rights based upon Device Management Server Identifiers’s (Unique identifiers for the Device Management Servers [DMTND]). A detailed description of the ACL can be found in [DMTND].
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