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1 Reason for Change

This proposal aims partially address CONR comment I004 providing too a concrete set of changes based on the Input Contribution: OMA-DM-DM13-2010-0055-INP_security_enforcements. These changes are proposed as many discussions in the group have shown that one thing is the support of a feature, and another one is the use of it.

Goals of this contribution are to:

· Reinforce current DM Security recommendation: “The use of a transport layer protocol that supports encryption is RECOMMENDED […]”
· Provide an interoperable solution for secure and non-secure transports.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

ETR and ETS to be updated.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to agree these changes and apply them to the latest version of OMA-TS-DM_Security-V1_3.
6 Detailed Change Proposal

Change 1:  Strengthen existing security recommendations in section 5.5.3
5.5.3      Transport protocols that support encryption

The Device SHOULD use a transport layer protocol that supports encryption where the exposure of the data to third party could have significantly negative consequences. Note that it is possible to use transports, which give confidentiality, without also having authentication.  In these cases, confidentiality may be at risk.

Transport specific security is documented in the transport binding documents [HTTPBIND], [OBEXBIND], [WSPBIND]. Devices SHALL support at least one transport binding and the corresponding transport layer security. Devices SHALL support HTTP over SSL/TLS as indicated in [HTTPBIND].
Devices MAY support non-secure transports. If a non-secure transport is used Devices SHALL support at least one protection mechanism at the application layer.
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