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1 Reason for Change

This proposal aims address CONR comment I004 by introducing the use of Security Common Functions Management Object for administrating certificates on DM enabled devices. This is important to leverage the OMA principle of re-using existing enablers also providing Management Authorities with a common mechanism to maintain certificates.
2 Impact on Backward Compatibility

None as it is applicable to DM 1.3 compliant devices.
3 Impact on Other Specifications

ETR and ETS to be updated.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to agree these changes and apply them to the latest version of OMA-TS-DM_Security-V1_3.
6 Detailed Change Proposal

Change 1:  Introduce the SEC CERT MO as a normative reference in section 2.1
2.1     Normative References

	
	

	[C.S0023-B_v1.0]
	“Removable User Identity Module For Spread Spectrum Systems”, 3GPP2 C.S0023-B version 1.0, URL:http://www.3gpp2.org/Public_html/specs/C.S0023-B_v1.0_040426.pdf

	[DMBOOT]
	“OMA Device Management Bootstrap, Version 1.3”. Open Mobile Alliance(. 
OMA-TS-DM_Bootstrap-V1_3.                                                              URL:http://www.openmobilealliance.org

	[DMNOTI]
	“OMA Device Management Notification Initiated Session, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_Notification-V1_3.                                                                     URL:http://www.openmobilealliance.org

	[DMPRO]
	“OMA Device Management Protocol, Version 1.3”. Open Mobile Alliance™.

OMA-DM_Protocol-V1_3.                                                                    URL:http://www.openmobilealliance.org

	[DMREPPRO]
	“OMA Device Management Representation Protocol”, Open Mobile AllianceTM, 
OMA-TS-DM_RepPro-V1_3,                                                                                           URL:http://www.openmobilealliance.org/

	[DMSTDOBJ]
	“OMA Device Management Standardized Objects, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_StdObj-V1_3.                                                                           URL:http://www.openmobilealliance.org

	[DMTND]
	“OMA Device Management Tree and Description, Version 1.3”. Open Mobile Alliance(. OMA-TS-DM_TND-V1_3.                                                                              URL:http://www.openmobilealliance.org

	[GSM11.11]
	“Digital cellular Telecommunications system (Phase 2+); Specification of the Subscriber Identity Module - Mobile Equipment (SIM - ME) interface”, (ETSI TS 100 977).                                   URL:http://www.etsi.org/ 

	[HTTPBIND]
	“OMA Device Management HTTP Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-DM_HTTPBinding-V1_3, ,                                                    URL:http://www.openmobilealliance.org/

	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.9, Open Mobile Alliance™, 
OMA-IOP-Process-V1_9,                                                                       URL:http://www.openmobilealliance.org/

	[OBEXBIND]
	“OMA Device Management  OBEX Binding Specification”, Open Mobile AllianceTM, 
OMA-TS-DM_OBEXBinding-V1_3,                                                        URL:http://www.openmobilealliance.org/ 

	[PROVBOOT]
	“Provisioning Bootstrap 1.1”. Open Mobile Alliance(. OMA-WAP‑ProvBoot‑v1_1. URL:http://www.openmobilealliance.org

	[PROVSC]
	“Provisioning Smart Card Specification Version 1.1”. Open Mobile Alliance(. 
OMA-WAP‑ProvSC-v1_1. 

URL:http://www.openmobilealliance.org

	[RFC1321]
	“The MD5 Message-Digest Algorithm”. Network Working Group. April 1992. 
URL:http://www.ietf.org/rfc/rfc1321.txt

	[RFC2045]
	"Multipurpose Internet Mail Extensions (MIME) Part One: Format of Internet Message Bodies". Network Working Group. November 1996.                                                               URL:http://www.ietf.org/rfc/rfc2045.txt

	[RFC2104]
	“HMAC: Keyed-Hashing for Message Authentication”. Network Working Group. February 1997. URL:http://www.ietf.org/rfc/rfc2104.txt

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”. Network Working group. June 1999.
URL:http://www.ietf.org/rfc/rfc2616.txt

	[SECCERTMO]
	“OMA SEC-CERT Management Objects (MO)”, Open Mobile AllianceTM, 
OMA-TS-DM_HTTPBinding-V1_3, ,                                                    URL:http://www.openmobilealliance.org/

	[SHA]
	“Secure Hash Standard”, NIST FIPS PUB 180-1, National Institute of Standards and Technology, U.S. Department of Commerce, DRAFT, May 1994.  URL: http://www.itl.nist.gov/fipspubs/fip180-1.htm

	[TS102.221]


	“Smart Cards; UICC-Terminal interface; Physical and logical characteristics”, (ETSI TS 102 221), URL:http://www.etsi.org/

	[TS131.102]
	“Characteristics of the USIM application”, (ETSI TS 131.102),                                          URL:http://www.etsi.org/

	[TS151.011]


	“Specification of the Subscriber Identity Module - Mobile Equipment (SIM-ME) interface”,  (ETSI TS 151 011),                                                                                                                              URL:http://www.etsi.org/

	[TS33.220]
	“Generic Bootstrapping Architecture (GBA)”

URL:http://www.3gpp.org

	[TS33.223]
	“Generic Bootstrapping Architecture (GBA) Push function”

URL:http://www.3gpp.org

	[WAP-219-TLS]
	OMA Wireless Public Key Infrastructure V1.0, Open Mobile Alliance(, WAP-219_100-TLS

URL:http://www.openmobilealliance.org/

	[WBXML1.1]
	“WAP Binary XML Content Format Specification”, WAP Forum(.
SPEC-WBXML-19990616.pdf.                                                                 URL:http://www.openmobilealliance.org

	[WBXML1.2]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-154-WBXML.  URL:http://www.openmobilealliance.org

	[WBXML1.3]
	“WAP Binary XML Content Format Specification”, WAP Forum(. WAP-192-WBXML.  URL:http://www.openmobilealliance.org

	[WSPBIND]
	“OMA Device Management  WSP Binding Specification”, Open Mobile Alliance(, 
OMA-TS-DM_WSPBinding-V1_3,                                                          URL:http://www.openmobilealliance.org/

	[WTLS]
	“Wireless Transport Layer Security”, Open Mobile Alliance(, WAP-261-WTLS,

URL:http://www.openmobilealliance.org

	[XMLENC]
	“XML Encryption Syntax and Processing”. W3C. 
URL:http://www.w3.org/TR/2002/REC-xmlenc-core-20021210/

	[XMLSIGN]
	“XML-Signature Syntax and Processing”. W3C.  
URL:http://www.w3.org/TR/2002/REC-xmldsig-core-20020212/


Change 2:  Introduce normative text to support maintenance of certificates through the SEC CERT MO. This change does not imply a specific certificates storage mechanism but it provides an homogeneous DM-compliant mechanism for its maintenance.
5.2    Initial Provisioning of Credentials

The initial provisioning of the credentials for a Server, so that the Device may be capable of authenticating a specific Device Management Server, is documented in [DMBOOT]. However, other techniques outside of these specifications are not excluded.

Essentially, any suitable technique will deliver at least the bare minimum of information required to establish the DM session. This, of course, includes the Server credential and the Device credential.
5.2.1      Maintenance of certificates
While the use of certificates is possible, the initial provisioning is not enough to provide a suitable solution that ensures its maintenance homogenously among a variety of devices. For this reason if the Device supports certificates it SHALL also support the maintenance and administration of certificates as indicated in [SECCERTMO].












NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20100101-I]

© 2010 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 3)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20100101-I]

