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1 Reason for Change

For encyption purposes there is only XML-encryption in DM 1.3.  This is not an adequate solution as XML-encryption is very complex and produces a very bulky signature.

2 Impact on Backward Compatibility

This solution will be backward compatible with DM 1.2, in that use of the new security method will not be required, even though support will be required.

3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Add references to S/MIME
7.1 Normative References
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Change 2:  Section 5.4, Add S/MIME to Transport Neutral Integrity
5.4  Transport Neutral Integrity

Transport neutral integrity of OMA DM messages is achieved using a HMAC-MD5 [RFC2104] or XML-Signature [XMLSIGN] or S/MIME [RFC3851].

Change 3:  New section 5.4.3 for S/MIME Integrity
5.4.3  S/MIME Integrity

S/MIME offers a signature mechanism to achieve Authenticity and Integrity. S/MIME requires the use RSA encryption method, and as such requires the sender’s signature when signing. The signature MUST be transported along with the original DM Message. The signature method is described in [RFC3851], section 3.1 “Preparing the MIME Entity for Signing, Enveloping or Compressing”.

The header x-syncml-smime-sign contains multiple parameters, including the digital signature, the user or Server identifier, and an indication of which algorithm was used.

The value of the x-syncml-smime-sign header is defined as a comma separated list of attribute-values pairs. The rule "#rule" and the terms "token" and "quoted-string" are used in accordance to their definition in the HTTP 1.1 specifications [RFC2616].

Here is the formal definition:

x-syncml-smime-sign = #syncml-smime-param-sign
where:

syncml-smime-param-sign = (algorithm | username | sig)
The following parameters are defined:

algorithm = "algorithm" "=" ("RSA" | token)

username = "username" "=" username-value

sig = "sig" "=" sig-value
where:

username-value = quoted-string

sig-value = base64-string
The parameter algorithm can be omitted, in that case RSA  is assumed. The parameter username MUST be specified. The parameter sig MUST be specified.

Note that a base64-string is any concatenation of the characters belonging to the base64 Alphabet, as defined in [RFC2045].
Example:

x-syncml-smime-sign: algorithm=RSA, username="www.AcmeServers.com",

   sig=NTI2OTJhMDAwNjYxODkwYmQ3NWUxN2RhN2ZmYmJlMzk

The username-value is the identical string from the LocName of the Source element of the SyncHdr, and represents the identity of the sender of the message.  The presence of the username in the message header allows the calculation and validation of the S/MIME signature to be independent of the parsing of the message itself.

Upon receiving a message, the steps are:

1. Check for the S/MIME signing header in the message header; extract the algorithm, username and sig.
2. Using the username, look up the public key – either from storage or from publicly available sources on the internet.  
3. Decrypt the signature using the public key.

4. Compute the hash of the entire DM Message.

5. Compare the computed hash against the decrypted signature.
If the computed hash is not the same as the decrypted signature, the DM Message is not valid and MUST be ignored.
Change 4:  Section 5.5, Add S/MIME to Transport Neutral Confidentiality
5.5  Transport Neutral Confidentiality

Transport neutral confidentiality of OMA DM messages is achieved using XML-Encryption [XMLENC] or S/MIME [RFC3851].

Change 5:  New section 5.5.4 for S/MIME Confidentiality

5.5.4  S/MIME Confidentiality
S/MIME offers an encryption mechanism to achieve Content Confidentiality. S/MIME requires the use RSA encryption method, and as such requires the sender’s private key and the recipient’s public key when signing. 
The algorithm that MUST be supported for Confidentiality is RSA as specified in [RFC3851]. 
The MIME type for S/MIME encrypted data is application/pkcs7-mime.
The signature MUST be transported along with the original DM Message. The signature method is described in [RFC3851], section 3.1 “Preparing the MIME Entity for Signing, Enveloping or Compressing”.

The header x-syncml-smime-enc contains multiple parameters, including the digital signature, the user or Server identifier, and an indication of which algorithm was used.

The value of the x-syncml-smime-enc header is defined as a comma separated list of attribute-values pairs. The rule "#rule" and the terms "token" and "quoted-string" are used in accordance to their definition in the HTTP 1.1 specifications [RFC2616].

Here is the formal definition:

x-syncml-smime-enc = #syncml-smime-param-enc
where:

syncml-smime-param-enc = (algorithm | username)
The following parameters are defined:

algorithm = "algorithm" "=" ("RSA" | token)

username = "username" "=" username-value

where:

username-value = quoted-string

The parameter algorithm can be omitted, in that case RSA  is assumed. The parameter username MUST be specified. 

Note that a base64-string is any concatenation of the characters belonging to the base64 Alphabet, as defined in [RFC2045].
Example:

x-syncml-smime-enc: algorithm=RSA, username="www.AcmeServers.com"
The username-value is the identical string from the LocName of the Source element of the SyncHdr, and represents the identity of the sender of the message.  The presence of the username in the message header allows the calculation and validation of the S/MIME signature to be independent of the parsing of the message itself.

Upon receiving a message, the steps are:

1. Check for the S/MIME encryption header in the message header; extract the algorithm, username.
2. Using the username, look up the public key – either from storage or from publicly available sources on the internet.  Look up the private key for the DM Client.
3. Decrypt the signature using the public key of the sender and the private key of the DM Client as per [RFC3370].
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