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1 Reason for Change

· Content Type not specified in the DM Bootstrap Spec
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to agree these changes now.
6 Detailed Change Proposal

Change 1:  Strengthen existing security recommendations in section 5.5.3
5.4.1      Transport

Any transport MAY be used to send the Bootstrap Message to the DM Client. Security appropriate for the transport used MUST be employed.  If there is no appropriate transport security, transport neutral security MUST be employed.  See the security document for further information [DMSecurity]. 

5.4.1.1 Bootstrap delivered using WAP Push

When the WAP Push framework is used to deliver the bootstrap message, the non-secure connectionless WSP [WSP] session service is utilized as defined in [PUSHOTA]. The following rules MUST be adhered to as well as the order of the WSP headers: 

· The Content-Type header [PUSHMSG] MUST include the MIME media type for the bootstrap as defined in [IANA]. The Content-Type code 0x42 MUST be used instead of the textual representation of the MIME code.

· The X-WAP-Application-ID header [PUSHMSG] MUST include the application-id associated with the SyncML Device Management User Agent. The application-id code 0x07 MUST be used instead of the textual representation of the Application-id. 

· Other headers may be included if it is known that the OMA DM Client can interpret them in a useful manner. However, it must be ensured that the total length of the WDP and WSP headers never exceeds 48 bytes to ensure that there is sufficient space for the payload.

· The push message is sent to the default non-secure connectionless push port (2948)

5.4.2
Management tree ACL and bootstrap

The policy that the Device consults to decide if a Bootstrap Message will be accepted is outside the scope of this specification. If a Bootstrap Message is accepted it MUST be processed according to the conditions described in section 5.4.5.
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