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1 Reason for Change

Bootstrap is a very sensitive process, with the Bootstrap Message containing sensitive information. Since it is possible to carry the Bootstrap Message over non-secure transport, it is possible for the message to be altered or intercepted. DM does not describe a suitable encryption method for DM Messages at this time, so it is best to restrict the sending of Bootstrap Messages to only secure transports.
R01: reworded with group suggestions.
R02: includes definition of Secure Transport.
R03: Telecom Italia’s proposal including Gemalto’s comments, with very slight grammar changes
R04: R03 was the wrong version of the document, this is the correct “R03”.
2 Impact on Backward Compatibility

This will only affect WAP Push, but there is a secure method for WAP Push that can be used instead.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 5.11.2.1 Transports
The Bootstrap message MUST be sent to the DM Client via secure transport .
Transport neutral security MAY also be applied to the Bootstrap message.
Transport specific security is documented in the transport binding documents [HTTPBIND], [OBEXBIND], [WSPBIND].

Change 2:  Move Section 5.11.2.3 Smartcards to 5.11.2.2 performing the following changes
A Smartcard is a secure transport. A Smartcardallows for very secure delivery of a Bootstrap message.

Smartcard is a generic name for a set of specific specifications: [GSM11.11], [TS151.011], [TS102.221], [TS131.102], [C.S0023-B_v1.0]. 

Bootstrap data MAY be stored on the smartcard. The behaviour of a DM Client regarding bootstrap data is specified in [DMBOOT].
Change 3:  Section 3.2 Definitions

3.2  Definitions

	Authentication
	Authentication is the process of ascertaining the validity of either the Device or the Device Management Server’s identity.

	Confidentiality
	Confidentiality is the ability to keep contents secret from all but the two entities exchanging a message. It does not limit the visibility of the message (being able to eavesdrop), but it does prevent the interpretation of the data being transmitted. Effectively this prevents the contents of a message being understood by anybody but the intended sender and intended recipient.

	Content
	Content means data delivered inside of OMA DM messages <Data>-elements.

	Content Trust
	Content Trust means ability to identify the source of the content.

	Credentials
	Credentials are elements that are required to prove authenticity. Typically a username and a password.

	Device
	The Device is, or is to become managed by one or more remote entities (Device Management Servers). A device may have many characteristics, and many parameters may be made available for reading, writing, deleting and modifying by a Device Management Server.

	Device Management Server
	The Device Management Server is an entity that is responsible for maintaining one or more Devices, in whole or in part. Its role is to facilitate the easy maintenance of a Device.

	Integrity
	Integrity is the ability for a message to maintain its content or at a minimum, have the ability to detect modification or corruption of its content.

	Management Session
	A continuous connection between the Device and the Device Management Server established for the purpose of carrying out one or more device management operations.

	Management Trust
	Management trust means right to manage Device Management Tree in Device.

	Secure Transport
	A transport that provides authentication, integrity and encryption.


Change 4:  Section 5.3 Message Security

Message security is comprised of three functions: Authentication, Integrity, and Confidentiality.  All three functions are necessary to provide a safe and secure method of managing a device.  Appropriate security MUST be employed when sending a DM Message to the DM Client.

If the transport is able to provide authentication and integrity, the transport authentication and integrity MUST be used. 

If the transport is able to provide confidentiality, the transport confidentiality SHOULD be used. 

If the transport is unable to provide authentication and integrity, transport neutral integrity MUST be used.

If the transport is unable to provide confidentiality, transport neutral confidentiality SHOULD be used.

Transport specific security is documented in the transport binding documents [HTTPBIND], [OBEXBIND], [WSPBIND]. 
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