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1 Reason for Change


SCR corrections. 
R02: Taken into consideration of latest CR” OMA-DM-DM13-2010-0102R01-CR_Mandate_TLS1.1_interop_problem “  which is agreed)
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.

6 Detailed Change Proposal

Change 1:  SCR corrections as per the http security requirements.

Appendix B. Static Conformance Requirements
(Normative)
B.1.6  Client HTTP Security Requirements

	Item
	Function
	Ref.
	Status
	Requirement

	DSDM-HTTP-C-049
	Support HTTP
	Section 5.4
	O
	DSDM-HTTP-C-050 AND DSDM-HTTP-C-051 AND
DSDM-HTTP-C-054

	DSDM-HTTP-C-050
	Identifying that the Server is using TLS1.0 or TLS1.1 or SSL3.0 or PSK-TLS or TLS1.2
	Section 5.4
	O
	

	DSDM-HTTP-C-051
	Use at least one of the security mechanisms of SSL3.0, TLS1.0, TLS 1.1, TLS1.2 or PSK-TLS
	Section 5.4
	O
	




	
	
	
	
	

	
	

	
	
	

	
	
	
	
	

	
	

	
	
	

	
	
	
	
	

	
	

	
	
	

	
	
	
	
	

	
	

	
	
	

	DSDM-HTTP-C-052
	Support for at least one cipher suite, when using SSL3.0: 

SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 5.4
	O
	

	DSDM-HTTP-C-053
	Support for at least one cipher suite, when using PSK-TLS: 

TLS_PSK_WITH_AES_128_GCM_SHA256 , TLS_DHE_PSK_WITH_AES_128_GCM_SHA256, TLS_RSA_PSK_WITH_AES_128_GCM_SHA256, TLS_PSK_WITH_AES_128_CBC_SHA256, TLS_DHE_PSK_WITH_AES_128_CBC_SHA256, TLS_RSA_PSK_WITH_AES_128_CBC_SHA256
	Section 5.4
	O
	

	DSDM-HTTP-C-054
	Support for TLS1.1
	5.4
	O
	


B.2 Server Features
B.2.6 Server HTTP Security Requirements

	Item
	Function
	Ref.
	Status
	Requirement

	DSDM-HTTP-S-049
	Supports HTTP
	Section 5.4
	O
	DSDM-HTTP-S-051 AND DSDM-HTTP-S-055

	DSDM-HTTP-S-050
	Support the security mechanisms of SSL3.0, TLS1.0, TLS 1.1, TLS1.2 and PSK-TLS
	Section 5.4
	O
	

	DSDM-HTTP-S-051
	Use at least one of the security mechanisms of SSL3.0, TLS1.0, TLS 1.1, TLS1.2 or PSK-TLS
	Section 5.4
	O
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	DSDM-HTTP-S-052
	Support for TLS1.0
	Section 5.4
	O
	DSDM-HTTP-S-051

	DSDM-HTTP-S-053
	Support for SSL 3.0
	Section 5.4
	O
	DSDM-HTTP-S-054

	DSDM-HTTP-S-054
	Supporting these cipher suites: SSL_RSA_WITH_RC4_128_SHA and SSL_RSA_WITH_3DES_EDE_CBC_SHA
	Section 5.4
	O
	

	DSDM-HTTP-S-055
	Support for TLS1.1
	Section 5.4
	O
	

	DSDM-HTTP-S-056
	Support for PSK-TLS
	Section 5.4
	O
	DSDM-HTTP-S-057

	DSDM-HTTP-S-057
	Supporting these cipher suites: TLS_PSK_WITH_AES_128_GCM_SHA256 , TLS_DHE_PSK_WITH_AES_128_GCM_SHA256, TLS_RSA_PSK_WITH_AES_128_GCM_SHA256, TLS_PSK_WITH_AES_128_CBC_SHA256, TLS_DHE_PSK_WITH_AES_128_CBC_SHA256, TLS_RSA_PSK_WITH_AES_128_CBC_SHA256
	Section 5.4
	O
	

	DSDM-HTTP-S-058
	Support for TLS1.2
	Section 5.4
	O
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