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1 Reason for Change

There is some ambiguity in the definition of a new nonce which has been seen in implementations. This ambiguity in the specification allows for the same nonce value to be sent and considered as a new nonce. This CR corrects this ambiguity in the text.
2 Impact on Backward Compatibility

No impact.
3 Impact on Other Specifications

No impact on other specifications.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM Working Group is requested to approval and adopt this change.
6 Detailed Change Proposal

Change 1:  Clarification of the meaning of “new nonce”
5.4.4 Password and nonce usage

Both password and nonce are RECOMMENDED to be at least 128 bits (16 random octets) in length.

The nonce value MUST be issued in a challenge from either the Device or the Device Management Server. In the case of the credentials being sent prior to a challenge being issued, then the last nonce used shall be reused. The authenticator must be aware that the issuer of the credentials may be using a stale nonce (that is to say, a nonce that is invalid due to some previous communications failure or a loss of data). Because of this, if authentication fails, one more challenge, along with the supply of a new nonce, MUST be made. 

A new nonce SHOULD be used for each new session.  A new nonce MUST not be the same value as the nonce value being replaced and the sequence of nonce values (as seen across sessions) SHOULD be difficult to predict.
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