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1 Reason for Change

This CR is the result of discussions in the OMA DM Working Group Las Vegas meeting related to document OMA-DM-DM13-2010-0094-CR_SessionID_Timeout.doc 
Currently the <timeout> value in the Notification Message sets the length of time for a <sessionid> to be valid using a granularity of days, where the <sessionid> can be valid from 1 to 7 days using 3 bits as the format type for the <timeout> element . This means a <sessionid> may persist for a long time after the session has terminated or is no longer needed, which can lead to weaknesses in security eg. replay attacks. 

The proposed change allows the length of time a <sessionid> is valid to be specified in a granularity of minutes, with a minimum of 1 minute to a maximum of 32767 minutes (546 hours and 7 minutes, or 22 days,18 hours, and 7 minutes) using a 16 bit unsigned integer as the format type for the <timeout> element.
Associated with the <sessionid> and <timeout> element is the <ts-data> element which contains the time the DM Server sent the Notification Message. This element is currently specified as UTC time in 16 characters (bytes) format “YYYYMMDDThhmmssZ”. This CR proposes to use the Unix/POSIX time format which consumes 32-bits (4 bytes). 
The proposed solution increases the granularity of time specified for a <sessionid> to be valid and also reduces the number of bytes necessary to be transmitted and processed in the Notification Message by 11 bytes.
2 Impact on Backward Compatibility

The DM Server will only send this new version of the Notification Message to DM1.3 (or later) clients.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal
Change 1:  Section 6.1, Syntax for the DM Notification
The following ABNF [RFC5234] defines the syntax for the DM Notification Message. The order and the size of the fields MUST be same as specified in the following syntax of the DM Notification Message.

<trigger-message> ::= <trigger><digest>

<trigger> ::= <trigger-header><trigger-body>
<trigger-header> ::= <version><ui-mode><initiator><transport><auth-type><send-devdetail><timeout><vendor-present><moi-present><reason-present><future-use><sessionid><length-identifier><server-identifier>

<version> ::= 10*BIT
; ‘Device Management Version’
<ui-mode> ::= <not-specified> / <background> /
; ‘Background/Informative/ 
                       <informative> / <user-interaction>
;  User Interaction session’
<not-specified> ::= “00”
; ‘2*bit value “0”’
<background> ::= “01”
; ‘2*bit value “1”’
<informative> ::= “10”
; ‘2*bit value “2”
<user-interaction> ::= “11”
; ‘2*bit value “3”’ 
<initiator> ::= <user> / <server>
; ‘User/Server initiated’
<user> ::= “0”
; ‘1*bit value “0”’
<server> ::= “1”
; ‘1*bit value “1”’
<transport>::=<not-specified> / <HTTP> / <HTTPS>
 ; ‘transport bindings’
<not-specified> ::= “00”                                                                   ; ‘2*bit value “0”’’
<HTTP>::=”01”                                                                                ; ’2*bit value “1”’

<HTTPS>::=”10”                                                                             ; ’2*bit value “2”’
<auth-type>::=<not-specified> / <HTTP-DIGEST> /
  ; ‘authentication type

                        <DIGEST>  / <HMAC>

<not-specified> ::=”00”
; ’2*bit value “0”’
<HTTP-DIGEST>::=”01”                                                            
 ;’2*bit value “1”’
<DIGEST>::=”10”                                                                       
;’2*bit value “2”’
<HMAC>::=”11”                                                                         
;’2*bit value “3”’
<send-devdetail> ::=<send> / <not-send>                                    ; if DevDetail information is required
<send>::=”1”                                                                                 ; ‘1*bit value “1”’
<not-send>::=”0”                                                                           ; ‘1*bit value “0”’
<timeout> ::=16*BIT
; the minutes to keep the <sessionid> valid
<ts-data> ::= 32-BIT




; Current server time in POSIX time format
<vendor-present> ::= 1*BIT                                                           ; Whether Vendor Specific Info 


 is present (‘1’) or not-present (‘0’) in trigger body

<moi-present> ::= 1*BIT                               
; Whether MOI is present (‘1’) or not-present (‘0’) in trigger body

<reason-present> ::= 1*BIT
; ‘Whether reason for connection 


  is present (‘1’) or not-present (‘0’) in trigger body’

<sessionid> ::= 16*BIT
; ‘Session identifier’
<length-identifier> ::= 8*BIT
; ‘Server Identifier length’
<server-identifier> ::= <length-identifier>*CHAR
; ‘Server Identifier’

<trigger-body> ::=<length-vendor><vendor-data><length-moi><moi-data><length-reason><reason-data>
<length-vendor> ::= 16*BIT
                                             ; ‘Vendor Specific Info Length’
<vendor-data> ::= <length-vendor>*BYTE                                    ; ‘Vendor Specific Info’

<length-moi> ::= 8*BIT                                                                  ; ‘MO Identifier length’

<moi-data> ::= <length-moi>*BYTE
                                             ; ‘MO Identifier for MO to be managed’
<length-reason> ::= 16*BIT
                                             ; ‘Reason for Connection Length’
<reason-data> ::= <length-reason>*BYTE
                ; ‘Reason for Connection Data’

<digest> ::= 160*BIT


; ‘Digest data’
Change 2:  Section 6.2.11, Timeout of the Notification Message
The <timeout> field specifies the number of minutes  the DM Server will keep the <sessionid> within the Notification Message valid. After the <sessionid> has expired and the DM Client still initiates the management session, the DM Server MAY reject the session. This value is specified by using a 16 bit unsigned integer. A timeout value of zero indicates there is no timeout.

Change 3
Section 6.2.12 Timestamp
6.2.12
Timestamp

The <ts-data> field specifies the current server time in Unix/POSIX time form as defined in [POSIX????]. The data in this field MUST be 32 bits in length.

The DM Client MAY ignore this notification if the message is older than the number of days specified in <timeout>. The age of the message is determined by comparing the value of <ts-data> and the current date and time on the device.
This value MAY also be used to prevent replay attack.
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