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1 Reason for Change

The document contains several bugs and numerous clerical issues.
This CR attempts to fix all these issues.
Scope of change - the whole document.
R01 – As proposed by Axel on today’s CC, all changes that are deemed as classifications 0 or 1 are deleted from this CR and will be submitted in a separate CR with the correct classification.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The DM group reviews and agrees to this CR.
6 Detailed Change Proposal

Change 1:  All document
Change document language to English so that spell check can run on it.
Note: This should be done by DSO after all other changes are applied.

Change 2:  Section 5.2 – Phrasing, consistency, clerical, grammar, syntax
5.2 Relative URI Addressing

In case when the DM Server doesn’t specify the absolute URI, the possibility is to address the node using relative URI as defined below. The relative URI contains two parts:

· Part A: This is used to identify the actual root URI of the Management Object that is to be managed. DM Client MUST resolve the actual path which begins from the root of Management Tree to the <x> node of the Management Object.  

· Part B: This is used to identify the address of the node to be manipulated inside the Management Object, which starts after the root of the Management Object.

The syntax definition for Part A is <URI>?MOID=<m-value>&<attribute>=<a-value> as described below:
· <URI>: The start point for the DM Client to find the MO occurrences in the whole sub-tree which begins from ’URI’. This element SHOULD be included in the relative URI addressing.

· ?: This is the separator between the ‘URI’ and MOID. This element MUST be included in the relative URI addressing only when URI is present.

· MOID=<m-value>: This element is used to specify the MO Identifier which identifies the Management Object that is to be managed. This element MUST be included in the relative URI addressing. The character “:” MUST be percent encoded as “%3A” within the  <m-value>.

· &: This is the separator between the MOID and the attribute condition and between consecutive attribute conditions. This element MUST be included in the relative URI addressing if the ‘<attribute>=<a-value>’ part is present and when multiple <attribute>=<a-value> pairs are specified
· <attribute>=<a-value>: This is only used when the DM Server anticipates that multiple MO occurrences will be found. The <attribute> identifies the specific leaf node's URI relative to the root of the Management Object. The <a-value> identifies the value of this leaf node. This part is used by the DM Client to find the unique MO occurrence that is to be managed. This element MAY be included in the relative URI addressing. If this element is specified, the preceding ‘&’ MUST be specified as well. Reserved characters (as defined in section 3.4 “Query Component” of [RFC2396]) MUST be percent encoded appropriately. If the DM Server needs more attribute conditions to specify a unique MO, “<attribute>=<a-value>” can occur  multiple times with different attributes.
The Part A of relative URI MUST be included in the <TargetParent>/<LocURI> element. The Part B of relative URI MUST be included in the <Target>/<LocURI> element if it is present. For Add, Replace and Exec commands, the <TargetParent> and <Target> elements MUST be included in the DM Message. For Delete command, the <TargetParent> element MUST be included in the DM Message and the <Target> element MAY be included in the DM Message.

The DM Client MUST resolve the relative URI to actual absolute URI if it supports relative URI addressing. The DM Client MUST find all the MO occurrences in the whole sub-tree according to the specified MO identifier.  In case there are multiple MO occurrences found and “<attribute>=<a-value>” pairs are specified in the request, the DM Client MUST use the “<attribute>=<a-value>” pairs to resolve the root URI of the unique MO occurrence that is to be managed. 

In case the DM Server wishes to delete the whole MO occurrence(s), the Part B of relative URI is not needed. Then the Part A of relative URI will be enough to resolve the root URI(s) of the MO occurrence(s) to be removed from the Device. In this case <Target> element will not be included in <Delete> command of DM Message. 

The actual URI MUST be constructed as the concatenation of resolved URI from Part A, followed by the “/” separator character, followed by the Part B of the relative URI.

There are two scenarios about how to address failure:

· Within Normal DM Session: 

· If the DM Client doesn’t support this feature, the DM Client MUST return status code 406 (Optional Feature Not Supported). 

· If the DM client failed to resolve the relative URI to actual absolute URI, the DM Client MUST return status code 400 (Bad Request).

· If the DM Client failed to find the unique MO occurrence when <attribute>=<-a-value> pairs were specified, the DM Client MUST return status code 404 (Not Found). 

· Within Sessionless or Bootstrap Session:

· Since the response is not expected by the DM server, no status code will be returned. If the DM Client doesn’t support this feature, or failed to resolve the URI to absolute URI, or failed to find the unique MO occurrence, the DM Client MUST NOT perform the command that targeted the relative URI.

Change 3:  Section 8.3 - Clerical
8.3 Package 1: Initialization from client to server

The setup phase is virtually identical to that described in the [SYNCPRO]. The purpose of the initialization package sent by the client is:

· To send the DevInfo information (like manufacturer, model, etc.) to a Device Management Server as specified [DMSTDOBJ]. Client MUST send DevInfo information in the first message of management session.

· To send the DevDetail information (that is specified in [DMSTDOBJ]) to a Device Management Server, if it is requested in Package 0 message (as specified in [DMNOTI]). 
Change 4:  Section 8.3 - Clerical
4.    The DevDetail information MUST only be sent using the Replace command in the SyncBody if requested by the DM Server. The requirement for the Replace command follows:

· CmdID is REQUIRED.
· An Item element per node found from DevDetail tree. Possible nodes in DevDetail tree are specified in [DMSTDOBJ].
· The Source element in the Item element MUST have a value indicating URI of node.
· The Data element is used to carry the DevDetail data.
5.   Client MAY include client-generated alerts such as Client Event [DMREPPRO] or Generic Alert.

The Final element MUST be used in the SyncBody for the message, which is the last in this package.

Change 5:  Section 8.7 - clerical
8.7 Generic Alert

The protocol defines a Generic Alert message for Alerts generated by the client that MAY have a relation to a Management Object. In the case of a relation to a Management Object then the Source and LocURI MUST identify the address to that Management Object. 

Anytime after the Client or Server Initiated Management Alert, the client MAY send a Generic Alert message to the server. The Generic Alert message SHALL only be sent from the client to the server. After the server has received the Generic Alert the server MUST respond with the status for how the server handles all Items. 

The client MAY send multiple Alert messages of code “Generic Alert” or combine them together with multiple Items inside one or multiple Alert message of code “Generic Alert”. The Data in the Generic Alert message is not specified in the protocol, the protocol will specify how the client can inform the server what Type and Format it is. The server MUST support the Generic Alert Format but not all Types of the alert data. The Server MUST respond with status 415 “Unsupported media Type or Format” if the Type and Format are unsupported by the server. If the device does not support Large Object then the Alert message MUST NOT exceed the message size.

Change 6:  Section 8.7.1.8 - clerical
8.7.1.8 Mark

The Mark element MAY be specified. Mark will define the importance level of the alert message. The following levels are allowed in Generic Alert: “fatal”, “critical”, “minor”, “warning”, “informational”, “harmless” and “indeterminate”. Their  order indicates the importance level with “fatal” being the most important and “indeterminate” being the least important. If the Mark element is omitted then the default importance level “informational” is assumed.

Change 7:  Section 9.1 – bug fixes – replace ‘user agent’ term, fix authentication
9.1 Authentication Challenge

If the response code to a request (message or command) is 401 (‘Unauthorized’) or 407 (‘Authentication required’), the request requires authentication. In this case, the Status command to the request MUST include a Chal element (See [DMREPPRO]). The Chal contains a challenge applicable to the requested resource. The originator MAY repeat the request with a suitable Cred element (See [DMREPPRO]). If the request already included the Cred element, then the 401 response indicates that authorization has been refused for those credentials. 

Both the client and the server can challenge for authentication. 

If the 401 response (i.e., Status) contains the same challenge as the prior response, and the user agent has already attempted authentication at least once, then the user SHOULD be presented the entity that was given in the response, since that entity might include relevant diagnostic information.

If the response code to a request is 212 (‘Authentication accepted’), no further authentication is needed for the remainder of the DM session. In the case of the MD5 digest access authentication, the Chal element can however be returned. Then, the next nonce in Chal MUST used for the digest when the next DM session is started.

If a request includes security credentials and the response code to the request is 200, the same credentials MUST be sent within the next request. If the Chal element is included and the MD5 digest access authentication is mandated, a new digest is created by using the next nonce. In the case of the MD5 digest access authentication, the Chal element can however be returned. The next nonce in Chal MUST be used when the next request is sent.

Once authentication has occurred, the authentication type for a security layer MUST be kept same for the whole session.

In case of authentication failure (either the credentials were wrong or authentication was mandated) requirements are:

· The response message indicating the authentication failure on application layer (see chapter 9.3) contains only Status commands (i.e. Replace, Get etc. commands MUST NOT be specified in the response). A Status command MUST be provided for every command received in the request.

Change 8:  Section 10.2 – bug fix
10.2 User interaction alert codes

These Alerts can be sent only from the server to the client. Clients MUST report 406: “Optional Feature Not Supported”, if client does not support the specific User Interaction Alert type. If sent by the client, they are ignored by the server. Multiple user interaction Alert's can be present in Package 2, in this case the client executes them by arbitrary order (unless Sequence is used) and sends back the results in multiple Status packages in Package 3. If the protocol continues after Package 4, Package 4 can also contain user interaction Alert's.

Change 9:  Section 10.2.2 – wrong comment in XML snippet

The Alert contains two Items.

· The first Item contains the optional parameters as specified in Section 10.3.

· The second Item has exactly one Data element containing the text to be displayed to the user.

Example:

	<Alert>

<CmdID>2</CmdID>

<Data>1101</Data>

<Item></Item> <!-- no optional parameters -->

<Item>

<Data>Do you want to add the CNN access point?</Data>

</Item>

</Alert>


Result if user responds "No":

	<Status>

<CmdID>2</CmdID>

<MsgRef>1</MsgRef>

<CmdRef>2</CmdRef>

<Cmd>Alert</Cmd>

<Data>304</Data> <!-- Answer was “no” -->

</Status>


If the result in the above example had been that the user chose Yes, the status would have been (200).

Change 10:  Section A.2 - Typos
A.2 Draft/Candidate Version 1.3 History

	Document Identifier
	Date
	Sections
	Description

	Draft Versions 

OMA-TS-DM_Protocol-V1_3 


	15 Oct 2008
	All
	Baseline to v1.3 using OMA-TS-DM_Protocol-V1_2_1-20080617-A .

	
	09 Sep 2009
	8.7
	Applied 

OMA-DM-DM13-2009-0038-CR_DMProto_Alert_Code_Enhancement.

	
	28 Oct 2009
	All
	Applied 

OMA-DM-DM13-2009-0080R01-CR_Backward_CompatibilitiyOMA-DM-DM13-2009-0094R02-CR_Package1_Description

OMA-DM-DM13-2009-0012-CR_Alert__Non_Visual___Bug__Fix.

	
	02 Nov 2009
	All
	Removed 

CR_Alert_Non_Visual_Bug_Fix (was not Agreed).  

Applied 

OMA-DM-DM13-2009-0106R01-CR_Protocol_cleanup

	
	10 Dec 2009
	All
	Applied 

OMA-DM-DM13-2009-0118R06-CR_RelativeURI_Addressing.

	
	28 Dec 2009
	All
	Applied 

OMA-DM-DM13-2009-0121R02-CR_Protocol_Pkg1_DevInfoDetail OMA-DM-DM13-2009-0127-CR_VerProto_Bug_Fix_for_DM_Protocol

	
	29 Dec 2009
	All
	Fixed clerical errors, spelling mistakes, etc.

	
	03 Feb 2010
	B.1.1
	Applied

OMA-DM-DM13-2010-0013R01-CR_Protocol_SCR

OMA-DM-DM13-2010-0021R01-CR_RelativeURI_Enhancement

OMA-DM-DM13-2010-0033-CR_SCR_Entries_for_Protocol

OMA-DM-DM13-2009-0134R02-CR_Protocol_Bug_Fixes

	
	11 Feb 2010
	All 
	Editorial clean-up of  formatting

	
	15 Mar 2010
	All
	Changed all text to UK. 

Reapplied OMA-DM-DM13-2010-0021R01-CR_RelativeURI_Enhancement.

	
	23 Apr 2010
	All
	Editorial cleanup.

	
	26 Apr 2010
	T.O.C
	Update of T.O.C (figures)

	
	04 May 2010
	3.1, 10.2, 10.2.5, 10.3.5,  11.2.1, 11.2.4
	3.1, 10.2 and 10.3.5: grammatical correction

Double quotes changed to single quotes

	
	05 May 2010
	All
	Formatting of bullets 

Formatting of note

Double quotes changed to single quotes
Snippets font changed from Courier to Courier New to harmonize the snippets fonts

	Candidate Version 

OMA-TS-DM_Protocol-V1_3 


	25 May 2010
	N/A
	Status changed to Candidate by TP

Ref # OMA-TP-2010-0221-INP_DM_V1.3_ERP_and_ETR_for_Candidate_approval

	Draft Versions
OMA-TS-DM_Protocol-V1_3 


	26 Aug 2010
	7, 12
	Applied

OMA-DM-DM13-2010-0084-CR_Clarify_Large_Object_Usage
OMA-DM-DM13-2010-0098R01-CR_Client_Backward_Compatibility
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