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1 Reason for Change


DM 1.3 introduced the concept of Client initiated bootstrap, via HTTPS.  Unfortunately there is no mention of how the Device learns about the Bootstrap URL.  There seem to be various possibilities.  For example:

· The URL of the Bootstrap Server could be discovered by the device

· The URL(s) could be in some MO

· The URL could be pushed to the device via WAP Push

· For Smartcard enabled devices, the URL could be read from the Smartcard

· Other possibilities?

The purpose of this CR is to provide additional requirements for Client Initiated Bootstrap 

R01 incorporates feedback received during the March 1st DM CC.
R02 incorporates feedback received offline from Gemalto.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that this change request be agreed and the DM 1.3 RD be updated accordingly.
6 Detailed Change Proposal

Change 1:  Adding some new requirements for Client Initiated Bootstrap in Section 6.2
6.2   High-Level Functional Requirements

	Label
	Description
	Release
	Functional module

	DM-HLF-001
	The DM enabler SHALL specify SIP transport.

Informational Note: DM 1.2 already supports HTTP, WSP and OBEX. 
	Future
	Transports

	DM-HLF-002
	The DM enabler SHALL specify UDP transport.

Informational Note: DM 1.2 already supports HTTP, WSP and OBEX.
	Future
	Transports

	DM-HLF-003
	The DM enabler SHALL specify SIP notification method.

Informational Note: DM 1.2 already supports the WAP PUSH method. 
	1.3
	Notification

	DM-HLF-004
	The DM enabler SHALL specify UDP notification method.

Informational Note: DM 1.2 already supports the WAP PUSH method. 
	Future
	Notification

	DM-HLF-005
	The DM enabler SHALL specify mandatory bootstrap functionality.

Informational Note: DM 1.2 already supports optional bootstrap. 
	1.3
	Bootstrap

	DM-HLF-006
	The DM enabler notification SHALL provide expiration for the notification message.

Informational Note: DM 1.2 notification does not provide for expiration, reason for session or recommended protocol version. The new notification MUST be backward compatible with the DM 1.2 version. 
	1.3
	Notification

	DM-HLF-007
	The DM enabler notification SHALL convey reason for session information in the notification message.

Informational Note: DM 1.2 notification does not provide for expiration, reason for session or recommended protocol version. The new notification MUST be backward compatible with the DM 1.2 version. 
	1.3
	Notification

	DM-HLF-008
	The reason for session information SHALL be made available to the end user as additional information before establishing the management session if user interaction is required.
	1.3
	Notification

	DM-HLF-009
	The DM enabler SHALL provide a mechanism for the discovery of optional DM features supported by the client.

Informational Note: DM 1.2 already provides an indication of Large Object delivery. Optional features to be indicated are Large Object, Nonce Synchronization, TNDS, Inbox object, User Interaction Commands, asynchronous data via Client initiated Alert, Generic Alert, Correlator, Client Event Alert.
	1.3
	General

	DM-HLF-010
	The DM enabler SHALL specify mandatory TNDS support.

Informational Note: DM 1.2 already supports optional support for TNDS. 
	1.3
	Bootstrap

	DM-HLF-011
	The DM account information SHOULD include highest protocol version supported by the server.

Informational Note: DM 1.2 account does not provide highest protocol version. The new account information MUST be backward compatible with DM 1.2
	Future
	General

	DM-HLF-012
	The DM Enabler SHALL provide a mechanism to obtain the list of locations of all occurrences of an MO within the Device tree, given the MO Identifier.
	1.3
	General

	DM-HLF-013
	The DM enabler SHOULD provide a mechanism that allows a DM Client to read bootstrap data larger than 32KB from a smartcard 
	1.3
	Bootstrap

	DM-HLF-014
	The DM enabler notification SHOULD indicate which transport binding and authentication type are required by the DM Server in the succedent DM session.
	1.3
	General

	DM-HLF-015
	The DM enabler notification SHOULD indicate if some specific information in the DevDetail is desired by the DM server.
	1.3
	General

	DM-HLF-016
	The DM enabler SHALL specify HTTP Push notification method.

Informational Note: DM 1.2 already supports the WAP PUSH method. 
	1.3
	Notification

	DM-HLF-0x1
	The DM enabler SHALL provide a mechanism for a Device to discover the URL of the DM Bootstrap Server.
	1.3
	Bootstrap

	DM-HLF-0x2
	The DM enabler SHALL provide a mechanism for the DM Server to allow automatic discovery of the URL of the DM Bootstrap Server.
	1.3
	Bootstrap

	DM-HLF-0x3
	The DM enabler SHALL provide a mechanism for the DM Server to inhibit automatic discovery of the URL of the DM Bootstrap Server.
	1.3
	Bootstrap

	DM-HLF-0x4
	The DM enabler SHALL provide a mechanism for delivery of the DM Bootstrap Server URL to a Device over OMA Push.
	1.3
	Bootstrap

	DM-HLF-0x5
	The DM enabler SHALL provide a mechanism for the DM Server to allow delivery of the DM Bootstrap Server URL to a Device over OMA Push.
	1.3
	Bootstrap

	DM-HLF-0x6
	The DM enabler SHALL provide a mechanism for the DM Server to inhibit delivery of the DM Bootstrap Server URL to a Device over OMA Push.
	1.3
	Bootstrap

	DM-HLF-0x7
	The DM enabler SHALL define a Management Object for the DM Server to manage the URLs of the DM Bootstrap Servers for a Device.
	1.3
	Bootstrap

	DM-HLF-0x8
	The DM enabler SHALL provide a mechanism for devices that support a smartcard to retrieve the Bootstrap Server URL from the smartcard.
	1.3
	Bootstrap


Table 1: High-Level Functional Requirements

Change 2:  Adding a new requirement in Section 6.2.1
6.2.1  Security

	Label
	Description
	Release
	Functional module

	DM-SEC-001
	The DM enabler Network Initiated Bootstrapping SHOULD also support a NETWORKID based on a shared secret between device and network provider.

Informational Note: DM 1.2 suggests IMSI/ESN as shared secret NETWORKID which is a vulnerability, but needs to be kept for backwards compatibility.
	1.3
	Bootstrap

	DM-SEC-0x1
	The mechanism for delivery of the DM Bootstrap Server URL to a Device over OMA Push SHALL be secure.
	1.3
	Bootstrap


Table 2: High-Level Functional Requirements – Security Items
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