Doc# OMA-DM-DM13-2011-000x-CR_Bootstrap_via_DNS_SRV_Query.doc[image: image2.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-DM-DM20-2011-0003R02-CR_DeltaRecMO_Push_Purge_functions.doc
Change Request



Change Request

	Title:
	Bootstrap via DNS SRV Query
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	DM WG

	Doc to Change:
	OMA-TS-DM_Bootstrap-V1_3-20101207-C

	Submission Date:
	<10 Feb 2011>

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Interop Technologies, Samsung, China Mobile, Hauwei

	Replaces:
	n/a


1 Reason for Change
The section “5.4.7  – Bootstrap via HTTPS Get”  (of OMA-TS-DM_Bootstrap-V1_3-20101207-C.doc) discusses about a device able to do bootstrap via HTTPS Get; however, it does not discuss about how the device receives the bootstrap URL (with the exception of SmartCard implementation) which is to used during HTTPS Get operation.
This CR proposes new functionality which would allow the device to get the bootstrap URL via the approach similar to WiMAX Initial Bootstrap (WIB) approach.  Details of WIB approach have been previously noted in the OMA-DM-DM13-2011-0004R01-INP_Client_Initiated_Bootstrap document.

2 Impact on Backward Compatibility

none
3 Impact on Other Specifications

none
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG is requested to approve this CR.

6 Detailed Change Proposal

Change 1:  Introduce a new subsection that discusses Bootstrap Server discovery
5.4.7   Bootstrap via HTTPS Get

If the Device supports the HTTPS protocol, it MAY retrieve a Bootstrap Message from a URL by following these steps:

1. The device performs a HTTPS Get to a Bootstrap Server.

2. The Bootstrap returns the Bootstrap Message to the Device or indicates the Bootstrap Message is not available (e.g. returns error code 404).

3. If the Bootstrap Message is returned to the device, it is handed off to the DM Client. 
4. Upon successful verification of the Bootstrap Message, the DM Client processes the Bootstrap Message as normal.

If the Device supports HTTPS protocol and [SCWS], it MAY retrieve a bootstrap message by following the above steps and using the following absolute URL: “https://{SCWS@}/OMA/DM/Bootstrap.xml”, where {SCWS@} depends on the transport and IP version supported as shown in the following table:


	Transport
	IP version
	{SCWS@}

	BIP 
(Note 1)
	IPv4
	127.0.0.1:4116

	
	IPv6
	0.0.0.0.0.0.0.1:4116

	TCP/IP
	IPv4
	localuicc:443

	
	IPv6
	localuicc:443


(Note 1) The Device MAY use “localhost” host name instead of loopback address “127.0.0.1” for IPv4 or “0.0.0.0.0.0.0.1” for IPv6.
The following subsections describe various methods by which the Device learns the URL of the DM Bootstrap Server.  It needs to be noted that other approaches [for example, WiMAX Initial Bootstrap (WIB)] for learning the URL of the DM Bootstrap Server are not precluded.

5.4.7.1 Automatic Bootstrap Server Discovery
The Device MAY use DNS SRV (Service Record) to discover the local DM Bootstrap Server.  A Service record (SRV record) is a specification of data in the Domain Name System defining the location, i.e. the hostname and port number, of servers for specified services.  SRV Records are defined in IETF RFC 2782 [“A DNS RR for specifying the location of services (DNS SRV) “] and identifies the server(s) that will support a particular service. 
SRV Record = _<service>._<protocol>.<domainname>

Service

The symbolic name of the desired service. In this case, service will be “dm-bootstrap”. An underscore (_) is prepended to the service identifier to avoid collisions with DNS labels that occur in nature. The Service is case insensitive.

Protocol

The symbolic name of the desired protocol, with an underscore (_) prepended to prevent collisions with DNS labels that occur in nature. In this case, “TCP” is proposed as protocol to be used.

Name

The domain this RR refers to. The device will receive the name from the Network Service Provider. If the name is not available then the Device SHALL use the Domain Name obtained from DHCP procedure (DHCP option 15 [RFC2132]. The DNS Server SHALL resolve this Domain Name to the URI of the Bootstrap Server of the Network Service Provider.
The device needing DM Bootstrap Server URL will initiate a query to a DNS server and the DNS response will be SRV record including details of DM Bootstrap Server that match the initial DNS service request. 

Example: 

If a SRV cognizant DM Client wants to discover a DM Bootstrap server that supports TCP protocol and provides DM Bootstrap Server information for the domain mobilecarrier.com, it does a lookup of

      _dmbs._tcp.mobilecarrier.com

Figure x depicts DM Client initiated bootstrap using this approach.  
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Figure x: Client initiated bootstrap using automatic Bootstrap Server discovery approach

Once the device receives the Bootstrap Server details, the Device next initiates an HTTPS session with the Bootstrap Server and retrieves the Bootstrap package.  The DM Bootstrap Server SHALL responds to the device with one of the following HTTPS responses.

· 200 OK. If the DM Bootstrap Server can provide the bootstrap information for the device identified with the MAC address, the DM Bootstrap Server SHALL reply with an HTTPS 200 OK message containing the bootstrap package information in the response.

· 400 Bad Request. If the DM Bootstrap Server does not understand the request due to malformed syntax, corrupted packet, decode error, unsupported DM protocol revision, etc., it SHALL reply with an 400 Bad Request message which indicates the failure of the OTA provisioning procedure.

· 404 Not Found. If the server cannot provide the bootstrap information, it SHALL reply with an HTTPS 404 Not Found message which indicates the failure of the DM Bootstrap procedure.
Once the device receives successful response (i.e., 200 OK), then the Device installs the Bootstrap package and initiates a session with the DM Server.

To minimize security concerns, it is recommended the device and the DM Server should be on the same local network.
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