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1 Reason for Change

In order to speed up the overall transfer of data from device to server, the notification needs to be changed to allow the server to request specific management objects.  The notification will be changed to allow the server to ask for at most 3 extra management objects by specifying the unique MO Index from the OMNA page.

This CR adds in 3 16-bit unsigned values to the notifcation and removes the moi-present data.
R01: Incorporates suggestion from China Mobile. 
R02: adds in a ‘no-object-requested’ value.
R03: changes to a list of MO indexs in the message body. Re-arranges the notification message so that data is aligned on byte boundaries.
2 Impact on Backward Compatibility

DM 1.3 notification message can only be sent to DM 1.3 Clients, so no backward compatibility issue.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

DM WG should review and agree this CR.
6 Detailed Change Proposal

Change 1:  Section 6, Structure of DM Notification
6. Structure of DM Notification

Package#0 is the default format used for the Notification Message. This default format can be used if this document does not describe a special format for initialization purposes. 

The following figure describes the format of the General Package #0.
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Figure 2: Format of the DM Notification Message (Package#0)

The MIME type for this version of DM Notification Message is application/vnd.syncml.dm.notification and the Content-Type code for that is 0x58. Byte order for DM Notification Message is Big Endian (Network order).

The DM Client MUST support the notification format from DM 1.2 [DMNoti12].

6.1 Syntax for the DM Notification

The following ABNF [RFC5234] defines the syntax for the DM Notification Message. The order and the size of the fields MUST be same as specified in the following syntax of the DM Notification Message.

<trigger-message> ::= <trigger><digest>

<trigger> ::= <trigger-header><trigger-body>
<trigger-header> ::= <version><ui-mode><initiator><transport><auth-type><vendor-present><MO-present><reason-present><pad><timeout><ts-data><sessionid><length-identifier><server-identifier>

<version> ::= 10*BIT
; ‘Device Management Version’
<ui-mode> ::= <not-specified> / <background> /
; ‘Background/Informative/ 
                       <informative> / <user-interaction>
;  User Interaction session’
<not-specified> ::= “00”
; ‘2*bit value “0”’
<background> ::= “01”
; ‘2*bit value “1”’
<informative> ::= “10”
; ‘2*bit value “2”
<user-interaction> ::= “11”
; ‘2*bit value “3”’ 
<initiator> ::= <user> / <server>
; ‘User/Server initiated’
<user> ::= “0”
; ‘1*bit value “0”’
<server> ::= “1”
; ‘1*bit value “1”’
<transport>::=<not-specified> / <HTTP> / <HTTPS>
; ‘transport bindings’
<not-specified> ::= “00”
; ‘2*bit value “0”’’
<HTTP>::=”01”
; ’2*bit value “1”’

<HTTPS>::=”10”
; ’2*bit value “2”’
<auth-type>::=<not-specified> / <HTTP-DIGEST> /
; ‘authentication type

                        <DIGEST>  / <HMAC>

<not-specified> ::=”00”
; ’2*bit value “0”’
<HTTP-DIGEST>::=”01”
; ’2*bit value “1”’
<DIGEST>::=”10”                                                                       
; ’2*bit value “2”’
<HMAC>::=”11”                                                                         
; ’2*bit value “3”’





vendor-present> ::= 1*BIT
; Whether Vendor Specific Info is present (‘1’)

;  or not-present (‘0’) in trigger body’


<MO-present> ::= 1*BIT                               
; Whether MO index data is present (‘1’) 

;  or not-present (‘0’) in trigger body’


<reason-present> ::= 1*BIT
; ‘Whether reason for connection is present (‘1’)

;  or not-present (‘0’) in trigger body’

; 20 bits used up to this point – need to add 4 bits

<pad> ::= 4*BIT
; bits added to bring timeout to a byte boundary
<timeout> ::=16*BIT
; number of minutes to keep <sessionid> valid
<ts-data> ::= 32*BIT
; Current server time in POSIX time format

<sessionid> ::= 16*BIT
; ‘Session identifier’
<length-identifier> ::= 8*BIT
; ‘Server Identifier length’
<server-identifier> ::= <length-identifier>*CHAR
; ‘Server Identifier’

<trigger-body> ::=<length-vendor><vendor-data><length-MO><MO-data><length-reason><reason-data>
<length-vendor> ::= 16*BIT
                                                 ; ‘Vendor Specific Info Length’
<vendor-data> ::= <length-vendor>*BYTE                                  ; ‘Vendor Specific Info’

<length-MO> ::= 8*BIT                                                                ; ‘MO Identifier length’

<MO-data> ::= <length-moi>*16*BIT
                                     ; ‘list of MO Indexes for MO to be sent 

;  in Package 1’
<length-reason> ::= 16*BIT
                                                 ; ‘Reason for Connection Length’
<reason-data> ::= <length-reason>*BYTE
                        ; ‘Reason for Connection Data’

<digest> ::= 160*BIT


; ‘Digest data’
6.2 Description of the fields

6.2.1 Trigger Message

The <trigger-message> field specifies the DM Notification Message causing the DM Client to connect to the DM Server.

6.2.2 Trigger

The <trigger> field is container for the trigger-header and trigger-body fields. 

6.2.3 Header of the Trigger Message

The <trigger-header> field specifies the header of the DM Notification Message.

6.2.4 Body of the Trigger Message

The <trigger-body> field specifies the body of the DM Notification Message.

6.2.5 Version Information

The <version> field specifies the version of the DM Notification message sent by the DM Server. This value is specified by using the 10 bits in the Notification Message. The supported version is counted as <notification message version> = DEC (version)/10, i.e. first the bit value is transferred to the numeric and then divided by ten. Therefore the biggest possible version is ‘102.3’ and the version ‘1.0’ is specified as ‘0000001010’.

Notification Messages conforming to this version of the specification MUST have <version> field 10-bit binary value ‘0000001100’ and the version is ‘1.2”. 

NOTE: This is not the DM protocol version, but the Notification message version.

6.2.6 User Interaction Mode

The <ui-mode> field specifies the DM Server recommendations as to whether the server wants the management session to be executed in the background or if the DM client should show a message to the user. This value is specified using 2 bits. A DM Client SHOULD follow this recommendation. The DM Client MAY display additional disclaimers or notes to the user.
The values of the User Interaction mode MUST be one of the following:

· Not specified – Indicates that the DM Server doesn’t have a recommendation. The bit value MUST be “00”.

· Background  – Indicates that the DM Server recommends that the management session SHOULD be executed as a background event, without displaying a message or any other indications to the user. The bit value MUST be “01”.

· Informative  – Indicates that the DM Server recommends that the client MAY display an informative message or maybe emitting a beep sound or other indications announcing the beginning of the management session to the user. The bit value MUST be “10”.

· User Interaction  – Indicates that the DM Server recommends to the DM Client to prompt for user input before the management session takes place. The bit value MUST be “11”.

6.2.7 Initiator of the Management Action

The <initiator> field specifies how the DM Server has interpreted the initiation of the management action, either because the end user requested it or because the DM Server has management actions to perform. This value is specified using 1 bit. A DM Client SHOULD follow this recommendation.

The values the Initiator of the Management action can have:

· Client (End User) Initiated management action – Indicates that the end user caused the device management session to start. The bit value MUST be “0”.

· Server Initiated management action – Indicates that the DM Server caused the device management session to start. The bit value MUST be “1”.

6.2.8 Transport Binding 
The <transport> field indicates the desired transport binding to be used for connection between DM Client and Server in subsequent DM session. This value is specified using 2 bits.

The values of the <transport> field can have:

· Not Specified - Indicates no transport binding has been specified. It is up to the client to choose appropriate transport binding to use. The bit value MUST be “00”

· HTTP - Indicates the HTTP transport binding. The bit value MUST be “01”

· HTTPS - Indicates the HTTPS transport binding. The bit value MUST be “10”.

6.2.9 Authentication Type

The <auth-type> field indicates the authentication type for the DM Client to find the corresponding password and nonce within the DM Account Management Object [DMSTDOBJ] in order to calculate the digest for notification message. This value is specified using 2 bits.

The values of the <auth-type> field can have:

· <not-specified> - Indicates the authentication type was not specified. The bit value MUST BE “00”

· HTTP-DIGEST - Indicates the HTTP-DIGEST authentication type. The bit value MUST be “01”

· DIGEST - Indicates the DIGEST authentication type. The bit value MUST be “10”.

· HMAC - Indicates the HMAC authentication type. The bit value MUST be “11”.

6.2.10 


· 
· 
6.2.11 

6.2.12 



6.2.13 Information Present in Trigger Body

There are several 1 bit fields defined to indicate what is present in the trigger body as follows:

· <vendor-present>: Indicate whether the Vendor Specific Info is present in trigger body respectively. 

· <MO-present>: Indicate whether the MO index Data is present in trigger body. 

· <reason-present>: Indicate whether the reason for connection is present in trigger body. 

The value of above fields is described below:

· Present – Indicates that the corresponding information is present in trigger body. The bit value MUST be “1”. 

· Not-Present – Indicates that the corresponding information is not present in trigger body. The bit value MUST be “0”. 
6.2.14 pad
The <pad> field is only added to bring the <timeout> field onto a byte boundary for easier DM Client processing.
6.2.15 Timeout of the Notification Message

The <timeout> field specifies the number of minutes the DM Server will keep the <sessionid> within the Notification Message valid. After the <sessionid> has expired and the DM Client still initiates the management session, the DM Server MAY reject the session. This value is specified by using a 16 bit unsigned integer. A timeout value of zero indicates there is no timeout.
6.2.16 Timestamp

The <ts-data> field specifies the current server time in POSIX time form as defined in [POSIX]. The data in this field MUST be 32 bits in length.

The DM Client MAY ignore this notification if the message is older than the number of days specified in <timeout>. The age of the message is determined by comparing the value of <ts-data> and the current date and time on the device.
This value MAY also be used to prevent replay attack.
6.2.17 Session Identifier

The <sessionid> field specifies the identifier of the OMA DM session associated with the DM Message. This value is specified by using the 16 bits in the Notification Message. The Session ID MUST be different between different Notification Messages and the DM Client MUST use this Session ID when it connects to the DM Server. If DM Client receives the same Session ID several times from the same DM Server, it is enough for a DM Client to initiate only one management session.

When preparing the OMA DM Message for connection to the DM server, the binary session ID value from the Notification Message, in the unsigned hexadecimal range of 1 through FFFF, SHALL be mapped to a string of hexadecimal digits (chosen from the numeric digits “0”-“9” and the upper-case letters “A”-“F”) of between one and four characters in length, inclusive, and placed in the SessionID element of the OMA DM message. Leading zeros MUST NOT be included. A value of zero MUST NOT be used.

6.2.18 Length of the Identifier

The <length-identifier> field specifies the length of the Server Identifier of the management server. The value of the Length Identifier is calculated as the Length of the server-identifier in bytes = DEC (length-identifier). The value of this field is specified using 16 bits.

6.2.19 Server Identifier

The <server-identifier> field specifies the Server Identifier of the DM Server.  This is the same identifier as in the DMAcc [DMSTDOBJ].

6.2.20 Vendor Specific Information Length
The <length-vendor> field specifies the length of the vendor specific information in bytes. The value of this field is specified using 16 bits. If the value of <vendor-present> is “0”, then <length-vendor> field MUST NOT be present in the notification message.
6.2.21 Vendor Specific Information

The <vendor-data> field is used to specify vendor specific information. If the value of <vendor-present> is “0”, then <vendor-data> field MUST NOT be present in the notification message.
6.2.22 Length of the MO Index Data
The <length-MO> field specifies the number of the MO indexes to be sent in Package 1. This value is specified by using 8 bits. If the value of <MO-present> is “0”, then <length-MO> field MUST NOT be present in the notification message.
6.2.23 MO Index Data


The <MO-data> field specifies the MO index that MUST be sent in Package 1 in the resulting DM Session. If the value of <MO-present> is “0”, then <MO-data> field MUST NOT be present in the notification message.
6.2.24 Length of the Reason for Connection

The <length-reason> field specifies the length of the reason for connection information in bytes. This value is specified by using 16 bits. If the value of <reason-present> is “0”, then <length-reason> field MUST NOT be present in the notification message.
6.2.25 Reason for Connection


The <reason-data > field specifies the reason for connection information.  If the value of <reason-present> is “0”, then <reason-data> field MUST NOT be present in the notification message.  If the <reason-data> field is present, the DM Client MAY display this information to the user prior to starting a management session.

6.2.26 Digest

The <digest-data> field specifies the SHA-1 digest of the notification message [RFC3174]. The digest is computed as digest-data = H(server-secret:trigger). The server-secret is the same value in the SRVCRED/AAuthData for that server’s DM Account.
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